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Copyright Notice

© 2005 All rights reserved. No part of this document may be reproduced or transmitted in any form or
by any means, electronic or mechanical, for any purpose, without the express written permission of
the seller.

Disclaimer

Information in this document is subject to change without notice. The statements, configurations,
technical data, and recommendations in this document are believed to be accurate and reliable, but
are presented without express or implied warranty. The seller therefore assumes no responsibility and
shall have no liability of any kind arising from the supply or use of this document or the material
contained herein.

Statement of Conditions

In the interest of improving internal design, operational function, and/or reliability, the seller reserves
the right to make changes to the products described in this document without notice.

The seller does not assume any liability that may occur due to the use or application of the product(s)
or circuit layout(s) described herein.

In addition, the program and information contained herein are licensed only pursuant to a license
agreement that contains restrictions on use and disclosure (that may incorporate by reference certain
limitations and notices imposed by third parties).

Trademarks

All other product or service names mentioned in this document may be trademarks of the companies
with which they are associated.




Safety and Precaution

For Installation

For Using

For Service

Caution

O

Use only the type of power source indicated on the marking labels.
Use only power adapter supplied with the product.

Do not overload wall outlet or extension cords as this may increase the
risk of electric shock or fire. If the power cord is frayed, replace it with a
new one.

Proper ventilation is necessary to prevent the product overheating. Do
not block or cover the slots and openings on the device, which are
intended for ventilation and proper operation. It is recommended to
mount the product with a stack.

Do not place the product near any source of heat or expose it to direct
sunlight.

Do not expose the product to moisture. Never spill any liquid on the
product.

Do not attempt to connect with any computer accessory or electronic
product without instructions from qualified service personnel. This may
result in risk of electronic shock or fire.

Do not place this product on unstable stand or table.

Power off and unplug this product from the wall outlet when it is not in
use or before cleaning. Pay attention to the temperature of the power
adapter. The temperature might be high.

After powering off the product, power on the product at least 15
seconds later.

Do not block the ventilating openings of this product.

When the product is expected to be not in use for a period of time,
unplug the power cord of the product to prevent it from the damage of
storm or sudden increases in rating.

Do not attempt to disassemble or open covers of this unit by yourself. Nor
should you attempt to service the product yourself, which may void the user’s
authority to operate it. Contact qualified service personnel under the following
conditions:

O

O
O
O

o 0o

If the power cord or plug is damaged or frayed.
If liquid has been spilled into the product.
If the product has been exposed to rain or water.

If the product does not operate normally when the operating instructions
are followed.

If the product has been dropped or the cabinet has been damaged.
If the product exhibits a distinct change in performance.

Any changes or modifications not expressly approved by the party
responsible for compliance could void the authority to operate
equipment.
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FCC

This equipment must be installed and operated in accordance with provided
instructions and a minimum 20 cm spacing must be provided between computer
mounted antenna and person’s body (excluding extremities of hands, wrist and feet)
during wireless modes of operation.

FCC Class B Notice

This device complies with Part 15 of the FCC Rules. Operation is subject to the
following two conditions:

(1) this device may not cause harmful interference;

(2) this device must accept any interference received, including interference that
may cause undesired operation.

Note:

This equipment has been tested and found to comply with the limits for a Class B
digital device, pursuant to Part 15 of the FCC Rules. These limits are designed to
provide reasonable protection against harmful interference in a residential
installation. This equipment can generate, use and radiate radio frequency energy
and, if not installed and used in accordance with the instructions, may cause harmful
interference to radio communications. However, there is no guarantee that
interference will not occur in a particular installation. If this equipment does cause
harmful interference to radio or television reception, which can be determined by
turning the equipment off and on, the user is encouraged to try to correct the
interference by one or more of the following measures:

® Reorient or relocate the receiving antenna.
® Increase the separation between the equipment and receiver.

® Connect the equipment into an outlet on a circuit different from that to which
the receiver is connected.

®  Consult the dealer or an experienced radio/television technician for help.

v
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Before You Use

Before You Use

Thank you for choosing the Asymmetric Digital Subscriber Line (ADSL) Router. With
the asymmetric technology, this device runs over standard copper phone lines. In
addition, ADSL allows you to have both voice and data services in use
simultaneously all over one phone line.

RTA1025W Wireless ADSL2+ Router is a DSL broadband access device which
allows ADSL connectivity while providing 802.11g wireless LAN capabilities for home
or office users. It supports ADSL2/ADSL2+ and is backward compatible to ADSL,
even offers auto-negotiation capability for different flavors (G.dmt, G.lite, or T1.413
Issue 2) according to central office DSLAM’s settings (Digital Subscriber Line Access
Multiplexer). Also the feature-rich routing functions are seamlessly integrated to
ADSL service for existing corporate or home users. Now users can enjoy various
bandwidth-consuming applications via RTA1025W Wireless ADSL2+ Router.

Unpacking

Check the contents of the package against the pack contents checklist below. If any
of the items is missing, contact the dealer from whom the equipment was
purchased.

ADSL Router

Power Adapter and Cord
USB Cable

RJ-11 ADSL Line Cable
RJ-45 Ethernet Cable
Quick Start Guide

Driver & Utility Software CD

AN NN N A

Features

ADSL Compliance
ANSI T1.413 Issue 2

ITU G.992.1 Annex A (G.dmt)
ITU G.992.2 Annex A (G.lite)
ITU G.994.1 (G.hs)

Support dying gasp

RV W

Maximum Rate: 8 Mbps for downstream and 1 Mbps for upstream

ADSL2 Compliance
& ITU G.992.3 Annex A (G.dmt.his)

@ Support dying gasp
& Maximum Rate: 12 Mbps for downstream and 1 Mbps for upstream

ADSL2+ Compliance
@ ITU G.992.5 Annex A
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@ Support dying gasp
& Maximum Rate: 24 Mbps for downstream and 1.2 Mbps for upstream

Wireless LAN Compliance

R

=

ARV VR R

R

R W

R R

IEEE 802.11g and IEEE 802.11b

Data Rate: 54, 48, 36, 24, 18, 12, 9, 6 Mbps for 802.11g; 11, 5.5, 2, 1 Mbps for
802.11b

Modulation Technique: OFDM for 802.11g; CCK (11 Mbps, 5.5 Mbps) for
802.11b; DQPSK (2Mbps) for 802.11b; DBPSK (1 Mbps) for 802.11b

Network Architecture: infrastructure
Operating Frequency: 2.4 ~ 2.5 GHz

Operating Channels: depending on local regulations. For example, 11
Channels (Northern America), 13 Channels (Europe), and 14 Channels (Japan)

Support the selection of best quality channel automatically
RF Output Power: 13.5+/-1.5dBm for 802.11g; 17.5+/-1.5dBm for 802.11b

Antenna Connectors: Hardware diversity support. One external antenna and
one internal antenna are provided.

Coverage Area: 300 meters

Support WEP (Wired Equivalent Privacy) mechanism which uses RC4 with
64-bit or 128-bit key length

Support 802.1x and WPA/WPA2

Support the Access Control function: only registered WLAN clients are allowed
to associate to this device.

SSID can be hidden for the security issue (Don't broadcast SSID).

Two SSIDs are supported currently. One SSID can be used for main wireless
network and the other SSID can be used for guest wireless network. Two
wireless networks can be configured in different wireless security level.

Support the Repeater function to extend the coverage area
Support wireless user isolation for the hotspot
Support Wireless QoS (WMM)

ATM Features

RTVTVRT W

=

=

Compliant to ATM Forum UNI 3.1/ 4.0 Permanent Virtual Circuits (PVCs)
Support up to 16 PVCs for UBR, CBR, VBR-nrt, VBR-rt with traffic shaping
RFC2684 LLC Encapsulation and VC Multiplexing over AAL5

RFC2364 Point-to-Point Protocol (PPP) over AALS

RFC2225 Classical IP and ARP over ATM

RFC2516 PPP over Ethernet: support Relay (Transparent Forwarding) and
Client functions

Support PPPoA or PPPoE Bridged mode (the IP address got from ISP can be
passed to the user’s PC and behave as the IP address of the user’'s PC.)

OAM F4/F5 End-to-End/Segment Loopback Cells

Bridging Features
& Supports self-learning bridge specified in IEEE 802.1d Transparent Bridging




Before You Use

R R

R R

Supports up to 4096 learning MAC addresses

Transparent Bridging among 10/100 Mb Ethernet, USB, and 802.11g wireless
LAN

Supports IGMP Snooping
Supports 802.1Q VLAN packet pass-through

Routing Features

&

@

=

ARITAIIVR

R

NAT (Network Address Translation) / PAT (Port Address Translation) let
multiple users on the LAN to access the internet for the cost of only one IP
address.

ALGs (Application Level Gateways): such as NetMeeting, MSN Messenger,
FTP, Quick Time, mIRC, Real Player, CuSeeMe, VPN pass-through with
multiple sessions, RTSP, SIP, etc.

Port Forwarding: the users can setup multiple virtual servers (e.g., Web, FTP,
Mail servers) on user’s local network.

Support DMZ

UPNP IGD (Internet Gateway Device) with NAT traversal capability
Static routes, RFC1058 RIPv1, RFC1723 RIPv2

DNS Relay, Dynamic DNS

DHCP Client/Relay/Server

Time protocol can be used to get current time from network time server
Support IGMP Proxy

Support port mapping function which allows you to assign all data traffic
transmitted among specific Internet connections and LAN ports

Support IP/Bridge QoS for prioritize the transmission of different traffic classes
Support 802.1Q VLAN Tagging

Security Features

=

=

RV

PAP (RFC1334), CHAP (RFC1994), and MS-CHAP/MS-CHAP2 for PPP
session

Firewall support IP packets filtering based on IP address/Port number/Protocol
type

Bridge packet filtering (optional)
URL filtering (optional)

Support DoS (Deny of Services) which detect & protect a number of attacks
(such as SYN/FIN/RST Flood, Smurf, WinNuke, Echo Scan, Xmas Tree Scan,
etc)

Configuration and Management

NRTVYVR W

=

User-friendly embedded web configuration interface with password protection
Remote management accesses control

Telnet/SSH session for local or remote management

Firmware upgrades through HTTP, TFTP, or FTP

The boot loader contains very simple web page to allow the users to update
the run-time firmware image.

Configuration file backup and restore

Xl
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@  Support TR-069, TR-111, and TR-098*

Subscription for ADSL Service

To use the ADSL Router, you have to subscribe for ADSL service from your
broadband service provider. According to the service type you subscribe, you will get
various IP addresses:

Dynamic IP: If you apply for dial-up connection, you will be given an Internet
account with username and password. You will get a dynamic IP by dialing up to
your ISP, such as under PPPoA, PPPoE, or MER mode.

Static IP address: If you apply for full-time connectivity, you may get either one
static IP address or a range of IP addresses from your ISP. The IP address varies
according to different ADSL service provider, such as using IPoA or MER mode.

Notes and Cautions
Note and Caution in this manual are highlighted with graphics as below to indicate
important information.

Contains information that corresponds to a specific topic.
Note

I Represents essential steps, actions, or messages that should not be
Caution ignored.

' TR-098 can be supported since April, 2007.

Xlil



Chapter 1: Overview

Chapter 1: Overview

This chapter provides you the description for the LEDs and connectors on the front
and rear surface of the router. Before you use/install this router, please take a look at
the information first.

Physical Outlook

Front Panel
The following illustration displays the front panel of the ADSL Router:

WLAN USB
e 6 ¢ 6 6 o o o o

4

Ethernet PPP DSL Power

3 2 1

LED Indicators
The ADSL Router is equipped with several LEDs on the front panel as described in
the table below (from right to left):

Function Color Definition
Off Power is off.
Solid Green Power is on and the device operates normally.
Power Solid Red Power on self-test in progress
The device enters the console mode of the boot loader.
Power on self-test failure if the led always stays solid red.
Flash Red Firmware upgrades in progress
Off No DSL signal is detected.
DSL Slow Flash Green DSL line is handshaking in progress
Fast Flash Green DSL line is training in progress
Solid Green DSL line connection is up.
Off No PPPoA or PPPOE connection
PPP Solid Green At least one PPPoA or PPPOE connection is up. The users can
access the Internet now.
Off No Ethernet signal is detected.
Ethernet Flash Green User data is going through Ethernet port
Solid Green Ethernet interface is ready to work.
Off No USB signal is detected.
usB Flash Green User data is going through USB port
Solid Green USB interface is ready to work.
Off No radio signal is detected.
WLAN Flash Green User data is going through WLAN port
Solid Green WLAN interface is ready to work.
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Rear Panel

The following figure illustrates the rear panel of your ADSL Router:
P

12VAC

[O]l:l IIII E!

ANT Power Ethernet SB  DSL

Connector | Description

12VAC 12VAC Power connector
@ Power switch

Ethernet 1- 4 | Ethernet RJ-45 connector
USB USB client port

DSL RJ-11 connector

Note: For use only with power supply OEM type AA-121ABN, AA-121AD, AA-121AE;
Leader type A48120100-C5, A48120100-B2, and A48120100-A3.




Chapter 2: System Requirement and Installation

Chapter 2: System Requirement and Installation

System Requirement

To access the ADSL Router via Ethernet, the host computer must meet the following
requirements:

< Equipped with an Ethernet network interface.
** Have TCP/IP installed.

** Allow the client PC to obtain an IP address automatically or set
a fixed IP address.

** With a web browser installed: Internet Explorer 5.x or later.

The ADSL Router is configured with the default IP address of 192.168.1.1 and
subnet mask of 255.255.255.0. Considering that the DHCP server is Enable by
default, the DHCP clients should be able to access the ADSL Router, or the host PC
should be assigned an IP address first for initial configuration.

You also can manage the ADSL Router through a web browser-based manager:
ADSL ROUTER CONTROL PANEL. The ADSL Router manager uses the HTTP
protocol via a web browser to allow you to set up and manage the device.

I _ To configure the device via web browser, at least one

- properly-configured PC must be connected to the network (either
connected directly or through an external hub/switch to the LAN port of
the device).

Choosing a place for the ADSL Router

(1) Place the ADSL Router close to ADSL wall outlet and power outlet for the
cable to reach it easily.

® Avoid placing the device in places where people may walk on the cables. Also
keep it away from direct sunlight or heat sources.

(3) Place the device on a flat and stable stand.
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Connecting the ADSL Router

Follow the steps below to connect the related devices.

© Connecting the ADSL line. T e
Connect the DSL port of the [j‘
device to your ADSL wall et

outlet with RJ-11 cable. =

® Please attach one end of the
Ethernet cable with RJ-45
connector to the LAN port of
your ADSL Router.

© Connect the other end of the
cable to the Ethernet port of
the client PC.

O cConnect the supplied power
adapter to the PWR port of
your ADSL Router, and plug
the other end to a power
outlet.

© Tumonthe power switch.

Here provides an example for

hardware connection. 12vac o2 3 e
O.0n wwww oW
ANT Pawer ® 'nel Use DSL
| =
Power
Cord

=0
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USB Driver Installation

If the ADSL router is connected to a PC through the USB interface, you will be
prompted for the USB drivers when plugging the USB cable to the PC. Refer to the
relevant operating system to install the USB drivers.

For Windows ME

(1] Run the USB installation program from the CD provided in your router
package.
(2] An InstallShield Wizard will appear. Please wait for a moment.

When the welcome screen appears, click Next for the next step.

When the complete window of the InstallShield Wizard appears, click
Finish.

Link your router and the PC with a USB cable.

The system will detect the USB driver automatically. Then, the system will
copy the proper files for this router.

Note: If the USB device is not detected automatically, check the USB cable

between the PC and the device. Besides, verify that the device is power on.

When the file copying finished, the dialog above will close. Now the USB
driver is installed properly. You can use the router.

For Windows 2000

(1] Run the USB installation program from the CD provided in your router
package.
(2] An InstallShield Wizard will appear. Please wait for a moment.

InstallShield Wizard

Askep ADSL Router ISE Driver Setup iz prepanng the
i+ InstallShield® YWizard, which will guide pou through the rest of the
setup process. Please wait.

Cancel |

© When the welcome screen appears, click Next for the next step.

Installshield wizard x|

wWelcome to the InstallShield Wizard for Askey
ADSL Router USB Driver

This Installation \Wizard will install Askep ADSL Router USE
driver on your computer. Ta continue, click Mext

< Back | Hewt> I Cancel
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(4] When the complete window of the InstallShield Wizard appears, click
Finish.

InstallShield Wizard

Askep ADSL Router USB Driver

Setup has finished instaling &skey ADSL Router USE driver on
wour computer.

To continue, click Finish, then insert the USE cable.

The system will then automatically detect the device,

P Cansel |

< Back

e Link your router and the PC with a USB cable.

(6] The system will detect the USB driver automatically. And then, the system
will copy the proper files for this router.

Found New Hardware

Azkep ADSL Router USE Remate MDIS Device [BCMEIx
Bazed]

Note: If the USB device is not detected automatically, check the USB cable
between the PC and the device. Besides, make sure that the device is

power on.

(7] When the file copying finished, the dialog above will close. Now the USB
driver is installed properly. You can use the router.

To make sure that your router is properly installed, please do the following steps.

1. Right-click on My Computer and press Properties.

Active Desktop  #

Arrange Icons  k
Line Up Icons
Refresh

Faste
Easte Shorkcut

e 3

Recycle Bin

Properties
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2. Onthe Hardware tap, click Device Manager.

System Properties ﬂll

General | Metwark [dentification User Profiles I Advanced I

— Hardware 'wizard

The Hardware wizard helps pou install, uninztall, repair,
unplug, eject, and configure your hardware.

Hardware ‘Wizard |

— Device Manager

The Device Manager listz all the hardware devices installed
on your computer. Use the Device Manager to change the
properties of any device.

Diriver Signing... M Device Manager... }

Hardware profiles provide a way for you to set up and store
different hardware configurations.

Hardware Profiles |

— Hardware Profile:

ak I Canicel | Lpply |

3. Confirm that the Askey ADSL Router USB Remote NDIS Device is on the
Network adapters list.

-iolx]

Computer
-0 Disk drives
W] Display adapters
%) DYDJCD-ROM drives
52 Floppy disk controllers
= Floppy disk. drives
524 IDE ATAJATAPI controllers
-&5 IEEE 1394 Bus host controllers

@ Keyboards
™y Mice and other pointing devices

[]

EHF Metwark adapters

I B8 Askey ADSL Router USE Remote NDIS Device (BCME3wxx Based)
B3 Intel{R) PROJ1000 PM Nebwork Connection

7 Ports (COM & LPT)

-@E Sound, video and game controllers

System devices

-2 Universal Serial Bus controliers

For Windows XP

(1) Run the USB installation program from the CD provided in your router
package.
(2] An InstallShield Wizard will appear. Please wait for a moment.

InstallShieldR Wizard, which will gquide vou through the rest of the

@ Agkey ADSL Router USE Driver Setup iz preparing the
1
setup process. Please wait.

Cancel
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© When the welcome screen appears, click Next for the next step.

InstaliShield Wizard 3]

Welcome to the InstallShield Wizard for Askey
ADSL Router USB Driver

Thiz Installation Wizard will install Askep ADSL Router USE
driver on your computer. To continue, click Mext.

[ Hest > I Cancel |

(4 When the finish installing message of InstallShield Wizard appears, click
Finish.

e Link your router and the PC with a USB cable.

(6] The system will detect the USB driver automatically.

i) Found New Hardware
USE Device

Note: If the USB device is not detected, check the USB cable between the
PC and the device. Also make sure that the device is power on.

(7] Then the system will try to find the proper driver for your router and copy the
files automatically.

i) Found New Hardware

Askey ADSL Router USE Remoke NOTS Device (BCMAZx:
Based)

i) Found New Hardware
Your new hardware is installed and ready to use,
o You can use the wireless router now.

To make sure your router is properly installed, please do the following steps.
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1. Right-click on My Computer and press Properties.

3 b

Open

Explore
Search...
Manage

Map Network Drive. ..
Disconnect Network Drive. ..

Create Shortout
Delete
Rename

2. Onthe Hardware tab, click Device Manager.

System Properties

| Syztem Restare ” Automatic Updates Il Remote |

i Advanced

| General || Computer Mame |

Device Manager

The Device Manager lists all the hardware devices installed
= on your computer. Usze the Device b anager to change the

properties of any device:

Drrivers

Drriver Signing lets you make sure that installed drivers are
compatible with Windows. Windows Update lets you set up
how "Windows connects to ‘Windows Update for drivers,

[ Diriver Signing ] [ Windows Update

Hardware Profiles

Hardware profiles provide a way for you to set up and stare
different hardware configurations.

Hardware Profiles

3. Confirm that the Askey ADSL Router USB Remote NDIS Device is on the
Network adapters list.

Device Manager,

File  Action Wiew Help

&g 2
= [l
+ Computer

+)- g Disk drives
¥ § Display adapters
+- 2L, DVDJCD-ROM drives
+-{= Floppy disk controllers
+ 5 Floppy disk drives
+-=) IDE ATA/ATAPT controllers
+|-&g IEEE 1394 Bus host controllers
+|-“z» Keyboards
+- ") Mice and ather pointing devices
+ Monitors
B8 Network adapters
HE 1394 Met Adapter
E& Askey ADSL Rouker USE Remote MDIS Device (BCMA3xx Based)
HE Intel{R) PROJ1000 PM Metwork Connection
T Ports (COM & LT
+ ﬁ Processors
+ @, sound, video and game controllers

+- b System devices
+ Universal Serial Bus controllers
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For Windows Vista

For Vista users, please press Continue whenever a prompted window asking for

permission to continue during USB driver installation process (see the figure below
for example).

User Account Control

@ Windows needs your permission to continue

If you started this action, continue,

[}v!“l Advanced System Settings
e Microseft Windows

\:f Details ([ Continue D[ Cancel J

User Account Control helps stop unautherized changes to your computer.

To install the USB driver before connect the router to the PC, here provides two
methods.

Method One — Use the driver CD came with the product package.

(1] Run the USB installation program on the CD provided in your router
package.

(2] An InstallShield Wizard will appear. Please wait for a moment.
Fackey ADSL Router USE Driver - InstallShield Wizard

Preparing Setup

Fleaze wait while the InstallShield \Wizard prepares the setup.

Askey ADSL Router USB Driver Setup iz preparing the InstallShield “Wizard, which will guide you
through the rest of the setup process. Please wait.

Cancel

(3] When the welcome screen appears, click Next for the next step.

Askey ADSL Router USB Driver Setup =5

Welcome to the InstallShield Wizard for Askey
ADSL Router USB Driver

Thiz Installation ‘Wizard will install Azkey ADSL Router USE
driver on your computer. To continue, click Mest.

<Back [f Nest>» |[ Cancel

10
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When the complete message of InstallShield Wizard appears, click Finish.

Askey ADSL Router USB Driver Setup

Askep ADSL Router USB Driver

Setup has finished installing Askey ADSL Router USE driver on
your computer.

To continue, click Finish, then insert the USE cable.

The system will then automatically detect the device.

< Back Cancel

Link your router and the PC with a USB cable.

The system will detect the USB driver automatically.

e . . x
Installing device driver software

Click here for status,

Note: If the USB device is not detected, check the USB cable between the
PC and the device. Also make sure that the device is power on.

After the file copying finished, a completing message will appear.

Nk Askey ADSL Router USB Remote NDIS Device

=¥ Device driver software installed successfully.

You can use the router now.

11
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Method Two — Run a silent installation.

(1] Copy the USB driver folder from the driver CD to somewhere on the PC. (In
our example, the driver files are put under D:\Askey ADSL USB WHQLed.)

(2] Open Start menu, key in cmd in the blank and press enter. Then click cmd.

Programs

Documents
Pictures
Music
Search
Recent ltems
Computer
Network
Connect To
| Control Panel
Default Programs

Help and Support

© When the Command Prompt screen appears, point to the driver folder on
your PC, and then enter setup -s. Press enter to start silent installation.

g - hi

Microzoft Windows [Uersion 6.0.68081 M
Copyright {c> 2886 Microsoft Corporation. All rights reserved.

C=~Userswaskeyrd:
D:s>cd “Askey ADSL USE WHQLed"
D:“Askey ADEL USB WHQLed>»zetup —=

4

(4] The system will install the driver automatically. You can connect your router
and the PC with a USB cable now.

e The system will detect the USB driver automatically.

x

&

Installing device driver software
Click here for status.

= Note: If the USB device is not detected, check the USB cable between the
PC and the device. Also make sure that the device is power on.

@ After the file copying finished, a completing message will appear.

Kk Askey ADSL Router USB Remote NDIS Device

=¥ Device driver software installed successfully.

0 You can use the router now.

12
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If the USB driver has not been installed yet, you can also connect the router to the

PC with a USB cable and wait for Universal Plug and Play device to detect the router,
and then install the driver.

o
(2]

Plug the USB cable into the USB port on the PC.

A Found New Hardware window will appear. Press Locate and install
driver software (recommended).

| Windows needs to install driver software for your USB
Network Interface

@ Locate and install driver software (recommended)

Windows will guide you through the process of installing driver software
for your device.

< Ask me again later

Windows will ask again the next time you plug in your device or log on.

@ Don't show this message again for this device
Your device will not function until you install driver software.

Cancel

©

Then insert the USB driver CD provided in your router package into the PC,
and press Next.

Found New Hardware - USB Network Interfac

Insert the disc that came with your USB Network Interface

If you have the disc that came with your device, insert it now. Windows will automatically
search the disc for driver software,

+ Idon't have the disc. Show me other options.

4]

The system will search disc for the USB driver needed and then complete
the installation.

@ [l Found Mew Hardware - USB Network Interface I

Searching disc for software...

Cancel |

13
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Or if you do not have a disc, but have the driver files on your PC, you can follow the
steps below:

© Press | don’t have the disc. Show me other options.
=

() L Found New Hordware - USB Network Interface l

Insert the disc that came with your USB Network Interface

If you have the disc that came with your device, insert it now. Windows will automatically
search the disc for driver software,

l
# Idon't have the disc. Show me other options.
(4 Select Browse my computer for driver software (advanced).

Windows couldnt find driver software for your device

<% Check for a solution
Windows will check to see if there are steps you can take to get your device
working.

<+ Browse my computer for driver software (advanced)
Locate and install driver software manually.

Cancel

e Press Browse to set the path for the driver file, and then press Next.
I =5

@ [ Found New Hardware - USB Network Interface |

Browse for driver software on your computer

Search for driver software in this location:

Di\Askey ADSL USB Driver - Browse...

[#]Include subfelders

s

14
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Wait while the system installing the driver.

\) L Found New Hardwar

Installing driver software...

le - —

USB Network Interfac

Now the driver software is installed successfully. Press Close to start using

the router.

Askey ADSL Router USB Remote NDIS Devic

The software for this device has been successfully installed
Windows has finished installing the driver software for this device:

E' Askey ADSL Router USE Remote NDIS Device
=,

Close

To make sure the USB driver for your router is properly installed, please do the
following steps.

1. Open the Start menu and press Control Panel.

£ Internet
( Internet Explorer

== E-mail
| LrﬂJ] Windows Mail

—
h‘[ Welcome Center

@ Windows Mobility Center

’g Windows Meeting Space

E‘Q Windows Photo Gallery

@ﬂ Windows Media Player

83 Windows Live Messenger Download

Y Paint

S Cormmand Prompt

»  AllPrograms

[start Search

askey
Documents

Pictures

Music

Search

Recent ltems
Computer
Network
Connect To
Control Panel
Default Programs

Help and Support

15
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2. Onthe Control Panel folder, click System and Maintenance.

» Control Panel »

» Control Panel Home

Classic View

Recent Tasks

Uninstall 2 program

User Accounts
i Add or remove user accounts

Systemn and Maintenance
Get started with Windows

Back up your computer

Appearance and
Personalization

Change desktop background
Customize colors

Security

Check for updates

Check this computer's security status
Allow a program through Windows - )

e Jaih Adjust screen resolution

Clock, Language, and Region

< ;i methods

Network and Internet
View network status and tasks
Set up file sharing

Change keyboards or otherinput
Change display language

Hardware and Sound

Play CDs or other media automatically Ease of Access

Let Windows suggest settings

Printer
Mouse Optimize visual display
Programs Additional Options

Uninstall 2 program
Change startup programs

3. Press System.

(2 ) Control Panel » System and Maintenance »

ntrol Panel Hon

System and Maintenance

Securi

N k and Internet

Hardware and Sound

Programs

ck, Language, and

Ease of Access

Additional Options

Classic View

Recent Tasks

Uninstall a program

Welcome Center
Get started with Windows | Find which version of Windows you are using
Backup and Restore Center
Back up your computer | Restore files from backup

System
View amount of RAM and processor speed

Check your computer's Windows Experience Index base score
See the name of this computer

B

@ Allow remote access

Windows Update
Tum automatic updating on or off | Check for updates | View installed updates
Power Options

Require a password when the computer wakes
Change when the computer sleeps

® o

Change what the power buttons do

Indexing Options
Change how Windows sesrches

Problem Reports and Solutions

Check for new solutions | Choose how to check for solutions | View problem history
Performance Information and Tools

Check your computer's Windows Experience Index base score

Use tools to improve performance

B& P

an

—— o e

» Control P
e

anel b System and Maintenance » System
—

+ [ 43 ][ searcn

e ——

See also
Windows Update
Security Center

Performance

View basic information about your computer
Windows edition

Windows Vista™ Enterprise
Copyright © 2006 Microsoft Corporation. All rights reserved.

System
Rating: [ Windows Bxperience Index: Unated
Processor Intel(R) Pentium(R) D CPU 3.00GHz 300 GHz
Memory RAM): 1023 M8
System type: 32-bit Operating System

Computer name, domain, and workgroup settings

Computer name: askey-PC @ Change settings
Full computer name: askey-PC

Computer description:

Workgroup: WORKGROUP

Windows activation

Zn i

16
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5. Confirm that the Askey ADSL Router USB Remote NDIS Device is on the

Network adapters list.

" Device Manager

File Actien View Help
&= DB HE"F NS

- ASKEY-PC
18 Computer

-y Disk drives

B, Display adapters
DVD/CD-ROM drives

1 Floppy disk drives

=3 Floppy drive controllers

5 IDE ATA/ATAPI controllers

- @ IEEE 1394 Bus host controllers
= Keyboards

-S| Mice and other pointing devices
& Menitors

& Ne

" {Askey ADSL Router USB Remote NDIS Devicel)
Brovmsheann et qab =

-5 Ports (COM & LPT)

) Processors

% Sound, video and game controllers

<> Storage controllers

& System devices

- @ Universal Serial Bus controllers

Uninstalls the driver for the selected device.

17



ADSL Router User Manual

Uninstalling the USB Driver

For Windows ME
To uninstall the USB driver, please follow the procedures below.

Method One:

® 0606 o0

Unplug the USB cable from the USB port on your PC.

Choose Programs — Askey Broadband — Uninstall Askey ADSL Router
USB Driver from the Start menu.

The InstallShield Wizard dialog will appear.

A dialog appears to confirm whether you really want to remove the USB
driver or not. Please click Ok.

When the Maintenance Complete screen appears, the USB driver is
removed successfully. Click Finish.

Method Two:

@06 ® o

Unplug the USB cable between your router and your PC. Then click OK.

Choose Settings —Control Panel from the Start menu. Choose
Add/Remove Programs.

A dialog appears to ask you to choose the program that you want to remove.
Please select Askey ADSL Router USB Driver and click Change/Remove.

The InstallShield Wizard dialog will appear.

When the Maintenance Complete screen appears, the USB driver is
removed successfully. Click Finish

For Windows 2000

To uninstall the USB driver, there are two ways to do it. Please do the following
procedures.

Method One:

To safely unplug the USB cable from the USB port on your PC:

Go to the right lower corner for Unplug and Eject Hardware and left click
on it.

-Unplug ar Eject Hardwarel
$BODUS) n:16am

Click the dialog for Stop Askey ADSL Router USB Remote NDIS
Device.

Skop Askey ADSL Router USE Rernote MDIS Devi =

The Router is safely removed, click OK to continue.
xl

@ The ‘Askey ADSL Router USE Remote NDIS Device (BCME3xx Based)' device can now be safely removed From the system,

18
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e

Choose Programs — Askey Broadband — Uninstall Askey ADSL Router

USB Driver from the Start menu.

windows Update

Inztall5 hield® wWizard, which will guide vou through the rest of the

g Azkey ADSL Router USE Driver Setup is preparing the
]
setup process. Pleaze wait,

Cancel |

WinZip
CRT 3.4
i »
Programs 3 @ Accessories
@ Administrative Tools  ®
Docurnents » @ Startup 4
e
@ . , & Internet Explorer
o ettings -
Z ezl Outlook Express
]
o Search v [ crRT3.4 ’
= [ winfip vl
™~ =t = - ¥ Uninstall Askey ADSL Router USE Driver
"
2 Run.
3 un
=
=
E W shut Down...

A dialog appears to confirm whether you want to remove the USB driver or

not. Please click Ok.

Confirm Uninstall

Do wou want to remove the Askey ADSL Router USE driver 7

Warning: Please unplug the USE cable now before proceeding with uninstall.

For Windows 2000 users, befare unplugging the cable please click the "UnplugiRemave Hardware" icon in yvour Windows system
tray to stop Askey ADSL router LUSE driver, Please refer to vour Windows Help For help about unplugging hardware,

Cancel |

When the Maintenance Complete screen appears, the USB driver is
removed successfully. Click Finish.

Installshield Wizard

Maintenance Complete

Askey ADSL Router USE driver has now been uninstalled.

Click Finizh to exit the undinstallation process.

< Back | Finish I Canee|
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Method Two:

(2]

©

E3 Control Panel - 3] x|

To safely unplug the USB cable from the USB port on your PC:

Go to the right lower corner for Unplug and Eject Hardware and left click
on it.

-Llnplug ar Eject Hardware'
G B@DNYUE) 016 am

Click the dialog for Stop Askey ADSL Router USB Remote NDIS
Device.

Stop Askey ADSL Router USE Remoke MDIS Device (BCM : Based)

] BE 1025 am

The Router is safely removed, click OK to continue.
xl

@ The 'Askey ADSL Router USE Remote NDIS Device (BCME3:xx Based)' device can now be safely remowved From the system,

Choose Settings — Control Panel from the Start menu. Choose
Add/Remove Programs.

File Edit Wew Favorites Tools Help

dmBack v = - | Qisearch [Folders ¢4 | s oz x @ | -

Address I@ Cantrol Panel j @GD
[&] Accessibilivy Options ffi]Licensing
: %y Mause
4 Metwork and Dial-up Connections
8] Administrative Tools €ZIMVIDIA nview Desktop Manager
‘.“ Aukomatic Lpdates Phone and Modem Options
Date/Time ﬁPower Options
Display Printers
Folder Options @Regional Options
| Fonts &Scanners and Cameras
Gaming Options Scheduled Tasks
"’)Internet Options \E-J?Sounds and Multimedia
Keyboard Q,System
|Insta||s and removes programs and Windows com[| | 4

A dialog appears to ask you to choose the program that you want to remove.
Please select Askey ADSL Router USB Driver and click Change/Remove.

-loix

Sort hy:l Marne - I

Size B872KE

it From va
it From your Change{Remave

ELl ATI - Software Uninstall Utility
&A1 ATI Control Panel Size 2.73ME
ﬁ ATI Display Driver

ﬁ ATI HydraVision Size: 2.02MB
ﬁ High Definition Audio Driver Package - KBS28111

B8 Inkel(R) PRO Nebwork Connections Drivers

:4: LiveUpdate 2.0 {Symantec Corporation) Size 7.85ME
% Microsoft JMET Framework 1.1

ﬂ Microsoft JNET Framework 1.1 Hotfix (KESSE90:3)

m Realtel High Definition Audio Driver Size 1.49GE LI
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o

(5]

A Confirm Uninstall dialog will show up, unplug your device from the USB

port and click OK.
x|

Do you want to remove the Askey ADSL Router USE driver 7
‘Warning: Please unplug the USE cable now before proceeding with uninstall,

For Windows 2000 users, before unplugging the cable please dick the "Unplug/Remove
Hardware" icon in vour Windows system tray ta stop Askey ADSL router USE driver,
Flease refer to your Windows Help For help about unplugging hardware.,

Cancel |

The InstallShield Wizard will guide you till the USB driver is removed.

E3; Add/Remove Programs 2 =lolx|

Currently installed programs: Sart by:| Name L3
ﬁ Askey ADSL Router USB Driver Size S7ZKE A

To change this pragram or remave it fram your

computer, click Changs/Remove, Change/Remove |
& Internet Explarer Q831167
g Microsoft Internet Explorer 6 SP1 Size 10,98

i) WVIDIA Windows 2000{%P Displav Drivers

(4 Outlaok Express 83;
O soundmax

@ Van Dyke Technologie
i) windows 2000 Hotfix
i) windows 2000 Hotfix

InstallShield® Wizard, which will guide you through the rest of the:
setup process. Please wait,

g Askey ADSL Router USE Driver Setup is preparing the
v

Cancel
i) windows 2000 Hotfix

i) windows 2000 Hotfix - KB8Z3162
i) windows 2000 Hotfix - KBEZ3559

S [

When the Maintenance Complete screen appears, the USB driver is

removed successfully. Click Finish.

Maintenance Complete

Askey ADSL Router USE driver has now been uninstalled.

Click Finish to exit the un-installation process.

< Back | Finizh I Cancel
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For Windows XP
To uninstall the USB driver, there are two ways to do it. Please do as follows.

Method One:
(1] Unplug your USB cable between your router and your PC.

(2] Choose Programs — Askey Broadband — Uninstall Askey ADSL Router
USB Driver from the Start menu.

w windows Catalog

% ‘Windows Update
1
El CRT 3.0

@’ Set Program Access and Defaults

@ Metscape 7.1

Programs I Accessories »
@) Commiiew 3
Documents » @ Ethereal R
g Uninstall Askey ADSL Router USE Driver
Settings !
Search v

Help and Support

Run...

B oevRE

Log OFF lawrence. ..

@ Turn OFF Computer...
s start

© The InstallShield Wizard dialog will appear.

InstallShield Wizard

Askep ADSL Router USB Driver Setup is preparing the
y InstallShieldR ‘izard, which will guide you through the rest of the

zetup process. Pleasze wait.

ERRENENNNNENNNNNNNRNREEEENEEN Canicel

(4] A dialog appears to confirm whether you want to remove the USB driver or
not. Unplug the USB cable from your PC, and click Ok.

Confirm Uninstall

Do ywou want to remove the Askey ADSL Router USE driver 7

Warning: Please unplug the USE cable now before proceeding with uninstall,

Cancel |

e When the Maintenance Complete screen appears, the USB driver is
removed successfully. Click Finish.

Method Two:

(1] Unplug your USB cable between your router and your PC.
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©

o

e

Choose Settings —Control Panel from the Start menu. Choose Add or
Remove Programs.

B Contral Panel LE®

I Edo  eton s -

A dialog appears to ask you to choose the program that you want to remove.
Please select Askey ADSL Router USB Driver and click Change/Remove.

B Add or Remove Programs

ﬁ Currerthy instalind peograms: ] show upgates ot b | Name w
m" [ Acirses .0 PorerPack Sme 0.0 A
ProFaME | EAY adsbe Acrobt 5.0 Soe 2507
%‘ ¢ sleohol 1205 Sex  AIWE
i ot ¥ Askey ADSL Ruuter USB Driver
Programs
To change th we it From Aok Change/Remave,
w §5 b Eye £ 502 (b 3055) Sies  708.00ME
Comporents () Eltereal 0.10.4 Soe LMD
[l rashietiatCar) Sme  2.558ME
@’ 45! rTo1 USE Serisl Converter Drivers
P @ oucanaaz Ses  SEMB
Dofaks | |9 s ol Anstyaee soe  15.EAm
ﬂwdk}sm&eﬁv:«m:m:smlxu Sioer 14.21M8
(24 LveRieq {Symankes Corporation] soe LEME
U Lvelipdate 2.5 (Symankes Corporation) Sies  TESME
#8 Microsal L NET Framework, 1.1 Soe 97AGMD
450ty et Sasrch (Serder Cortral) Sme 2B

The InstallShield Wizard dialog will appear.

InstallShield Wizard

InstallShieldR ‘wizard, which will guide you through the rest of the

g Agkey ADSL Router USE Driver Setup is preparing the
1
setup process. Pleage wait.

ANNRNNNRNNENERER Cancel

A dialog appears to confirm whether you want to remove the USB driver or

not. Unplug the USB cable from your PC, and click Ok.

Confirm Uninstall

Do you want to remove the Askey ADSL Router USE driver 7

warnming: Please unplug the USE cable now before proceeding with uninstall,

Cancel |

When the Maintenance Complete screen appears, the USB driver is
removed successfully. Click Finish.
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For Windows Vista

For Vista users, please press Continue whenever a prompted window asking for
permission to continue during USB driver uninstallation process (see the figure
below for example).

User Account Centrol

U Windows needs your permission to continue

If you started this action, continue,

ﬂ&: Advanced System Settings
. Microseft Windows

i:\:f:fl Details ( Continue }[ Cancel ]

User Account Control helps stop unauthorized changes to your computer,

To uninstall the USB driver, there are two ways to do it. Please follow the
instructions.

Method One: Remove from Device Manager.

(1) Choose Start menu, and then select Control Panel.

£ Internet
Internet Explorer

| =) E-mail askey

| LN Windows Mail

— | Documents
‘r Welcome Center I
| Pictures

Y
%I Windows Mobility Center

Music

C‘? Windows Meeting Space
Search

Recent tems
3] windows Media Prayer

Computer

éB Windows Live Messenger Download

i{’ Paint Connect To

i Command Prompt Control Panel

All Programs

(2]

& Control Panel Home

Classic View

User Accounts
B I Add of remove user secounts

Appearance and
Personalization
Cha p beckground

Back up your camputer

Security

Firewsall

sork and Internet " Clock. Language, and Region

watle fietit andkaihs Change keyhoards or other input

file sharing methois
Change display lsngusge

"' Hardware and Sound - E f A
Play CT% ar other media automatically | RSO foouak
b o Let Windaws suggest settings
Mouts Oiptimize visual display
% programs 5_" Additional Cptions
Wnirn quacm =
Change startup programs
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© Press System.
-_—

Y )= 2 ControlPanel » System and Maintenance » = |4 | Secarch 7 P

banel Home =
I" Welcome Center
System and Maintenance Get started with Windows | Find which version of Windows you sre using

Security
Metwork snd Internet h Backup and Restore Center
. Back up your computer | Restore files from backup

Hardware and Sound

rams & System
ccounts > View amount of RAM and processor specd
I Check your computer's Windows Experience Index base score | @) Allow remote access
e See the name of this computer

m

;. Language, and Region -
Fase of Acce Windows Update
ase of Access
Turn automatic updating on or off | Check for updates | View installed updates

i
~
‘@ Power Options

Require a password when the computer wakes | Change what the power buttons do

Additional Options

Classic View
Change when the computer sleeps

Indexing Options

Change how Windows searches

@ Problem Reports and Solutions

Check for new solutions | Choose how ta check for selutions | View problem history

Performance Information and Tools
Check your computer's Windows Experience Index base score
Use tools to improve performance

Recent Tasks

Uninstall a program

(4 Click Device Manager.

anel b System and Maintenance » System - [ [ search 2|

e » Control P
R — s o o=

View basic information about your computer

Windows edition
3 Remc
| Windows Vista™ Enterprise
[§ System protection
Copyright © 2006 Microsoft Corporation. All rights reserved.

@ Advanced system settings

System =
Rating: medows Experience Index : Unrated
Processor: Intel(R) Pentium(R) D CPU3.00GHz 3.00 GHz
Memory (RAM): 1023 MB
System type: 32-bit Operating System

Computer name, domain, and workgroup settings

Computer name: askey-PC @ Change settings
See also Full computer name: askey-PC
Windows Update Computer description:
Security Center Workgroup: WORKGROUP
Berformance Windows activation

e Right click Askey ADSL Router USB Remote NDIS Device on the
Network adapters list, and press Uninstall.

File Action Wiew Help
= m|

s ASKEY-PC
& Computer
g Disk drives
B, Display adapters
g4y DVD/CD-ROM drives
4 Floppy disk drives
‘g Floppy drive controllers
g IDE ATA/ATAPI controllers
--@ IEEE1394 Bus host controllers
<= Keyboards
ﬁ Mice and other peinting devices
- Bl Monitors
¥ Network adapters
skey ADSL Router USB Remote NDIS Device
¥ Broadcom NetLink (TM) Gigabit Ethernet Update Driver Software...
Y3 Ports (COM & LPT) Disable
R Processors
ﬂ Sound, video and game controllers
c— Storage controllers Scan for hardware changes
1K System devices
- § Universal Serial Bus controllers

Properties

Uninstalls the driver for the selected device.

25



ADSL Router User Manual

(6] Click OK when the Confirm Uninstall window appears.
Confirm Uninstall . @

Do you want to remove the Askey ADSL Router USB driver 7

Warning: Please unplug the USB cable now before proceeding with uninstall.

‘ oK | [ Cancel ]

Remember to unplug the USB cable before continue the uninstallation, or
you will see the reminder as follows. Unplug and press OK.

Confirm Uninstall [ﬂ

Please unplug the USE cable now before proceeding with uninstall.

[ OK ] ’ Cancel ]
(7] When the Confirm Device Uninstall screen show up, check Delete the
driver software for the device and click OK to continue.
[ Canfirm Device Uninstall Iﬁ1

E. Askey ADSL Router USE Remote NDIS Device
-

Waming: You are about to uninstall this device from your system.

[¥]Delete the driver software for this device.:

[ ok || canca |

b

(8] Wait while the system is uninstalling.
[ Confirm Device Uninstall @1

.L-. Askey ADSL Router USB Remote NDIS Device
.

Uninstalling devices...

B

b

(9] When the uninstallation is finished, the icon of this router under network
adapter list will disappear.

Device Manager

File Action View Help
e=|m|E| ="
ki ASKEV-PC

1l Computer

g Disk drives

B Display adapters

43 DVD/CD-ROM drives

- Floppy disk drives

-2 Floppy drive controllers

g IDE ATA/ATAPI controllers

@ IEEE1394 Bus host controllers
2= Keyboards

ﬂ Mice and other pointing devices
- Bl Monitors
T2
E" Broadcom MetLink (TM) Gigabit Ethernet
i=+-[J5 Other devices
[ USBE Network Interface

X5 Ports (COM & LPT)

D Processors

% Sound, video and game controllers
&5 Storage controllers
-4kl System devices

§ Universal Serial Bus controllers
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Method Two — uninstall from program list

Note: If your USB driver is installed by UPnP device, you can only use method one

(via the Device Manager) to uninstall, because the installed driver will not be shown
on the program list.

(1)
(2]

Unplug your USB cable between your router

Choose Start menu, and open Control Panel folder. Click Uninstall a

program.

and your PC.

e e A S — s

R

(e S |

Control Panel + = | 4 \

I 2]

—————

« Control Panel Home i -
e System and Maintenance
i Get started with Windows

Back up your computer

(’7 Security %
Check for updates -

Check this computer's security status

o Allow 2 program thiough Windows
Firewall

@.. Network and Internet K
_,h' View network status and tasks £ i

<=L Setupfile sharing

L Hardware and Sound
FZLY' Play CDs or other media automatically
Printer

Mouse

User Accounts
® Add or remove user accounts

Appearance and
Personalization

Change desktop background
Customize celors

Adjust screen resolution

Clock, Language, and Region
Change keyboards or other input
methods

Change display language

Ease of Access
Let Windows suggest settings
Optimize visual display

R, [F]
Recent Tasks o Elils Caeciieus e el TS
Uninstall a program
(3] If the driver name is not on the list, click Refresh button or F5 to update the
information. To remove the driver, select it, and then press Uninstall.
i = | 5 [
@O-@ » Control Panel » Programs » Programs and Features > \&,\\ [Searcn El
Uninstall or change a program Refresh button
To uninstall a program, select it from the list and then click "Uninstall™, "CREnge , of "REpair -
Organize » 112 Views Change @
Name - Published Installed On
[5 Askey ADSL Router USE Driver Askey Computer 2/26/2007
(4] Then the system will start to uninstall the USB driver software automatically.

Askey ADSL Router USE Driver Setup

Setup Status

Azkey ADSL Fouter USE Driver iz configuring your new software installation.

InstallS hield

| Cancel |
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e When Maintenance Complete window shows up, click Finish to exit.

Askey ADSL Router USE Driver Setup

Maintenance Complete

Askey ADSL Router USE driver has now been uninstalled.

Click, Firizh to exit the un-ingtallation process.

< Back Cancel

(6] The USB driver is successfully removed now.
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Setting up TCP/IP

I In order to access the Internet through the ADSL Router, each host on
H b your network must install/setup TCP/IP first. Please follow the steps
below to set your network adapter.

If the TCP/IP protocol has not been installed yet, please follow the steps below for
installation. In the following illustrations, we will set the PC to get an IP address
automatically at the same time.

For Windows 98

1. Open the Start menu, @ Windows Uipdate
point to Settings and -
click on Control Panel. % winZlp
Programs 4
Favorites +
Documents 4

Contral Panel

Prrirters
T

Taszkbar & Start Menu...
Folder Options...
E#] Active Daskl 4
%0 ] Active Deskiop
% ‘windows Update...
-§ Log Off...
.§ Shut Daw,..
o

2. Double-click the Network icon.

J File  Edit Wiew Go Favortes Help |

j & o= ‘ A ?

Bach Famard Up Cut Copy

JAgdress I[EI Contral Panel j
=

& Bn 9

ODBC Data Passwords Power
Sources [32hit) M anagement

32

Printers Fiegional Sounds
Settings

| My Computer
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3.  The Network window appears.
On the Configuration tab, check
out the list of installed network
components.

Option 1: If there is no TCP/IP
protocol, click Add.

Option 2: If you have TCP/IP

protocol, skip to Step 6.
Your network
interface card.

Check out if TCP/IR
for your NIC is
installed or not.

4.  Highlight Protocol and click Add.

5.  Highlight Microsoft on the left
side of the window, and select
TCP/IP on the right side. Then
click OK.

6. When returning to the Network
window, highlight TCP/IP
protocol for your NIC and click
Properties.

Network EHE

Corfiguration | Identification | Access Contl |

The following network components are installed:

Client for Miciosoft Networks ia
= Microsoft Family Lagon

39 Dial-Up Adapter
Intel 82595-Based Ethernet
A~ TCPR/IP ->Intel 33595-Based Ethemet

Add... Flemove Properies
N | |
Primary Network Logon:
ICl.ient for Microsoft Networks ﬂ
File and Print Sharing... I
Description

Co ]

Select Network Component Type EHE

gdd...[: |
Cancel |

Cancel ‘

Click the type of network compaonent you want ta install:

Pratocol is a language’ a computer uses. Computers
must uge the same protocol to communicate.

Select Network Protocol

Click the Metwark Protacal that pou want ta install, then click QK. If you have
Z‘ aninstallation disk for this device, click Have Disk.

Network Protocols:
|F/SPx-compatible Protocal
Microsoft 32-bit DLC

[ |
HMicrasoft DLC J

MNetBEUI
« | _>l_I
Have Disk...

Cancel

Manutacturers:

Network EE

Corfiguration | Identiication | Access Control |

The following network components are installed:
Client for Microsoft Networks _:_I

=1 Microsoft Family Logon
B9 Dial-Up Adapter
g3 Intel 82585-Based Ethemnet

Add.. Remave | Properties l}l
Primary Network Logon:
|Chren1 for Microsoft Networks _'_J
Eile and Print Sharing...
Description

TCPAIP is the protocol you use to connect to the Intemnet and
wide-area networks.

oK Cancel
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7.

8.

9.

10.

On the IP Address tab:
Enable Obtain an IP address
automatically and click OK.

When returning to the Network
window, click OK

Wait for Windows when copying
files.

When prompted with System
Settings Change dialog box,
click Yes to restart your
computer.

TCF/IP Froperties

Bindngs |  Advanced | NewiDs |
DMS Configuration I Gateway I WINS Configuration  IP Address

An IP address can be automatically assigned ta this computer.
If wour netwark does not automatically assign IP addreszes. ask
your network. adminiztrator for an address, and then type it in
the space below.

* i0btain an [P address automaticalls

" Specify an P address:

1P Address:

HE

o]

Cancel |

Network

Configuration | dentiication | Access Control|

The following network components are installed:

E Client for Microsoft Hetworks ;|

= Microsoft Famiy Logon

& Dial-Lp Adapter
8 Intel 82595-Based Ethernet
%~ TCR/IP -=Intel 83505-Based Ethemet

4 -l

Primary Network Logon:
IClizul for Microsoft Networks ﬂ

File and Piint Sharing... I

- Description

o]

aliine:
Windows 98 CD-ROM
Destination:

Banmning. ..
=
Cancel |

System Settings Change [ <]

@ “t'au must restart your computer befare the new settings will take
effect.

Do pou want to restart your computer now?
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For Windows ME

1. Open the Start menu, point to
Settings and click on Control
Panel.

2. Double-click the Network icon.

3. The Network window appears. On
the Configuration tab, check out
the list of installed network
components.

Option 1: If there is no TCP/IP
protocol, click Add.

Option 2: If you have TCP/IP
protocol, skip to Step 6.

Your network
interface card.

Check out if TCP/IP
for your NIC is
installed or not.

4. Highlight Protocol and click Add.

=
o
=)
£
&
[
=
=%
)
T

]

WirZip
Programs »
Favorites >
@ Documents 3
”-?E@ B3 Cor
i (=] Printers
Find + a Taskbar & Start Menu...
@ Falder Options...
Help 3
Active Desklap L4

By Windows Update...

Log OF...

Y

Shut Diawn

B3 Control Panel M= E3

J File Edit “iew Go Favoites Help |
e o o ?

Eack Forwarnd Up Cut Copy
JAgdress I@ Cantral Panel j

ODBC Drata Pazswords Pawer

Sources [32bit) M anagement

Printers Fegional Sounds Syztem J
Settings

| My Computer 2
Network HE

Configuation | | entiication | Access Control |

The following petwork components are installed:

Clent for Microsoft Networks ;|

B Miciosoft Family Logon
8 Dial-Up Adapter
& Intel 82595-Based Ethernet

Primary Metwork Logon:
IClient for Microsoft Networks j
Eile and Print Sharing... I
- Description |
i
|
i
K | canca |
Select Metwork Component Type EHE

Click the type of network companent you want ta install
Clignt Add E
38 A dapler
¥ Protocol Cancel
IJE: Service

Protocol iz a language’ a computer uges. Compuiters
must use the same protocal to communicate
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System Requirement and Installation

5. Highlight Microsoft on the left
side of the windows, and select
TCP/IP on the right side. Then
click OK.

6. While returning to Network
window, highlight TCP/IP protocol

for your NIC and click Properties.

7. On IP Address tab:
Enable Obtain an IP address
automatically and click OK.

Select Metwork Protocol

Click the Metwork Protocol that you want ta install, then click OK. I you have
3 an installation disk for this device. click Hawve Disk.

Metwork Pratocols:
|PHEA5P%-compatible Protacol
Microsoft 32-bit DLC

=l
Micrasoft DLC J

MetBELI
-
3

< |

Have Disk...
Cancel

Manufacturers:

Network EE

Configuiation | dentfication | Access Contal |

The following network components are installed:
Client for Mictosoft Networks _Aj

= Microsoft Family Logon
12 Dial-Up Adapter
53 Intel 82595-Based Ethemet

Add.. Remave | Properties I}I
Primary Network Logon:
|Chen‘t for Microsoft Networks _'_j

File and Print Sharing... ‘

~ Description
TCP/PR is the protocol you use to connect to the Intemet and
wide-area networks.

ok | cancel |

TCPAP Properties 2]

Bindings | Advanced | Ne®IDS |
DMS Configuration I Gateway I WwINS Configuration  |P Address

A0 P addresz can be automatically assigned ta this computer.
If pour network does not automatically assign IP addreszes, ask
your netwark administrator for an address, and then type it in
the space below.

% Obtain an P address autormaticalls

' Specify an P address:

1P Address:

oK I Cancel
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8. While returning to the Network
window, click OK.

9. Wait for Windows when copying
files.

10. When prompted with the System
Settings Change dialog box, click
Yes to restart your computer.

For Windows NT

1. Click Start, point to Settings, and
then click Control Panel.

2. Double-click the Network icon.

Network BE

Configwation | identiication | Access Contiol

The following network components are installed:

%1 Client for Microsoft Netwarks :|

ﬂ Microsoft Family Logon
DialUp Adapter

88 Intel 52535-Based Ethernet
%~ TCP/IP -»Intel 82505-Based Ethemet -
«J -l

Add... J}I Flemdve E Properties I
Primary Network Logon:
IC]i.enI for Microsoft Networks ﬂ

File and Print Sharing. .. I

Description

System Settings Change B

effect.

@ “r'ou musgt restart your computer before the new settings will take

Do you want to restart your computer now?

Programs

' Documents

oritral Panel

|&] Printers
i o,

@ e @ Taskbar...

Shut Down...

B Control Panel M= E3
File Edit ‘iew Help

..... 5 =
= B & =
Accessibilty  Add/Remove Conzole Date/Time Devices
Options Programs
L Y &
';,_@}’ = 7 -
Dial-Up Dizplay Fonts Internet Keyboard
Moritar
O
i
Modems Mouse Multimedia _I
|Cunfigures nebwork hardware and software i
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3. The Network window appears. On | [EEH0 HE|
the Protocols tab, check out the
list of installed network

Identificationl Services  Protocols |Adapters| Bindingsl

Metwork Frotocols:

components. [%~ HetBEUT Protocol
H . H - WWLink IPXRPE Compatible Transport
Option 1: h_‘ there is no TCP/IP o N WL ink HeBI0S
Protocol, click Add.
Option 2: If you have TCP/IP
Protocol installed, skip to Step 7.
Add... I\l Bemove Froperties... Update
— Description;
ADSL Management and Monitor Interface

oK I Cancel |

4. Highlight TCP/IP Protocol and Select Network Protocal [7[x]
click OK.

Click the Metwark. Protocal that you want to inzstall, then click OF. 1f
T you have an installation disk for this companent, click Have Disk.

Network. Pratocol:

- NetBELI Protocel =]
W™ MwLink PSP Compatible Trarsport

" Point Ta Point Turneling Pratocol

W Streams Environment

¢ TCF/|P Pratocal =

Have Disk...
ok L\\ | Cancel

5. Insert the Windows NT CD into T (U B
yOUI’ CD'ROM dl’lve and type the [ﬂ Setup needs to copy some Windows NT files.
|0C6\t|0n Of the CD . Then C|ICk Setup will lack for the files in the location specified below, Cancel R

- If you want Setup ta look in a different place, type the
CO ntl nue. Eew lacation. When the location is canest, click
ontinue
| 44386
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6. When returning to the Network Network
window. Open the Protocols tab,
then select TCP/IP Protocol and
click Properties.

1
(2] x]
Identificationl Services  Protocols |Adapters| Bindingsl
Metwork Frotocols:

[¥ HeBEUT Protocal
- WWLink IPXRPE Compatible Transport
™ NWLink NetBIOS

Add... Bemove Froperties... I\l [ pdate
L4

— Description;

Transport Control Protocol/Internet Protocol. The default wide
area network protocol that provides communication across
diverse interconnected netwaorks.

Cloze I [Earice] |

7. Enable Obtain an IP address
from a DHCP server and click
OK.

IP Address | ONS | WINS Address | Routing|

An IP address can be automatically assigned to this network card
by a DHCP server. If your network does not have a DHCP server,
ask your network administrator for an address, and then type it in
the space below.

Adapter:
(17 Intel 62585-Based Ethernet =l

¢+ Obtain an IP address from a DHCP server
" Specify an [P address

Advanced... I
ITI Cancel | Apply |

8. When prompted with the
message below, click Yes to &
continue.

DHCP protocol will attempt to automatically configure your
workstation during system initialization. Any parameters specified in
these property pages will overide any values obtained by DHCF. Do
you want to enable DHCP?
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9.  When returning to Network Network [2]]
W|ndOW, C“Ck Close- Identificationl Services Protocols IAdaptersl Bindingsl

Metwark Protocaols:

[¥ HeBEDT Protacol

T~ WWLink IFXSPE Compatible Transport
T HWLink HetBIOS
|3 TCF/|F Protocol

Add... Bemove Froperties... |Ipdate

— Description:
Transport Contral Pratacol/Intemet Pratocol. The default wide
area network protocol that provides communication across
diverse interconnected netwarks.

Cloze I [Eatice] |

10. When prompted with Network Network Settings Change
Settl n g S Ch an g € d|a|09 bOX, “rou must shut down and restart your computer before the new
CIiCk Yes to restart yOUr zethings will take effect.

Computer_ Do you want ta restart your computer now?

For Windows 2000

1. From the Start menu, point to
Settings and then click Network
and Dial-up Connections.

‘Windows Update

WinZip

Programs 4

Documents L4

=

Search 4

@ Printers

Help a Taskbar & Start Menu..,

Run...

Log Off Stella...

CA AN R X

Shiut Do, .

fistart || @ 51 B =@

;
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2.

4.

Right-click the Local Area
Connection icon and then click
Properties.

On the General tab, check out
the list of installed network
components.

Option 1: If there is no TCP/IP
Protocol, click Install.

Option 2: If you have TCP/IP
Protocol, skip to Step 6.

Highlight Protocol and then click
Add.

{5 Hetwork and Dial-up Connectons  [j[m] [E3

J File  Edit View Faworites  Took *
J q=Boch - mp | Qb search »
J-ﬁ.ddress Mebwaork and Dial-up Cu:unnj @GD

o

— [
Make Mew
Conneckion onnectic Disable

Stabils

Create Shorbcuk
[irel ehe
Renamne

@. Displays the properties of the selected conmectic 2

Local Area Connection Properties 2] x]
General t

Connect using:
| B3 Intel 52595-Based Ethernet

Configure
Components checked are used by this conhection:
| = Cliert for Microsoft Networks

v .:3 File and Printer Shanng for Microsoft Netwarks
U2 § Iriemet Protocol [TCPAP)

Install.. Uninstal Properties |

' Transmission Control Protocol/Internet Protocol. The default
| wide area network pratocol that provides communication |
across diverse interconnected networks. |

I Show icon in taskbar when connected

ok | Cancd |

Select Network Component Type E

Click the tppe of network component pou want to inztall:

Client
Service

— Dezcription

&, protocol iz a language pour computer uges o
communicate with other computers,

Add... Cancel
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Click Internet Protocol (TCP/IP)  EEITEEE]
i Click. the Network, Protocal that vou want ta install, then click OK. If you have
an d then Cl ICk O K ) 3 an installation disk for this companent, click Have Disk.
Manufacturers: MNetwork. Protocol
Microgoft AppleT alk Protocal

NetBEUI Protocal

Metwork Manitar Driver

MwiLink [P /5P /MetBI0S Compatible Transport Pro
L4 [ H

Have Digk...

Cancel

When returning to the Local
Area Connection Properties General |

window, highlight Internet
Protocol (TCP/IP) and then click
Properties.

Caonnect using:

| 89 Intel 52595-Based Ethemneat

Configure

Components checked are used by this connection:

| ™ Client for Microsoft Networks
5| File and Printer Sharing for Microsoft Networks

Intemet Protocol [TCP/IP)

Install... i Uriinstall i Propetties N I
N

Description

!
Transmizsion Control Protocol/intemet Protocol. The default }
wide area network protocol that provides communication |
|
1

across diverse interconnected networks.

[~ Show icon in taskbar when connected

Under the General tab, enable Internet Protocol (TCP,/IP) Properties HE
Obtain an IP address General |
automatically. Then click OK.

“f'ou can get [P zettings assigned automatically if pour network supports
thiz capability. Othenwize, you need to ask vour network. administrator for
the appropriate IP zettings

£ [btain an IP address automatically

— Usze the following IP address:

|F address; . . .
Subnet mask: . . .
Default gateway: . . .

& Obtain DNS server address automatically

— Use the following DMS server addresses:
Brefered DS semver: . . .
Alternate DNS semver: . . .

Advanced... |

OK s Cancel |
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For Windows XP

1. Open the Start menu, point to

Control Panel and click it.

2. Double click the Network

Connection.

3. Rightclick Local Area

Connection and then click
Properties.

/ Internet ) My Documents
Internet Explorer
. 5 My Recent Documents
SI. E-mail
-9 My Pictures

:} My Music

g My Computer

=
g My Network Places

-

Qutlook Express

v M3M Explorer
e Windows Media Player
,:ﬁ Windows Messenger

|@ Tiour wwindaows XP Set Program Access and
Defaults

@ windows Mavie Maker

1& Pairt @ Help and Support
p Search

;;é Printers and Faxes

All Programs D 7] Run...

4 start

B Control Panel

Fle Edt view Favortes Tools Help
Qs - © l‘!? p Search || Folders
address | Control Panel

&’ Control Panel 6’ '§

Accessbiity AddHardware  Addor  Admiristrative
@ Switch to Category View Options Remav... Tools

b 2

é <

'J.

%
L‘

Automatic Dateand Tme  Display  Folder Options
% windows Update Updates
@) Help and Support A = ?
Forts Gamne Interret Keyhoard
Controllers  Options

e

(5
v

Metwork | MNetwork Setup  Phone and
Connections, wizard Modem ...

" Network Connections

File

Edit

view Favortes Tools  Advanced  Help

Qosk - () (T O search [ rolders

Address | & Network Connections b
| Internet Gateway

=
g Internet Connection

" LAN or High-Speed Internet

Network Tasks

Craats & new

connection

Set up & home or smal
office network

@ Change Windaws
Firewall settings

@ Disable this netwark
device

&, Repai this connaction

@i Rename this connection

& View status o this
connection <

Disable:
Status
Repair

4 Wiew or change semngsﬁr this connection, such as adapter, pratocol, o

Bridge Connections

Create Shortcut
Delete
Rename
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On the General tab, check out
the list of installed network
components.

Option 1: If there is no TCP/IP
Protocol, click Install.

Option 2: If you have TCP/IP
Protocol, skip to Step 7.

Highlight Protocol and then
click Add.

Click Internet
Protocol(TCP/IP) and then
click OK.

0 E‘" Internet Protocol [TCPYIF] >

i | ocal Area Connection Properties

General |Authentication Advanced

Connect uging:
| B8 IntelR) PRO/1000 PM Network Con ‘

Thiz connection uzes the following items:

% Client for Microzoft Netwarks
.@ File: and Printer Sharing for Microgoft Networks

Al 2r

(et )]

Dezcriphian
Transmizzion Control Pratocal/lnternet Protocal. The default
wide area network pratocol that providas communication
acioss diverse interconnected networks.

[ 5how icon in notification area when connected
Motify me when this connection has limited or no connechivity

[ ok H Cancel ]

€3

Select Network Component Type

Click the tppe af netwark, component you want boinstall

18] Clignt
E‘, Service
L Frotocol

Deszcription

A protocol iz a language your computer uses to
commuticate with other computers,

[ add.

Select Network Protocol |E|E‘

Click the Network Protocol that you want to install, then click OF. If you have
3 an installation disk for this component, click Have Disk.

] [ Cancel ]

Network Protocol:
5 Miciosoft TCRAP version 6
55F Netwark Monitar Driver
S MLk, IP/S PN etBI 05 Compatible Transport Protocal

[5F This driver is digtally signed.
Tell e why driver signing is importarnt

Cancel
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When it returns to the General
Tab on the Local Area
Connection Properties
window, highlight Internet
Protocol (TCP/IP) and then
click Properties.

Under the General tab, select
Obtain an IP address
automatically, and Obtain
DNS server address
automatically. Then click Ok.

-L Local Area Connection Properties

General |Authentication Advanced

Connect using:

| B8 Intel(R) PRO/1000 PM Metwark Con ‘

Thiz connection uses the following items:
gtlient for Microsaoft Networls

g File and Printer Sharing for Microzoft Metworks
=1 105 Packet Scheduler

Internet Pratacol [TCR/IP)
Install... r Froperties )
Dezcription

Transmizsion Control Protocol/Intemet Protocol. The default
wide area network, protocol that provides communication
actoss diverse interconnected nebworks.

[ 5haw icon in natification area when connected
Motify me when this connection has limited or no connectivity

[ Ok ][ Cancel ]

Internet Protocol (TCPZIP) Properties

General | Altemate Configuration

fou can get IP settings assigned automatically if your network. supports
this capability. Otherwize, you need to ask your netwark, administrator for
the appropriate P settings.

(0 Uge the following IP address:

(3) Optain DNS server address automatically
(0 Use the following DNS server addresses:

]
]
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For Windows Vista

1. Open the Start menu,
point to Control Panel

and click it. £ Internet

Internet Explorer

“=&p E-mail
[ Windows Mail

;[ Welcome Center

[ —
i‘# Windows Mobility Center

Windows Meeting Space

i Windows Photo Gallery

2.  Click Network and
Internet.

askey
Documents
Pictures

Music

Recent Iterns
puter
MNetwork
Connect To
Control Panel
Default Programs

Help and Support

= Control Panel Home

¢

tl i-\.o-\

-

4

Uszer Accounts

Region
input

3. Select Network and

Sharing Center.

inel Home

Syrtem snd Maintenance

Clock, Language, and Region
Ease of Access
Addtional Optices

Classic View
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4.  Click Manage Network - - — —
ConneCtion on the Ieft Network and Sharing Center o
side. ——

A L "
ASKEY-PC Hetwork Intemet
{This compater)
e Metwork (Pricte netwcrk] Customize

B Sharing and Discovery

Password protected shating & On

Neswerk discovery ©0n -
File sharing o off -
Public foldes shasing o off -
Printer sharing @ Off ino preders anstalled) >
-
-

Media shanng @ off

Shaw me 2l the files and folders | am sharng

Shew me ol the shared network folders om this computer

5. Right click Local Area
Connection and select o - : -
Properties. DeiceMome  Comectvey  NetworkCotsgeny | Owne

Flgh-Sperd Inlermel TTY -
Local Area Connection

!
Cod

6. Onthe Networking tab, i T
you will find Internet e — i
Protocol Version 6 and Networking
Version 4. Contact your
ISP to confirm which one
will be used. (We take ‘ @ Broadcom MetLink (TM) Gigabit Ethemet |

TCP/IPv4 for example

here.) | '

Select Int t Prot Ll This connection uses the following tems:
elect Internet Protoco

. v O I I
Version 4 (TCP/IPv4) ég'?;";{”;’;’;":dmfm””‘s
. 05 Pa uler
and press Properties. gFile and Printer Sharing for Microsoft Networks

Connect using:

e Intemet Protocol Version 4 (TCP/1Pwd) ’

opology Uiscovery Mapper 140 Driver

i Link-Layer Topology Discovery Responder ]
l Install.. ] | Uninstall | [ Q Properies )]

Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

oK || Cancel
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Under the General tab, Internet Protocol Version 4 (TCP/IPvd) Properties
select Obtain an IP Genera | Almpate Confguration]
. enera i
address automatically, fermate Configraton
and Obtain DNS server ‘You can get IP settings assigned automatically if your network supports
. this capability, Otherwise, you need to ask your network administrator
address automatically. for the appropriate IP settings,

Then click Ok to exit.

@ Lbtain an IP address automatically:

() Uge the following IP address:

(@) Obtain DNS server address automatically

() Use the following DMNS server addresses:

[ OK ][ Cancel ]
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Renewing IP Address on Client PC

After the ADSL Router gets on line, there is a chance that your PC does not renew
its IP address and thus causes the PC not able to access the Internet. To solve this
problem, please follow the procedures below to renew PC’s IP address.

For Windows 98/ME
1. Select Run from the Start menu.

2. Type winipcfg in the text box and
click OK.

3. When the figure below appears,
click Release to let go of the
address and then click the Renew

button to obtain a new IP address.

Erograms 4
Favarites 4
Documents k

@ Settingz 3
@ Find 4
& ter

ve]
@
=
'E & Log Off Stella...
.§ Shut Drown...
=
Run

Tupe the name of a program, folder, document, or Intamet
rezource, and Windows will open it for pou.

Oper: Iwinipcfg j
Cancel | Browse. .. |
I_ IP Configuration HiE E3
- Ethemet Adapter Information —
ilnial 82595-Based Ethernet ”:J
Adapter Address | .
1P Adchess ,, S
Sibec b , -
e

Default Gateway | 192168.1 1

= Rm,;.,' | . .Rw |

Release Al RenewAll |  Morelnfo>s |
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For Windows NT/2000/XP
1. Open the Start menu, and click

Run... on this menu.

2. Type cmd in the text box that

appears and click OK. Then you
will see the command prompt
window.

Another way to open the
command prompt:

From Start menu, point to
Programs, select Accessories,
and then click Command Prompt.

Type ipconfig at the command
prompt window and press Enter to
view the computer’s IP information
from DHCP server.

Wingip

Programs L4

Settingz 4
Find L4

Help

Documents 4
&
Al
5%

Shut Dowen,..

Run HE

Type the name of & program, folder, or document, and
Wwindows will open it for pou.

Gper =]

¥ | Buitiin Separatedeman Space

Cancel | Browse. .. |

‘windows Update

mg

WinZip

Programs Accessibility L3
oboHELP L3 Communications ¥
@ Documents » e Internet Explorer (= Entertainment 3
I:ﬂ Qutlook Exprass (=) Games L4
@ Settings 4
£ (5] System Tools L3
@ Search 3 ] Address Book
Caloulator
@ Help mand Prompt
Run... Imaging

@ MNotepad

W ik

@ Synchronize

@ ‘Windows Explorer
@ ‘WordPad

T

Log OFF stella,..

Shut Down, ..

@S D &= 5

s+ C:\WINDOWS\system32\cmd.exe

Microsoft Windows KP [Uersion 5.1.26001
<C> Copyright 1985-2081 Microsoft Corp-

C:\Documents and Settings>ipconfig

Windows IP Configuration

[Ethernet adapter Local Area Connection:

pecific DNS Suffix . : home
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4,

If the computer is holding a
current IP address, type ipconfig
Irelease to let go of the address,
then type ipconfig /renew to
obtain a new one.

[ comanteromt
B

C:“Documents and Settings\stella¥fipconfig/release

Mindows IP Configuration

Ethernet adapter Local Area Connection:

cific DNS Suffix .

Default Gateway

C:\Documents and Settingsh\stellalipconfig/renew_
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For Windows Vista

1. Open the Start menu, and
type cmd in the text box

then click OK. PIGgrams
BN cmd

Documents
Pictures

Music

Search
Recent Iterns
Computer
Network
onnect To
Control Panel

Default Programs
' Seeall results

' Search the Internet Help and Support

~ Do

2. The command prompt
1 1 Microsoft Windows [Version 6.08.60081
WIndOW WI” appear Copyright (c> 2086 Microsoft Corporation. All rights reserved. E
C:Windowsssysten32> I
3. Type |pCOnf|g at the BN C:\Windows\system3Z\cmad.exe e
i Microsoft Windows [Uersion 6.0.680881
Command W|nd0W and Copyright (c) 2PB6 Microsoft Corporation. All rights reserved. u
press Enter to view the C:“\Window: stemd2ripconfig I
Computer’S IP |nformat|on Windows IP Configuration
from DHCP server.
Ethernet adapter Local Area Connection:
Connection—specific DN8 Suffix . : askey.savd.tu
Link-loc. ub Address . . . . . : feB@::61@6:a982:1461:h313x8
IPud Addr e :18.11.95.22
Subnet Mas = 255.255.255.8
Default Gat : 18.11.95.1
s\Windouwsi\systen32>

. . = - — |
4. If the computer is holding a [& asmnstetor Commandbramat T

Current IP addreSS, type IC:sWindowsssysten32Fipconfig-srelease
|pCOnf|g /release to Iet gO Windows IP Configuration
Of the address’ then type [Ethernet adapter Local Area Connection:

IpCOI’]fIg /reneW to Obtaln Connection—specific DNS Suffix . :
Link-local IPuvb Address . . . . . : feBA::6186:a982:1461:h313x8
a new one. Default Gateway . . . . - e a =

C:“HWindowsssystem32>ipconfig/renew
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Note:

If you cannot release the IP
address successfully and see
the message “The requested
operation requires
elevation,” please go to the
Start menu and right click
Command Prompt, then set
Run as administrator.

Press Continue when a dialog
asking for permission to
continue prompts.

After then, repeat the above
instruction to release and
renew the IP address.

@ Internet

{ Internet Explorer
“%p E-mail

lr'lﬂ Windows Mail

'*‘I Welcome Center

Command Prompt

Y=L .. .
% Windows Mobility

'gll Windows Meeting §

T?ﬂi Windows Photo Gal

LUl windows Media Pl

QQ ) )

- Windows Live Mess
Eea

‘K’f Paint

4

@ Ethereal

»  AllPrograms
Start Search

w Bef@

askey
Documents

Pictures

Open file location
Run as administrator
Pin to Start Menu
Add to Quick Launch

Restore previous versions
Send Te

Copy

Remove from this list

Rename

Properties

Help and Support

11 siemens-silent setu...
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Chapter 3: Accessing the Internet

This chapter aims to help you access the Internet in a quick and
convenient way. If you need more detailed information for web
configuration, please refer to the next chapter for the advanced
configuration.

Before configuring the ADSL Router, you must decide whether to configure the
ADSL Router as a bridge or as a router. This chapter presents some deployment
examples for your reference. Each mode includes its general configure procedures.

For more detailed information about web configuration, refer to "Web Configuration".

PPP over ATM (PPP0oA)

PPPoA IP Extenstion

PPP over Ethernet (PPPOE)

PPPoE IP Extension

Numbered IP over ATM (IPoA)
Numbered IP over ATM (IPoA) + NAT
Unnumbered IP over ATM (IPoA)
Unnumbered IP over ATM (IPoA) + NAT
Bridge Mode

MER (Bridge Mode + NAT)

O

Oo0o0ooooaoao

To ensure your PC accessing the Internet successfully, please check the following
first.

O  Anetwork interface card is installed on your PC.
O  The ADSL Router is solidly connected with your computer.

O  The TCP/IP protocol has been installed and the IP address setting is to
obtain IP address automatically.

When all above preparations are ready, you can open the Browser and type
“192.168.1.1" into the URL box and start to make the web configuration for different
connection modes.

This chapter is going to introduce the function of each connection mode and the
basic configuring steps that you have to do. If you do not follow the configuring steps
for using these connection modes, you might get some connection problems and
cannot connect to the Internet well.
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PPP over ATM (PPPoA) Mode

Dynamic Public IP Default Private IP
assigned by BRAS 192.168.1.1
\
1 2.1 1.
ISP ‘STM—l ||.l||||1|r|"l NF- o 68.1.3
i —
(Internet Service Provider) ":::::LE”::: Loop S~ ~‘ )
e 00000 Ethernet
] i B
ADSL u
IE AAA BRAS DSLAM Router
RDAIUS 192.168.1.2

Server

Y
-y

> PC(S)

*BRAS: Broadband PPP over ATM

Remote Access Server
PPPoA+NAT+DHCP
on Private LAN

Description:

In this deployment environment, the PPP0OA session is between the ADSL WAN
interface and BRAS. The ADSL Router gets a public IP address from BRAS when
connecting to DSLAM. The multiple client PCs will get private IP address from the
DHCP server enabled on private LAN. The enabled NAT mechanism will translate
the IP information for clients to access the Internet.

Configuration:
1. Start your browser and type 192.168.1.1 as the address to access ADSL
web-based manager.

2. Goto Quick Start — Quick Setup. Uncheck Auto Scan Internet Connection
(PVC). Key in the VCI and VPI value, e.g.:
VPI-0
VCI - 38
Click the Next button.

3. Onthe Configure Internet Connection — Connection Type page, select PPP
over ATM (PPPoA) then click the Next button.

4.  Onthe WAN IP Settings page, select Obtain an IP address automatically
and check Enable NAT box. Click Next.

5. Onthe PPP Username and Password page, enter the PPP username and
password that you got from your ISP. Select Always on or select Dial on
Demand and key in the inactivity timeout value. (The default value is 20
minutes.) Then click Next.

6. Onthe Configure LAN side Settings page, key in the IP address and subnet
mask for your LAN, e.g.:
Primary IP address: 192.168.1.1
Subnet Mask: 255.255.255.0
Check DHCP Server on box. And key in the start and end IP address, e.g.:
Start IP Address:192.168.1.2
End IP Address: 192.168.1.254
Then enter the leased time ( the default is 1 day), and click Next.

7.  Check the network information on This Internet Connection — Summary
page. Make sure the settings match the information provided by your ISP. Click
Finish.
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PPP over ATM (PPPoA) IP Extension Mode

*BRAS: Broadband
Remote Access Server

Default Private IP

192.168.1.1
Dynamic Public IP
1|IIIIIIF| aSSIgﬂEd by BRAS

I S P STM 1 uumu ﬁlu Loop
(Internet Service Provider) ] ,.,,,, ‘
(EiR - Q0000 Ethernet
= B N ‘—

ADSL Hub
IE AAA BRAS DSLAM Router
RDAIUS

Server

X
¥

PPP over ATM

PPPOA+NAT+DHCP
on Private LAN

Description:

In this deployment environment, the PPP0oA session is between the ADSL WAN
interface and BRAS. The ADSL Router acts as a bridge and receives a public IP
address from BRAS for your computer. And only the one that bears the public IP
address is allowed to access the Internet. Moreover, no NAT translation will be done
at this case.

Configuration:

1.

Start your browser and type 192.168.1.1 in the URL box to access ADSL
web-based manager.

Go to Advanced — Internet — Connections. And click Add.

Key in the VCI and VPI value, e.g.:
VPI-0

VCI - 38

Click the Next button.

On the Configure Internet Connection — Connection Type page, select PPP
over ATM (PPPoA) then click the Next button.

On the WAN IP Settings page, select Obtain an IP address automatically,
check PPP IP extension (and Enable NAT would become disabled
automatically) then click Next.

On the PPP Username and Password page, enter the PPP username and
password offered by your ISP. Select Always on, and then click Next.

Check the network information on This Internet Connection — Summary
page. Make sure the settings match the settings provided by the ISP. Click
Apply.

Press Finish.
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PPP over Ethernet (PPPoE) Mode

Dynamic Public IP Default Private IP
assigned by BRAS 192.168.1.1  ——
ISP N.E 192.168.1,3
(Internet Service Provider) STM-1 '"I:I':':I”h Loo F-
| P
— = oy ———— ~d
S ‘m Ethernet
ADSL
IE BRAS DSLAM Router
—_— AAA = 192.168.1.2
—
RDAIUS

Server

A

>
*BRAS: Broadband PPP over Ethernet

Remote Access Server
PPPOE+NAT+DHCP

on Private LAN

Description:

In this deployment environment, the PPPOE session is between the ADSL WAN
interface and BRAS. The ADSL Router gets a public IP address from BRAS when
connecting to DSLAM. The multiple client PCs will get private IP address from the
DHCP server enabled on private LAN. The enabled NAT mechanism will translate
the IP information for clients to access the Internet.

Configuration:
1.  Start your browser and type 192.168.1.1 in the URL box to access ADSL
web-based manager.

2.  Goto Quick Start — Quick Setup. Uncheck Auto Scan Internet Connection
(PVC). Key in the VCI and VPI value, e.g.:
VPI-0
VCI -39
Click the Next button.

3. Onthe Configure Internet Connection — Connection Type page, select PPP
over Ethernet (PPPoE) then click the Next button.

4.  Onthe WAN IP Settings page, select Obtain an IP address automatically
and check Enable NAT box. Click Next.

5. Onthe PPP Username and Password page, enter the PPP username and
password that you got from your ISP. Select Always on or select Dial on
Demand and key in the inactivity timeout value. (The default value is 20
minutes.) Then click Next.

6. Onthe Configure LAN side Settings page, key in the IP address and subnet
mask for your LAN, e.g.:
Primary IP address: 192.168.1.1
Subnet Mask: 255.255.255.0
Check DHCP Server on box. And key in the start and end IP address, e.qg.:
Start IP Address:192.168.1.2
End IP Address: 192.168.1.254
Then enter the leased time ( the default is 1 day), and click Next.

7.  Check the network information on This Internet Connection -- Summary
page. Make sure the settings match the information provided by your ISP. Click
Finish.
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PPP over Ethernet (PPPoE) IP Extension Mode

Default Private IP

192.168.1.1
Dynamic Public IP
assigned by BRAS

(Imernetls§'fpro ider) '“"“"“"
vi Vi STM-1 winle | oop Ethernet .D
JE | T et i . ~
i = 7

ADSL Hub
Router PC(S)

RDAIUS
Server

+BRAS- Broadband PPP over Ethernet

Remote Access Server
PPPOE IP

Extension Mode

Description:

In this deployment environment, the PPPOE session is between the ADSL WAN
interface and BRAS. The ADSL Router acts as a bridge and gets a public IP address
from BRAS for your computer. And only the one that got the public IP address is
allowed to access into Internet. The real IP that you got is acquired from ISP.
Moreover, no NAT translation will be done at this case.

Configuration:
1.  Start your browser and type 192.168.1.1 in the URL box to access ADSL
web-based manager.

2. GotoAdvanced - Internet — Connections. And click Add.

3. Keyinthe VCI and VPI value, e.g.:
VPI-0
VCI -39
Click the Next button.

4.  Onthe Configure Internet Connection — Connection Type page, select PPP
over Ethernet (PPPOE) then click the Next button.

5. Onthe WAN IP Settings page, select Obtain an IP address automatically,
check PPP IP extension (and Enable NAT would become disabled
automatically) then click Next.

6. Onthe PPP Username and Password page, enter the PPP username and
password offered by your ISP. Select Always on, and then click Next.

7.  Check the network information on This Internet Connection -- Summary
page. Make sure the settings match the settings provided by the ISP. Click
Apply.

8. Press Finish.
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Numbered IP over ATM (IPoA)

Default Private'IP
192.168.1.1

ISP STM 1 Illlllllila LOOp
(Internet Service Provider) nmmiy I}II
R ||||||||h HIIIII 10 11.05 23
-.|_'—_. . . . O0C
ADSL
i BRAS DSLAM Router
AAA

RDAIUS
Server

X

*BRAS: Broadband IP over ATM

Remote Access Server ) .
Public IP Pre-assigned

by ISP

Description:

If you apply for multiple IP addresses from your ISP, you can assign these public IP
addresses to the ADSL Router and public server, e.g., Web or FTP server. Typically
the first IP is network address, the second is used as router IP address and the last
one is for subnet broadcasting. Other remaining IP addresses can be assigned to
PCs on the LAN.

The following example uses the LAN IP address ranging from 10.11.80.81 to
10.11.80.86 and the subnet mask for LAN is 255.255.255.248. The WAN IP address
is 10.11.95.233, and the subnet mask for WAN is 255.255.255.248.

Configuration:
1.  Start your browser and type 192.168.1.1 in the URL box to access ADSL
web-based manager.

2.  Goto Quick Start — Quick Setup. Uncheck Auto Scan Internet Connection
(PVC). Key in the VCI and VPI value, e.g.:
VPI-0
VCI - 32
Click the Next button.

3.  Onthe Configure Internet Connection — Connection Type page, select IP
over ATM (IPoA) then click Next.

4.  Onthe WAN IP Settings page, select Use the following IP address and Use
the following DNS Server Address, then key in the information that your ISP
offered, e.g.:

WAN IP Address: 10.11.95.233

WAN Subnet Mask: 255.255.255.248
Primary DNS server: 168.95.1.1
Secondary DNS server: 168.95.192.1
Uncheck Enable NAT and click Next.

5. Onthe Configure LAN side Settings page, key in the information for your
LAN, e.g.,
Primary IP Address: 192.168.1.1
Subnet mask: 255.255.255.0
Start IP Address: 192.168.1.2
End IP Address: 192.168.1.254

6. Check Configure the second IP Address and Subnet Mask for LAN
Interface and enter the information needed.
Secondary IP Address: 10.11.80.81
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Subnet mask: 255.255.255.248
Click Next.

Check the network information on the Summary page. Make sure the settings
match the settings provided by your ISP. Click Finish.

Refer to the TCP/IP properties, specify an IP Address, and fill in other
information needed, e.g.:

IP Address: 10.11.80.82

Subnet Mask: 255.255.255.248

Gateway: 10.11.80.81

Preferred DNS server: 168.95.1.1

Now the router is well-configured. You can access the Internet.
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Numbered IP over ATM (IPOA)+NAT

Secondary LAN
(Public)

10.11.80.81 l 10.11.80,33

Default Private IP
192.168.1.1l

I S P LN
(Intarnat Sarvice Provider) STM-1 | qumu\[uhq Loop
— i
10111 ||'.l
I:-_-—';=2 10.11.95.233
" ADSL

] BRAS DSLAM Router
=

RDAIUS
Server

S/W

|

oL

‘Fg 10.11.80.82
PC(S)

ub

F |
r

*BRAS: Broadband IP over ATM

Remote Access Server
Public IP Pre-assigned

by ISP+NAT

192.168.1.x

Primary LAN
(Private)

Description:

In this deployment environment, we make up a private IP network of 192.168.1.1.
NAT function is enabled (on ADSL Router or use another NAT box connected to hub)
to support multiple clients to access the Router and some public servers (WWW,
FTP).

If you apply for multiple IP addresses from your ISP, you can assign these public IP
addresses to the ADSL Router and public server, e.g., Web or FTP server. Typically
the first IP is network address, the second is used as router IP address and the last
one is subnet broadcasting. Other remaining IP addresses can be assigned to PCs
on the LAN.

The following example uses the IP address ranging from 10.11.80.81 to 10.11.80.86
and the subnet mask is 255.255.255.248.

Configuration:
1.  Start your browser and type 192.168.1.1 in the URL box to access ADSL
web-based manager.

2.  Goto Quick Start — Quick Setup. Uncheck Auto Scan Internet Connection
(PVC). Key in the VCI and VPI value, e.g.:
VPI-0
VCI - 32
Click the Next button.

3. Onthe Configure Internet Connection — Connection Type page, select IP
over ATM (IPoA) then click Next.

4.  Onthe WAN IP Settings page, select Use the following IP address and Use
the following DNS Server Address, then key in the information that your ISP
offered, e.g.:

WAN IP Address: 10.11.80.81

WAN Subnet Mask: 255.255.255.248
Primary DNS server: 168.95.1.1
Secondary DNS server: 168.95.192.1

5. Check the Enable NAT box. And click Next.
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On the Configure LAN side Settings page, key in the information for your
LAN, e.g.,

Primary IP Address: 192.168.1.1

Subnet mask: 255.255.255.0

Start IP Address: 192.168.1.2

End IP Address: 192.168.1.254

Check the network information. Make sure the settings match the settings
provided by ISP. Click Finish.

Now the router is well configured. You can access into Internet.
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Unnumbered IP over ATM (IPoA)

Default Private IP
192.168.1.1 10.11.80.83

ISP RS
(Internet Service Provider) STM 1 |||||m| 1 |' W Loop
|||II1I| |II| |

ADSL
™ BRAS DSLAM Router
!

RDAIUS
Server

Y
a

*BRAS: Broadband IP over ATM

Remote Access Server ) .
Public IP Pre-assigned

by ISP

Description:

If you apply for multiple IP addresses from your ISP, you can assign these public IP
addresses to the ADSL Router and public server, e.g., Web or FTP server. Typically
the first IP is network address, the second is used as router IP address and the last
one is subnet broadcasting. Other remaining IP addresses can be assigned to PCs
on the LAN.

The following example uses the IP address ranging from 10.11.80.81 to 10.11.80.86
and the subnet mask is 255.255.255.248. In such circumstance, we do not assign
any WAN IP.

Configuration:
1.  Start your browser and type 192.168.1.1 in the URL box to access ADSL
web-based manager.

2. Goto Quick Start — Quick Setup. Uncheck Auto Scan Internet Connection
(PVC). Key in the VCI and VPI value, e.g.:
VPI-0
VCI - 32
Click the Next button.

3.  Onthe Configure Internet Connection — Connection Type page, select IP
over ATM (IPoA) then click Next.

4.  Onthe WAN IP Settings page, select None for WAN IP address settings.
Then, select Use the following DNS Server Address and key in the
information that your ISP offered, e.g.:

Primary DNS server: 168.95.1.1
Secondary DNS server: 168.95.192.1
Uncheck Enable NAT and click Next.

5. Onthe Configure LAN side Settings page, key in the information for your
LAN, e.g.,
Primary IP Address: 192.168.1.1
Subnet mask: 255.255.255.0
Start IP Address: 192.168.1.2
End IP Address: 192.168.1.254

6. Check Configure the second IP Address and Subnet Mask for LAN
Interface and enter the information needed, e.g.,
Secondary IP Address: 10.11.80.81
Subnet mask: 255.255.255.248
Check DHCP Server Off and click Next.
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Check the network information on the Summary page. Make sure the settings
match the settings provided by your ISP. Click Finish.

Refer to the TCP/IP properties, specify an IP Address, and fill in other
information needed, e.g.:

IP Address: 10.11.80.82

Subnet Mask: 255.255.255.248

Gateway: 10.11.80.81

Preferred DNS server: 168.95.1.1

Now the router is well-configured. You can access the Internet.
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Unnumbered IP over ATM (IPOA)+NAT

Secondary LAN
(Public)

10.11.80.81 “»——=10.11.80.83
Default Private IP
192.168.1.11 ----- S/W
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I S P LT B
{Internat Service Provider) STM-1 | i |1|!q Loop S oe=—N
— INHI“EE"M
il

\Fg 10.11.80.82
] Toolws
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*BRAS: Broadband IP over ATM

Remote Access Server
Public IP Pre-assigned

by ISP+NAT

192.168.1.x

Primary LAN
(Private)

Description:

If you apply for multiple IP addresses from your ISP, you can assign these public IP
addresses to the ADSL Router and public server, e.g., Web or FTP server. Typically
the first IP is network address, the second is used as router IP address and the last
one is subnet broadcasting. Other remaining IP addresses can be assigned to PCs
on the LAN.

The following example uses the IP address ranging from 10.11.80.81 to 10.11.80.86
and the subnet mask is 255.255.255.248. In such circumstance, we enable NAT
function but not assign any WAN IP.

Configuration:
1. Start your browser and type 192.168.1.1 in the URL box to access ADSL
web-based manager.

2.  Goto Quick Start — Quick Setup. Uncheck Auto Scan Internet Connection
(PVC). Key in the VCI and VPI value, e.g.:
VPI-0
VCI - 32
Click the Next button.

3.  Onthe Configure Internet Connection — Connection Type page, select IP
over ATM (IPoA) then click Next.

4.  Onthe WAN IP Settings page, select None for WAN IP address settings.
Then, select Use the following DNS Server Address and key in the
information that your ISP offered, e.qg.:

Primary DNS server: 168.95.1.1
Secondary DNS server: 168.95.192.1

Check the Enable NAT box. And click Next.

On the Configure LAN side Settings page, key in the information for your
LAN, e.g.,

Primary IP Address: 192.168.1.1

Subnet mask: 255.255.255.0

Start IP Address: 192.168.1.2

End IP Address: 192.168.1.254
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Check Configure the second IP Address and Subnet Mask for LAN
Interface and enter the information needed, e.qg.,

Secondary IP Address: 10.11.80.81

Subnet mask: 255.255.255.248

Click Next.

Check the network information on the Summary page. Make sure the contents
match the settings provided by your ISP. Click Finish.

Now the router is well-configured. You can access the Internet.
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Bridge Mode
Default Private IP,
ISP """”"A
e, ——|ST™M-1 l::il::' oo
m
ADSL Hub

BRAS DSLAM Router
|- AAA
RDAIUS
Server PC(S)

A
A 4

*BRAS: Broadband
Remote Access Server

Bridge Mode

Description:

In this example, the ADSL Router acts as a bridge which bridging the PC IP
addresses from LAN to WAN. The PC IP address can be a static public address that
is pre-assigned by the ISP or a dynamic public address that is assigned by the ISP
DHCP server, or an IP address received from PPPoOE software.

Therefore, it does not require a public IP address. It only has a default private IP
address (192.168.1.1) for management purpose.

Configuration:
1. Choose a client PC and set the IP as 192.168.1.x (x is between 2 and 254) and
the gateway as 192.168.1.1.

2. Start your browser and type 192.168.1.1 in the URL box to access ADSL
web-based manager.

3. Goto Quick Start — Quick Setup. Uncheck Auto Scan Internet Connection
(PVC). Key in the VCI and VPI value, e.g.,
VPI-0
VCI - 35
Then click the Next button.

4.  Onthe Configure Internet Connection — Connection Type page, select
Bridging then click the Next button.

On the WAN IP Settings page, select None for WAN IP address settings.

On the Configure LAN side Settings page, enter the IP address and subnet
mask for your LAN, e.g.:

Primary IP address: 192.168.1.1

Subnet Mask: 255.255.255.0

Choose DHCP Server Off and click Next.

7.  Check the network information on the Summary page. Make sure the contents
match the settings provided by your ISP. Click Finish.

8. Refer to the TCP/IP properties, specify an IP Address, and fill in other
information needed, e.g.:
IP Address: 10.11.86.81
Subnet Mask: 255.255.255.248
Gateway: 10.11.86.1
Preferred DNS server: 168.95.1.1

9. Click OK. Now the router is well-configured. You can access to the Internet.
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MER
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ISP Jimnn
(Internet Service Provider) STM 1 g Loop Ethernet i
— i III“HIIN ‘ ‘m \‘__A
ADSL Hub —
BRAS DSLAM Router PC
=

RDAIUS
Server

A
2

MER
*BRAS: Broadband

Remote Access Server

Description:
In this deployment environment, we make up a private IP network of 192.168.1.1.
NAT function is enabled to support multiple clients to access to Internet.

In this example, the ADSL Router acts as a NAT device which translates a private IP
address into a public address. Therefore multiple users can share with one public IP
address to access the Internet through this router. The public address can be a
static public address that is pre-assigned by ISP or a dynamic public address that is
assigned by the ISP DHCP server.

Configuration:
1. Start your browser and type 192.168.1.1 in the URL box to access ADSL
web-based manager.

2. Goto Quick Start — Quick Setup. Uncheck Auto Scan Internet Connection
(PVC). Key in the VCI and VPI value, e.g.,
VPI-0
VCI - 37
Then click the Next button.

3. Onthe Configure Internet Connection — Connection Type page, select
Bridging and then click the Next button.

4. Onthe WAN IP Settings page, select Obtain an IP address automatically;
then, select Obtain DNS server address automatically.

Check Enable NAT. Then click Next.

On the Configure LAN side Settings page, key in the IP address and subnet
mask for your LAN. Check DHCP Server On box, and enter the start and end
points, e.g.:

Primary IP address:192.168.1.1

Subnet Mask:255.255.255.0

Start IP Address:192.168.1.2

End IP Address: 192.168.1.254

Then key in the leased time that you want. And click Next

7. Check the network information on the Summary page. Make sure the contents
match the settings provided by your ISP. Click Finish.

8. Now the router is well-configured. You can access the Internet.
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Chapter 4: Web Configuration

for your reference.

Some users might want to set specific configuration for the router
such as firewall, data transmission rate..., and so on. This chapter
will provide you advanced information of the web pages for the router

Using Web-Based Manager

After properly configuring you host PC, please proceed as follows:

Connect to 192.168.1.1

‘Wireless ADSLZ+ Router

User name: € admin v

Password;: | monne

[CIremember my passward

[ Ok ][ Cancel ]

Start your web browser and type
192.168.1.1, the private IP address of the
ADSL Router, in the URL field.

After connecting to the device, you will be
prompted to enter username and
password. By default, both the username
and the password are admin. An example
under Windows XP is shown as the left
figure.

If you login successfully, the main page will
appear. From now on, the ADSL Router
acts as a web server sending HTML
pages/forms on your request. You can fill
in these pages/forms and apply them to
the ADSL Router.
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Outline of Web Manager

To configure the web page, please use admin as the username and the password
The main screen will be shown as below. : :

DSL gQuickStart i Status ! Advanced ! Wireless
e - s."

Language: IEAPUENRS

Connect to Internet

Your ADSL router is ready to connect to Broadband.

Enter your Broadband user name and passwaord, then click "'Connect”.

Tatal Online Time: 0 secs
Broadband User Mame

1
1
1
1
1
1
1
1
1 Internet Connection: pppoe_8_35_1
1
1
1
1
1
1
1
1

Password
\\\ Fmmmmm———— 1
~ ==+, Main Window |
Title: The title of this management interface.
mglnnu Including Quick Start, Status, Advanced, Wireless, and Management.
Main The current workspace of the web manager, containing configuration

Window: or status information.

Current

.~ Here provides the version info for firmware, ADSL2+, and Wireless.
Version:

To Have the New Settings Take Effect

After selecting or adjusting the settings according to your needs, your
customizations will be saved to the flash memory before you restart the router. And
only after rebooting the router, your customizations may take effect.

Language
On the top to the right of this web page, it provides a drop-down menu for you to
choose a proper language. (However, we only offer English at present.)
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Quick Start

The pages under the Quick Start menu provide user a quick way to set up the router.
If you do not know much about the router, you can use the Quick Start pages to
adjust basic settings to activate your router.

Connect to Internet

This is a quick way to connect to the
Internet by using PPPOE interface,
please click Connect to Internet to
open the web page.

Enter the user name and password
(that you get from the ISP) for your
ADSL router and click Connect.

The system will connect automatically,
and then you can access the Internet.

Quick Setup

The quick setup wizard will guide you
to configure the ADSL router through
some specific steps. Yet different
connection interface will lead to
different setting pages. Refer to the
following pages for detailed
information.

Auto Scan Internet Connection
(PVC):

If there is no any PVC configured in
your ADSL router, you can check this
item. Otherwise, please uncheck this
box.

VPI (Virtual Path Identifier): Identifies
the virtual path between endpoints in
an ATM network. The valid range is
from 0 to 255. To enter the setting,
please refer to the setting that the ISP
offered.

VCI (Virtual Channel Identifier):
Identifies the virtual channel endpoints
in an ATM network. The valid range is
from 32 to 65535 (1 to 31 is reserved
for well-known protocols). To enter the
setting, please refer to the setting that
the ISP gave you.

After entering the VPI/VCI value,
please click Next for the following
step.

Connect to Internet

Your ADSL router is ready to connect to Broadband.

Enter your Broadband user name and password, then click "Connect”.
Internet Connection: pppoe_8_35_1
Total Online Time: 0 secs
Broadband User Name

Password

Quick Setup
This Quick Setup will guide you through the steps necessary to configure your ADSL router,
select the check box below to scan the Internet connection autamatically. It is

recommended that there is no any PVC configured in your 2DSL router before performing
auto-scanning connection,

[] Auto Scan Internet Connection [PYC)
Configure Internet Connection -- ATM P¥C

Flease enter WPI and WCI numbers for the Internet connection which is provided by your
I8P,

WPL |8 (0-255)

WCL |35 (22-65535)

all original settings will be replaced by new settings after you finish

these steps, [ Next =
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Connection Type

The system provides several protocols for you to choose. Your ISP will offer you the
most suitable settings of the protocol. Before you set this page, please refer to the
protocol that your ISP offered.

Aftel‘ C|ICkII’]g on the NeXt buttOI’] from Configure Internet Connection - Connection Type
the VP'/VC' Web page, the fo"ow|ng ﬁiﬁatﬁﬁ};z Sgﬂtsﬂcud:;d encapsulation type with the ATM PYC that your ISP has
screen will appear. Please choose the

Protocal: ) PPP over ATM (PPPDA)

connection type and encapsulation e e k=S
mode that you want to use and click gw over ATM (IP6A)
) Bridging

Next for next page.

Encapsulation Type: | LLCASNAP

For instance, PPP over Ethernet
(PPPOE) is selected in this

demonstrative figure.

PPP over ATM/ PPP over Ethernet

If the connection type you choose is PPP over ATM or PPP over Ethernet, please
refer to the following information.

ACCOI’ding tO the |Spls Conﬁguration Configure Internet Connection - Connection Type
on the Server’ yOU can Choose PPPOE ﬁggcjﬁggg Sg?‘ltgncod:;d encapsulation type with the ATM PYC that your ISP has
or PPPoA modes.

Fratocal: O PPP over ATM {PPPoA)
H ® PPP over Ethernet (PPPaE)
Choose PPPoA or PPPoE and click R
NeXt. O pridging

Encapsulation Type: LLC/SHAP

On thls Screen, you have to make the Configure Internet Connection - WAN IP Settings
SettlngS fOI‘ WAN |P TO get the IP Enter information provided to you by your ISP to configure the WaN IP settings.
address automat'ca”y C“Ck the (& Obtain an IP address automatically
. ! . O Use the following IP address:
Obtain an IP address automatically WAkl 1P Address:
radio button. Or click Use the I
following IP address button and
enter the IP address for WAN MU (1992 | (default: 1402}
interface. =
Check Enable NAT if you need.
MTU:

It means the maximum size of the
packet that transmitted in the network.
The packet of the data greater than
the value set here will be divided into
several packets for transmitting.

Type the value into the field of MTU.
The default MTU value for PPPOE is
1492; while for PPPoA is 1500.

Click Next for the next procedure.
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. Configure Internet Connection - PPP User Name and Password
PPP Username & PPP Password:
In order to establish the Internet connection, please enter PPP user name and password

Key in the username and password —  that your 157 has provided.
that you received from your ISP. (e.g.,

PPP User Name: askey4
askey4/askey4) PPP Password:
AIWayS On . Session established by (& A\.Wlayg an .
. @ Dial on Deman
Select this item to make the e T B
Connecnon aCthe a” the tlme " Disconnect f no activity for minutes
Dial on Demand:

Select this item to make a connection
automatically while in demand. Enter
the timeout to cut off the network
connection if there is no activity for
this router.

Manually Connect:

Select this item to make a connection

by pressing the Connect hyperlink on

the Advanced Setup-

Internet-Connections web page.

On the Configure LAN side Settings coisure LN side settings

Enter the ADSL router IP address and subnet mask for LAN interface and then enable DHCP

page, you have to f|” |n the data server on LAN interface to provide IP address settings for your computers.
requeStEd. Primary IP Address:  |192.168.1.1
Subnet Mask: 255.295.255.0

Primary IP Address & Subnet Mask: o cangurs secondsry e sddrass snd subnst mask
Key in the information that offered by

your ISP for the LAN connection. L 1500 | igfault; 1500}

Configure the Secondal’y P ® DHCP Server On  Start [P 102 168.1.2

Address and Subnet Mask: Ciey losieainasy

Check this box to set up a secondary tesseTmei 1 _ldays [0_Jhoursl0 | minutes

IP Address to connect to your router if — © oxer server oft

they are not included in the range that

DHCP server accepts. See the next
figure for the secondary IP address

and subnet mask. On this web page, the primary IP

Secondary IP Address & Subnet address and subnet mask will be
Mask: shown on it. You can modify them
Key in the second IP address and the  if needed.

subnet mask received from the ISP for

your LAN connection.

Configure LAN side Settings
MTU: (refer to the WAN SECtion) it e e e s st ot oo o tomeralecvcs
The _defau_lt MTU value for LAN _S|d_e_ primary 1o address: (19816811
Settings is 1500. You may modify it if  subretmask: 255255 2550

necessary. ‘;Cnnﬁgure secondary IP address and subnet mask
DHCP Server On: e

Check this item if DHCP service is

needed on the LAN side. The router MU 1500 | (default: 1500)

will assign IP address and gateway

address for each of your PCs. @ price seneron I
Start IP Address & End IP Address Lease Time: 1 days [0 | hours|0 | minutes
Enter the information needed. © DHCP Server OF
Lease Time:
Key in the duration for the time. The ) )
default is 1day. Key in all the necessary se_ttmgs
and click Next for the coming
DHCP Server Off: page.

Check this item if DHCP service is not
needed on the LAN.

71



ADSL Router User Manual

You can check the contents on the
Summary page.

If you find anything incorrect, click
Back to modify the settings.

If everything is OK, click Finish to
accept these settings.

Now, the system will reboot to activate
the new settings that you have set in
this section.

Please wait for 2 minutes before
restarting the router.

This Internet Connection -- Summary
Make sure that the settings below match the settings provided by your ISP.

Internet ( WAN) Configuration:

VPI f ¥CI 039

Connection Type PPPOE LLC/SMAP, Dial on Demand, Idle Timer 20 mins, QoS On
NAT Enabled

WAN IP Address Automatically Assigned

Default Gateway Automatically Assigned

DNS Server Automatically Assigned

LAN Configuration:

Primary LAN IP 192.168.1.1 f 255,255.,255.0

Secondary LAN IP 0.0.0.0 f 255.255.255.255

DHCP Server 0On 192.168.1.2 ~ 102.168.1.254

DHCP Lease Time 1 days 0 hours 0 minutes

Click "Finish" to accept these settings, and reboot the system.

Clck *Bat 1 make oy modmcatans,

Reboot ADSL Router
The ADSL router has been configured and is rebooting.
Close the ADSL router Configuration window and wait for 2 minutes before reopening your

web browser, If necessary, reconfigure your PC's IP address to match your new
configuration,
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IP over ATM

If the type you have to choose is IP over ATM, please refer to the following

information.

IPOA is an alternative of LAN
emulation. It allows TCP/IP network to
access ATM network and uses ATM
quality of service’s features.

Choose IPoA and click Next.

None:
If it is not necessary to set the WAN IP
address, please click this button.

Obtain an IP address automatically:
Click this button to allow the system to
get an IP address automatically.

WAN IP Address & WAN Subnet
Mask:

If you choose Use the following IP
address, you have to enter the IP
address and subnet mask information
received from the ISP for the WAN
interface.

Obtain DNS server address
automatically:

Only when you select Obtain an IP
address automatically that this
option is available. You may click this
button to allow the system to get DNS
server address automatically.

Use the following DNS server
addresses:

Select this item to set the DNS server
addresses manually, type the
information provided by your ISP in
the following Primary DNS and
Secondary DNS server entries, e.g.
168.95.1.1 and 168.95.192.1.

Click Enable NAT if you want.

On the Configure LAN side Settings
page, you have to fill in the data
requested.

Primary IP Address & Subnet Mask:
Key in the information that offered by
your ISP for the LAN connection, e.g.,
192.168.1.1 for IP address and
255.255.255.0 for subnet mask.

MTU:

(Please refer to the PPPoA/ PPPoE
section.) The default MTU setting here
is 1500. You may modify it if
necessary.

Configure Internet Connection - Connection Type

Select the protocol and encapsulation type with the ATM PVC that your ISP has
instructed you to use.

Protocal: ) BPP over ATM (PRPOA)

O PPP aver Ethernet (PPPOE)

O Bridging

Encapsulation Type: | LLC/SNAP v

Configure Internet Connection - WAN IP Settings

Enter information provided to you by your ISP to canfigure the Wal IP settings.

® Mone
(2 Obtain an [P address automatically
O Use the following IP address:

WAN IP Address:

WAN Subnet Mask:

Obtain DNS server address automatically
@ Use the following DS server addressaes:

Primary DNS server: 168.95.1.1

Secondary DNS server: 168.95.192.1

Enable MNAT

After setting up the WAN IP and
DNS server information, click Next
to open the following page.

Configure LAN side Settings

Enter the ADSL router IP address and subnet mask for LAN interface and then enable DHCP
server on LAN interface to provide IP address settings for your computers.

192.168.1.1
255.255.255.0

Primary IP address:
Subnet Mask:

[ configure secondary IP address and subnet mask

MTU: 1500 | (default: 1500)

® DHCP Server On Start IP: 192.168.1.2

End IP: 192.168.1.254

Lease Time: 1 days |0 hours [0 minutes

© DHCP server Off
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Configure the secondary IP
Address and Subnet Mask for LAN
interface:

Check this box to set up a secondary
IP Address to connect to your router if
they are not included in the range that
DHCP server accepts. You have to
key in the information received from
your ISP for the LAN connection, e.g.,
the secondary IP is 10.11.80.81 and
the mask is 255.255.255.248 in the
example illustrated in the figure.

DHCP Server On:

Check this item if DHCP service is
needed on the LAN side. The router
will assign IP address and gateway
address for each of your PCs.

Start IP Address & End IP Address:
Enter the information needed.

Lease Time:
Key in the duration for the time. The
default is 1day.

DHCP Server Off:
Check this item if DHCP service is not
needed on the LAN.

You can check the settings on the
Summary page.

If you find anything incorrect, click
Back to modify the settings.

If everything is OK, click Finish to
accept these settings.

And the following page will appear.

Now, the system will reboot to activate
the new settings that you have set in
this section.

Please wait for 2 minutes before
restarting the router.

Configure LAN side Settings

Enter the ADSL router IF address and subnet mask for LAM interface and then enable DHCP
server on LAN interface to provide IP address settings for your computers,

Primary IP Address:
Subnet Mask:

192.168.1.1
255,255.255.0

Configure secondary IP address and subnet mask

Secondary IP Address: |10.11.80.81
Subnet Mask: 255.255.255.248

MTU: 1500 | (Default: 1500)

@ DHCP server On Start IP: 192.168.1.2

End IP: 192.168.1.254

Lease Time: |1 days |0 hours |0 rinutes
© DHCP Server Off

Key in all the necessary settings.
Click Next for the coming page.

This Internet Connection -- Summary
Make sure that the settings below match the settings provided by your ISP,

Internet ( WAN) Configuration:

VPI § ¥CI 0/3z

Connection Type IPoA LLC/SNAR, QoS On
NAT Enahled

WAN IP Address 10.11.80.81

Default Gatewray 0.0.0.0

DNS Server

LAN Configuration:
Primary LAN IP
Secondary LAN IP
DHCP Server
DHCP Lease Time

Click "Finish" to accept these settings, and reboot the system,
Click "Back" to make any modifications,

Reboot ADSL Router

168.95.1.1; 168.95.192.1

192.168.1.1  255.255.255.0
10.11.B0.81 / 255.255.255.248
0On 192.168.1.2 ~ 192,168.1.254
1 days 0 hours 0 minutes

The ADSL router has been configurad and is rebaoting.

Close the ADSL router Configuration window and wait for 2 minutes before reopening your
web browser, If necessary, reconfigure your PC's IP address to match your new

configuration
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Bridging

If the mode you choose is Bridging (or MER), please refer to the following

information.

The bridging mode can configure your
router to send and receive packets
between LAN and WAN interfaces.
The WAN interface is ATM PVC,; the
LAN interface can be Ethernet, USB,
or Wireless.

Choose Bridging and click Next.

None:

If it is not necessary to set the WAN IP
address, please click this button. In
our example, we select this item.

Obtain an IP address automatically:
Click this button to allow the system to
get an IP address automatically.

WAN IP Address, WAN Subnet
Mask, and Default Gateway:

When choosing Use the following IP
address, you have to key in the IP
address, the subnet mask, and the
default gateway provided by your ISP
for the WAN interface.

While you choose to obtain the IP
address automatically or use specific
IP address, you have to decide
whether to select Obtain DNS server
address automatically or Use the
following DNS server address and
enter the information provided by you
ISP.

Check Enable NAT if necessary.
Press Next to continue.

Primary IP Address & Subnet Mask:
Key in the IP address and the subnet
mask that provided by your ISP for
LAN interface, e.g., 192.168.1.1 and
255.255.255.0, respectively.

MTU: Please refer to PPPoA/ PPPoE.

DHCP Server On:

Check this item if DHCP service is
needed on the LAN. The router will
assign IP address and gateway
address for each of your PCs. Enter
the information for Start IP, End IP
and Lease Time if you enable this
function. The default value for lease
time is one day.

DHCP Server Off:
Check this item if DHCP service is not
needed on the LAN; like our example.

Configure Internet Connection - Connection Type

Select the protocol and encapsulation type with the ATM PWC that your ISP has
instructed you to use.

Protocal: O PPP aver ATM (PPPOA)

) PPP over Ethernet (PPPOE)
O IP over ATM (IPoA)
& Bridaing

Encapsulation Type: | LLC/SNAP

Configure Internet Connection - WAN IP Setting

Enter information provided to you by your ISP to configure the WAN IP settings.

@ Maone
© Obtain an IP address automatically
O Use the following IP address:

WAN IR Address:

WAN Subnet Mask:

Default Gateway:

The default setting is none, while
selecting Obtain an IP address
automatically or Use the following
IP address, the DNS setting appears,
shown as the figure below.

Configure Internet C - WAN IP Setting

Enter information pravided ta you by your ISP to configure the WAaN IP settings.

O None
(® Obtain an IP address automatically
O Use the following IP address:

WAl IP Address:

WAl Subnet Mask:

Default Gateway:

(& Obtain DMS server address automatically
O Use the following DNS server addresses:
Primary DMNS server:
Secondary DNS server:

Enahle NAT

Configure LAN side Settings
Enter the ADSL router IP address and subnet mask for LAN interface and then enable DHCP
server on LAN interface to provide [P address settings for your computers.,
Primary [P Address: 192.168.1.1
Subnet Mask: 255.255.255.0
[0 configure secondary IP address and subnet mask
MTU: 1500 | (default: 1500)
© DHCP Server On  Start 1P

End IP:

Lease Time: days hours minutes
@ DHCP Server Off
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You can check the settings on the
Summary page now.

If you find anything incorrect, click
Back to modify the settings.

If everything is OK, click Finish to
accept these settings.

And the following page will appear.

Now, the system will reboot to activate
the new settings that you have done in
this section.

Please wait for 2 minutes before
restarting the router.

This Internet Connection -- Summary
Make sure that the settings below match the settings provided by your ISP.

Internet (WAN) Configuration:
¥PI § ¥CI 0/3s
Connection Type Bridge LLC/SNAP, QoS On

LAN Configuration:

Primary LAN IP 192,188.1.1 / 255.255.255.0

Secondary LAN IP 0.0.0.0 / 255.255.255.255

DHCP Server Off

Click "Finish" to accept these settings, and rebaot the systerm, .
Clck "Btk tn ke sy modCaons
Reboot ADSL Router

The ADSL router has been configured and is rebooting.

Close the ADSL router Configuration window and wait for 2 minutes before reopening your
web browser, If necessary, reconfigure your PC's 1P address to match your new
configuration.

76



Chapter 4: Web Configuration

Status

Overview

This page displays the current status for the ADSL connection, including the period
of activating the router, ADSL speed, and the information about LAN IP address,
default gateway, DNS server, firmware version, boot loader version, wireless driver
version, wireless BSSID, and Ethernet MAC address. The system status will be
different according to the settings that you configured in the web pages.

Device Information

This information reflects the current status of your ADSL router,

System Up Time
ADSL Speed (DS/US)
LAMN IP Address
Default Gateway
Primary DNS server

Secondary DNS server

Firmware Yersion
Boot Loader Yersion
ADSL Driver Yersion

Wireless Driver Yersion

Wireless BSSID
Ethernet MAC Address
USB MAC Address

Memory Size

00:00:06:17
7616/832 Khps
192.168.1.1
10.11.95.233
168.95.1.1
168.05.192.1

3.61]
1.037-6.8.4
AZpBO2Zc.d20d

3.131.35.4.cpel.0 (Wireless is
enahbled)

00:11:F5:80:30:D5
00:11:F5:80:30:D2
00:11:F5:80:30:D3
4MB Flash / 16MB SDRAM
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ADSL Line

This page shows all information for
ADSL.

For knowing the quality of the ADSL
connection, please click ADSL BER
Test button to have advanced
information.

Click More Information hyperlink to
see more detailed information about
ADSL Line Status.

ADSL BER Test

This test determines the quality of the
ADSL connection. It is done by
transferring idle cells containing a
known pattern and comparing the
received data with this known pattern
to check for errors.

After selecting the test duration time
and click Start, the following dialog
appears to tell you the test is running.
You can stop the test by clicking Stop
or close this dialog window by
pressing Close.

When the test is over, the result will be
shown on the following dialog window
for your reference. Click Close to
close this window.

ADSL Line Status

Current ADSL line status is displayed as the below.

Line Mode G.DMT Line State Show Time
Latency Type Interleave Line Up Time 00:01:21:44
Line Coding Trellis On Line Up Count 1

Statistics Downstream Upstream

Line Rate 7616 Kbps 832 Kbps

Attainable Line Rate 11328 Kbps 1224 Kbps

Moise Margin 22.2de 14.0 dB

Line Attenuation 2.0dB 2.0dp

Output Power 7.7 dBm 11.9 dBm

Mare Information

ADSL BER Test

2 hitp:/7192.168.1. /berstart isi?berState=0 - Microsott... [T |51 5]

ADSL BER Test - Start

The ADSL Bit Error Rate (BER) test determines the
guality of the ADSL connection. The test is done by
transferring idle cells containing a known pattern and
comparing the received data with this known pattern to
check for any errors.

Select the test duration below and click "Start",

Tested Time (sec): |20

a

3 hitp:#192 168_1_1/berrmn tst?her Time=201 - Microsof. ..

ADSL BER Test - Running

The ADSL BER test is in progress, The connection speed
is 7616 Kbps. The test will run for 20 seconds.

Click "Stop"” to terminate the test.

3 hitp:/1192 1681 _1/berstop tst - Microzoft Internet Ex.__

ADSL BER Test - Result

The ADSL BER test completed successfully.

Tested Time 20

Total Transferred Bits 137950464
Total Error Bits 0

Error Ratio 0.00e+00
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Internet Connection

This page displays the connection Intornet Gonnection
|nf0rmat|0n for your rOutel’, SuCh aS the Current Internet connections are listed below.
PVC name, VPI/VCI value, service PYCName  VPI/VCI Category Protocol NAT QoS WAN IP Address | ,Siows s

category, protocol, invoking NAT and ~ serseosaz) oes  ver [T, on | on | 1003653 |5g05%50
QoS or not, IP address, linking status,
and so on.

Traffic Statistics
This table shows the records of data

Traffic Statistics

gOing thrOUgh the LAN and WAN The statistics of user data going through your ADSL router are listed below,

H H Received Transmitted
Interface For eaCh Interface’ Lutoriace Bytes Packets |Errors |Drops Bytes Packets Errors |Drops
mulative totals are displ d for Ethernet |34307487 64762 |0 0 38009559 (62133 |0 0

cumulative totals are displayed 10
: : usB i i D D D i i i
Received and Transmitted. i N o e e o
WAN 30190656 47126 |0 D 34308656(51247 |0 i

You may click Reset to reset the
amount.

DHCP Table

This table shows all DHCP clients who  BHce Table

get the'r IP addresses from your ADSL Ehlljse devices which get their IP addresses from your DSL Router are listed
elow.

Router. For each DHCP client, it

Host Name | MAC Address IP Address | Lease Time
shows the Host Name, MAC cN 00:C1:26:04:60:28 | 192,168.1.2 | 00:23:55:31
Address, IP Address and the Lease
Time.

Wireless Clients

This table shows the MAC address for wireless Clients Table
all of the wireless LAN clients CUFFenﬂy All of wireless LAN clients currently associated to your ADSL
associated to your ADSL Router. router are listed below,

MNOTE: The list below might include wireless clients which are no
longer connected to your ADSL router, You need to wait
for a few seconds for the list to be fully updated.

MAC Address  On-line Time

Routing Table
This table shows the routing rules that ReutingTable

your router uses. All of current routing rules in your ADSL router are listed below.
Destination MNetmask Gateway Interface Metric
10,11.95,233  255.255.255.255 | 0.0.0.0 pppoe_0_39_1 |0
192.168.1.0 255.255.255.0 0.0.0.0 bro 1]
0.0.0.0 0.0.0.0 10,11.95.,233  pppoe_0_39_1 0

ARP Table

This table shows the IP address ARP Table

record for IP-to-Physical translation in  the 1rto-physical address translation entries recorded in your

your router. ADSL router are listed below,

IP address Physical Address | Interface Type
192.168.1.2 00:C1:26:04:69:28 | brO Dynamic
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Advanced Setup

Local Network — IP Address

This page is the same as you can see on the Configure LAN side Settings page
while running the Quick Setup. It allows you to set IP Address and Subnet Mask

values for LAN interface.

Primary IP Address:

Key in the first IP address that you
received from your ISP for the LAN
connection.

Subnet Mask:

Key in the subnet mask that you
received from your ISP for the LAN
connection.

Host Name:
List the host name of this device.

Domain Name:
List the name of the domain.

Configure the secondary IP
Address and Subnet Mask:

Check this box to enter another set of
IP Address and Subnet Mask to
connect to your router if they are not
included in the range that DHCP
server accepts.

After checking this box, the secondary
IP address and subnet mask entries
will show up, as shown in the right
figure.

Secondary IP Address & Subnet
Mask: Enter the information provided
by your ISP for your LAN connection.

MTU:

It means the maximum size of the
packet that transmitted in the network.
The packet of the data greater than
the number set here will be divided
into several packets for transmitting.
Type the value into the field of MTU.
The default setting for LAN
configuration is 1500.

Apply:
Click this button to activate the
settings listed above.

LAN IP Address Configuration

Enter the ADSL router IP address and subnet mask far LAN interface.

Primary IP Address: 192.168.1.1
Subnet Mask: 255.255.255.0
Host Mame: RTA1025W
Domain Name: home

[] Configure secondary IP address and subnet mask,

MTU: 1500 | {Default: 1500)

Mew settings only take effect after your ADSL router is rebooted, If
Apply necessary, reconfigure your PC's IP address to match new settings.

LAN IP Address Configuration

Enter the ADSL router IP address and subnet mask for LAN interface.

Primary IP Address: 192.168.1.1
Subnet Mask: 255.255.255.0
Host Name: RTALDZSW
Dornain Name: haorme

jCUnﬁgure secondary IP address and subnet mask,

Secondary IP Address:
Subnet Mask:

MTU: 1500 | {Default: 1500)

Mew settings only take effect after your ADSL router is rebooted. If
Apply necessary, reconfigure your PC's IP address to match new settings.
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Local Network — DHCP Server

This allows you to set DHCP server on LAN interface.

DHCP Server On:

Check this item if DHCP service is
needed on the LAN. The router will
assign IP address and gateway
address for each of your PCs.

You have to key in Start IP Address,
End IP Address, and Lease Time.
The default lease time is 1day.

Relay On:

Click this button to have a relay
setting. And type the Server IP in the
IP field.

When the DHCP server is served by
another device rather than the router
itself, you can relay to that specific
server and enter the IP address of it,
as 10.11.95.2 in our example.

Server and Relay Off:
Check this item if DHCP service isn’t
needed on the LAN.

Apply:
Click this button to activate the
settings listed above.

You can reserve one specific IP
address for a certain PC for particular
purpose. Simply add a mapping entry
of MAC address & IP address for that
PC by pressing the Reserved IP
Address List button. The window as
the one shown in the right column will
appear.

Click the Add button to open another
dialog window, shown as the right. On

PC’s MAC Address and Assigned IP

Address boxes, please type the
correct information according to your
need and click Apply.

DHCP Server Configuration

Enabling DHCP Server on LAN interface can provide the proper IP address settings
to your computer.

& DHCP Server On Start IP: 192.168.1.2
End IP: 192.168.1.254
Lease .
Time: 1 days [0 hours |0 minutes

[ Reserved IP Address List ]

O Relay On Relay to Server IP:

O server and Relay Off

Mew settings only take effect after the router is rebooted, If
Apply r\ecessary, reconfigure your PC's 1P address ta match new ssttings.

DHCP Server Configuration

Enabling DHCP Server on LAN interface can provide the proper IP address settings
to your computer.

© DHCP Server On Start IP:

End IF:

Lease

Time: days hours minutes
® Relay On Relay to Server IP: 10.11.95.2

O server and Relay Off

Mew settings only take effect after the router is rebooted. If
Apply necessary, recaonfigure your PC's IP address to match new settings.

2 hitp:41192 1601 Iiviewdhoprelist himl - Microsoft Internct Explo... [0 || 21 (€]

Reserved IP Address List

You can reserve one specific [P address for a certain PC by adding
the mapping entry hetween MAC address and 1P address.

MAC Address IP Address Delete

2 hitp://192.168.1 1 /dhepmactlt him] - Microsoft Internet Explorer = |1 [5%]

Add a new reserved IP address entry

PC's MAC Address:
{2.0,,00:90:96;01;24:3R)
Assigned IP Address:
(e.g,192,168.1.2)
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The information added will be shown 2 hitp//192 1681 Iviewdheprelist cgiichec kNum=7174 2dhepresti... 2] 51 (5]
on the window right away, as the right | ...orved 1p address List
figure illustrates. That is, the specified

fou can reserve one specific [P address for 3 certain PC by adding

address W|” be reserved and not be the mapping entry between MAC address and 1P address.
assigned by DHCP for other MAC Address 1P address | Delete
computer(s). 00:90:96:01:24:38 192.168.1.2 ]
You may click Add button to add

another set or click Close to exit.

Local Network — UPnP

The UPnP is only available for Windows XP. If you are not a Windows XP user, you
may ignore this page.

Enabling the UPnP IGD and NAT UPnP Configuration
traversal func“on aIIOWS the users to Enahling the UPNP IGD and NAT Traversal function allows the users to perform

more applications behind WAT without additional configuration settings or ALG

perform more applications behind NAT  =uppert an yeur 40sL router.

without additional configuration Enable UPnP
settings or ALG support on your ADSL
Router.

You can enable the UPnP function
through this web page by checking
Enable UPnP and press Apply.

Local Network — IGMP Snooping

Traditionally, IP packets are transmitted in one of either two ways - Unicast (1 sender
to 1 recipient) or Broadcast (1 sender to everyone on the network). Multicast delivers
IP packets to just a group of hosts on the network.

Without IGMP snooping, multicast traffic is treated in the same manner as broadcast
traffic, that is, it is forwarded to all ports. With IGMP snooping, multicast traffic of a
group is only forwarded to ports that have members of that group. IGMP snooping
generates no additional network traffic, allowing you to significantly reduce multicast
traffic passing through your switch.

The figure below shows a simple network connected via this ADSL router. There are
four Ethernet clients, one using USB, and two wireless clients.

Video Server

.
I

ADSL Router

‘ =

Ethernet UsSB Wireless

Now suppose the video server is the multicast transmitter and host A and D are
multicast receivers. If we do not turn on the IGMP snooping function, the router will
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forward the multicast traffic to all hosts on all interfaces and consequently block and
interrupt the traffic of USB and wireless users, shown as the following figure.

Ethernet

@R —

ADSL Router

USB Wireless

Video Server

Multicast traffic

18
A
=%

|

Y

-

When IGMP snooping is invoked, it makes the system aware to establish the best
path for multicast service to save LAN bandwidth. Refer the figure below, just as
desired, only host A and D will actually receive multicast traffic when IGMP snooping

is enabled.

IGMP Snooping Enabled

ADSL Router

= BB

Video Server

Multicast Traffic

=/

Ethernet uUsB Wireless

While IGMP snooping is enabled, the IGMP packets will be monitored, the
membership information will be recorded and processed, and the multicast traffic will
only be forwarded to those LAN interfaces, such as Ethernet, Wireless, and USB,
which are bonded to the subscribed multicast groups. Thus it helps to save the
bandwidth and helps the devices to perform more effectively.

Check Enable IGMP Snooping and
click Apply to invoke this function.

When IGMP Snooping is enabled, you
can check the box below to filter out
multicast packets which will be sent to
your local network if no user plays
multimedia movies.

If the PVC you're using is NAT
enabled, remember to turn on the
IGMP Proxy at the same time. Please
refer to Internet — IGMP Proxy for
more information.

IGMP Snooping Configuration

wWith IGMP snooping, the IGMP packets will be monitored, the membership information
will be recorded and processed, and the multicast traffic will only be forwarded to

those LaN ports which are bonded to the subscribed multicast groups.

IGMP Snooping: O Disabled & Enabled
[ Filtering out multicast packets which will be sent to your

local netwark if no users play multimedia movies
oy

Note that the IGMP proxy must be enabled
first. If the IGMP Snooping function is not
available as shown in the following figure,
you have to enable the IGMP Proxy first.
IGMP Snooping Configuration
With IGMP snooping, the IGMP packets will be monitored, the membership information

will be recorded and processed, and the multicast traffic will only be forwarded to
those LAN ports which are bonded to the subscribed multicast groups.,

Warning: To enable IGMP snooping, you must enable IGMP proxy first.
IGMP Snooping: Disabled Enabled
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Internet — Connections

To set WAN settings for each service, please open Advanced- Internet. This page
allows you to edit, to remove, or to add WAN settings.

If you C“Ck the COHneCt hyperllnk Internet Connection Configuration
- Choose &dd or Edit to canfigure Internet connection
under the PVC Name |tem, the System Choose Finish to apply the Ehaﬂges and reboot the system,
W|” connect to WAN automatica"y_ |f PVYC Name | VPI/VCI Category Protocol NAT QoS WAN IP Address MTU | Edit

the WAN connection is OK, you can popoe_0_39%1 wae VBR | Ceap O On | Auto assigned 1482 % [

check the detailed information directly. -t syl Lty gt o o et e o e

You can add new PVC(s) by clicking
the Add button, edit the settings for

the present PVC by clicking®- in the
Edit column, or delete the existing
PVC by pressing (@ icon.

Adding a New One
To add a new WAN connection, please click the Add button. The following screen
appears.

VPl (V| rtu al Path |d entlfl er) Configure Internet Connection -- ATM PYC
Identlfles the Vll’tua| path between Please enter WPI and VCI numbers for the Internet connection which is provided by yvour ISP,
endpoints in an ATM network. The vens__(0-2s5)

VCID |35 (32-65535)

valid range is from 0 to 255. Please
refer to the value that your ISP
provides.

VCI (Virtual Channel Identifier):
Identifies the virtual channel endpoints
in an ATM network. The valid range is
from 32 to 65535 (1 to 31 is reserved
for well-known protocols). Please refer
to the value that your ISP provides.

Service Categary: UBR Without PCR +

Service Categ 0 ry: Configure Internet Connection —- ATM PYC
It deCIdeS the SIZG and rate for the Please enter VPI and WCI numbers for the Internet connection which is provided by your ISP,
packets of the data in different service 7, ==

type. There are five categories

provided here for your selection,
shown as the drop-down menu in the
right column. Beatime VER

If you select UBR with PCR or CBR,
you have to offer the value for the
peak Ce” rate Configure Internet Connection -- ATM PYC

Service Category UBR Without PCR v

Please enter WPI and WCI numbers for the Internet connection which is provided by your ISP,

If you choose Non Realtime VBR, or .. ;oo
Realtime VBR, you have to key in the vl Jzesss)

Value for the peak Ce” rate, Service Category: MNon Realtime YBR v

sustainable cell rate, and maximum pesk cellmate: [0 caljs(1-3500;

burst size. Sustainable Cell g celljs{1-2499)
Maximum Burst Size: |0 cells(1-1000000)

As you can see in the right figure, the

range for Peak Cell Rate is from 1 to
2500; the value for Sustainable Cell

Rate ranges from 1 to 2499 and must

be smaller than Peak Cell Rate, and

the range for Maximum Burst Size is

from 1 to 1000000.
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After pressing Next, you will see the
web page listed as the right one.
Choose the protocol that you would
like to use. (Here provides the
example for PPPoA.)

Please refer to Quick Setup for more
information if you don’'t know how to
set the configuration.

You can check Enable QoS to
improve performance for selected
applications. More detailed information
for QoS will be introduced in later
instruction.

If you choose PPPoE (or Bridging),
you will see the option for 802.1Q
VLAN Tagging.

802.1Q VLAN Tagging:
802.1Q-compliant switch ports can be
configured to transmit tagged or
untagged frames. A tag field
containing VLAN (and/or 802.1p
priority) information can be inserted
into an Ethernet frame. If a port has an
802.1Q-compliant device attached
(such as another switch), these
tagged frames can carry VLAN
membership information between
switches, thus letting a VLAN span
multiple switches. However, it is
important for network administrators to
ensure ports with
non-802.1Q-compliant devices
attached are configured to transmit
untagged frames. Many NICs for PCs
and printers are not 802.1Q-compliant.
If they receive a tagged frame, they
will not understand the VLAN tag and
will drop the frame. Also, the
maximum legal Ethernet frame size for
tagged frames was increased in
802.1Q (and its companion, 802.3ac)
from 1,518 to 1,522 bytes.

After checking Enable 802.1Q VLAN
Tagging, you will have to enter a
VLAN ID, as shown in the figure.

VLAN ID:

The VLAN Identifier is a 12 bit field. It
uniquely identifies the VLAN to which
the frame belongs to and can have a
value between 0 and 4095.

Click Next to continue.

Configure Internet Connection - Connection Type

Select the protocol and encapsulation type with the ATM PVYC that your ISP has
instructed you to use.

Protocal: @ PPP over ATM (PPROA)
O PPP over Ethernet (PPRoE)
O 1P over ATM (IPos)
O Bridging

Encapsulation Type: | WC MUx  »

Enable Qos

Enabling 1P QoS for a PYC can improve performance for selected classes of
applications. Please assign the priorities for various applications from the

Advanced...|Quality of Service menu. Be aware that I[P oS also consumes system

resources, the number of created PYCs will be reduced consequently.

Configure Internet Connection - Connection Type

Select the protocol and encapsulation type with the ATM PVC that your ISP has
instructed you to use.

Protocal: ) PPP over ATM [PPPoA)
@ PPP over Ethernet [PPPOE)
O 1P aver ATM (IP0A)
O eridging

Encapsulation Type: | LLC/SNAP v

Enable Qos

Enabling IF QoS for a PYC can improve performance for selected classes of
applications. Please assign the priorities for various applications fram the

Advanced...|Quality of Service menu. Be aware that IF QoS also consumes system

resources, the number of areated PYCs will be reduced consequently.

{[/] Enable 802.10 VLAN Tagging

WLAN ID: [0 (range: 0 ~ 4095)

Notice that 802.1Q VLAN
Tagging function can only be
invoked under PPPoE and
Bridging Mode; the system will
not provide this option while
setting PPPoA or IPOA mode.
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The WAN IP Settl ngS page Wl” dlﬁer configure Internet Connection - WAN IP Settings

Sl|ght|y aCCOrd”’]g to the prOtOCOI that Enter information provided to you by your ISP to configure the WAN IP settings,
yOU Choose The graphlc |S the one & Obtain an IP address automatically

that you will see if you choose the © e the foloving I acdres,

PPPoE mode in the previous step.

You can select Enable NAT or change [ &nable et

the MTU value according to your
Add Default Route
needs.

MTU: |1492 | (default: 1492)
Add Default Route:
Check this item to add a default route.
1 1 Configure Internet Connection - PPP User Name and Password
The'next'flgure following the \_NAN L connection, please erter PP user name and
Settings in the PPPOE mode is shown  password that your 1sP has provided.
at the right. You may refer to the pep USBfNaTi
H . . PPP P :
Quick Setup for further information. e

Session established by: ) always on
@ Dial on Demand

Disconnect if no activity for |20 minutes
¢ Manually Cannect
Disconnect if no activity for minutes

|f you Choose |P over ATM from the Configure Internet Connection - WAN IP Settings
CO n nectio n Type Web page yOU WI” Enter information provided to vou by vour ISP to configure the WaN IP settings.

© None
get a Web page as the ﬁgure_ () Obtain an IP address automatically
® Use the following IP address:
You may refer to Qu|Ck Start _ WAN IP Address: 10.11.05.233
. . WAN Subnet Mask: | 255.255.255.248
Connection Type — IPoA section for s
more information Obtain DMNS server address automatically
' ® Use the following DNS server addresses;
Add Default Route Primary DNS server: 168.95.1.1

Secondary DNS server:

Check this item to add a default IPoA
Enahle NAT

route.
Add Default Route

For example, after rebooting your Routing Table
I’OUter, the default route will be shown &l of current rauting rules in your ADSL router are listed below.
on the Routing Table under Status

X Destination Netmask Gateway Interface Metric
menu, you may check it. 10.3.95.233 | 255.255.255.255 0.0.0.0 | pppoe_0_39_1 0
10,295,232 | 255.255.255.248 | 0.0.0.0 ipoa_0_32 u}
192,168.1.0 | 255.255.255.0 0.0.0.0 bro u]
|o.0.00 0.0.0.0 0.0.00 | ipoa_0_32 1
If you choose Bridging from the Configure Internet Connection - WAN IP Setting
COH neCtIOI’l Type Web page you W|” Enter information provided to you by your ISP to configure the WaN IP settings.
. : & Mone
get a web page as the figure listed at & ourin an 1 address autometicaly
the r|ght Side. ) Use the following 1P address:

WaN IP address:

Please refer to Quick Setup for more WAN Subnet Mask:

|nf0rmat|0n Default Gateway: — —
After configuring the WAN IP Setting ™ nternet connection =~ Summary
page press NeXt and then you W|” Make sure that the settings below match the settings provided by your ISP,
see the SummarQ page Enable this Internet Connection
Internet {WAN) Configuration:
Check the information displayed here. ¥pr/vc 0/38
Service Category UBR
Enable this Internet Connection: “oecionTipe  FRPCATL N, Mways On e on
I nahle
CheCk the bOX to enable thls Internet WAN IP Address Autornatically Assigned
COI’]neCtlon or uncheck |t to d|Sab|e Default Gateway Automatically Assigned
thls Settln . YOU ma Chan e thls DNS Server Automatically Assigned
’ ¢ J %, Click "8E0K" 16 ke sy modfeatans.

setting by press the Modify icon *on
the Advanced — Internet Connection
Configuration page and click Next until
the summary page is displayed.
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Internet — DNS Server

If Enable Automatic Assigned DNS checkbox is selected, this router will accept

the first received DNS assignment from one of the PPPoA, PPPoE or MER/DHCP
enabled PVC(s) during the connection establishment. If the checkbox is not selected,
it is necessary for you to enter the primary and optional secondary DNS server IP
addresses. Finish your setting and click the Apply button to save it and invoke it.
Enable Automatic Assigned DNS: DS server Canfiguration

If Enable Automatic Assigned DNS checkbox is selected, this router will accept the first

Check thls bOX to enable thlS fu nCthn, received DNS assignment from the PPPaa, PPPAE ar MER/DHCP enabled PYC(s) during the
. . . connection establishment, If the checkbuxlls nut”se\ected, enter the primary and optional

or uncheck th|s boX to d|sab|e |t The secondary DNS server IP addresses. Click "Apply" to save it,

default setting is checked. When thiS 5 enasie automatic assignes ons

function is disabled, you have to offer . ... eemsa

the Primary DNS server and Secandary DNS server:

Secondary DNS server.
Y L e e e

sutomnatic assigned DNS addresses.

If you are satisfied with the settings,
click Apply.

Internet — IGMP Proxy

The Internet Group Management Protocol (IGMP) is an Internet protocol that
provides a way for an Internet computer to report its multicast group membership to
adjacent routers.

Wireless

ISP BRAS

//_.‘
Ethernet 7~ ADSL Router
IGMP Proxy

: . Telephone

/ Line
UsSB

H

A,

The hosts interact with the system through the exchange of IGMP messages. When
you want to configure IGMP proxy, the system will interact with other routers through
the exchange of IGMP messages. However, when acting as the proxy, the system
performs the host portion of the IGMP task as follows:

»  When being queried, the system will send membership reports to the group.

»  When one of the hosts joins a multicast address group which none of other
hosts belongs to, the system will send unsolicited membership reports to that
group.

»  When the last host in a particular multicast group leaves the group, the system
will send a leave group membership report to the router’s group.

|nternet Connection- IGMP Proxy Configuration
This field displays the internet e i iEmadia viaa o AEle) WEIGh <o ram the Seroer on the oreraen
connection(s) that set in this router.
Internet Connection IGMP Proxy Enabled
IGMP Proxy Enabled: PppoE_0_39_1

Check this box to enable this function
or uncheck this box to disable this
function. To invoke the IGMP Snooping function,

After finish the settings, click Apply. the IGMP Proxy must be enabled first.
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Internet — ADSL

Enable ADSL Port: ADSL Settings
Check this box to enable this function. Enable ADSL Port
It simply invokes the line mode that
you choose here for the router.

Select the support of line modes:

Select the support of line modes:

There are several selections, and you  _..uiity cnabied: Bitswap
may select them according to the line

modes supported by your ISP and

your needs.

Capability Enabled:
Two items are provided here for you to
choose.

Bitswap:

It is a mandatory receiver initiated
feature to maintain the operating
conditions of the modem during
changing environment conditions. It
reallocates the data bits and power
among the allowed carriers without
modification of the higher layer control
parameters in the ATU. After a bit
swapping reconfiguration, the total
data rate and the data rate on each
latency path is unchanged. Check this
box to enable the function. If not,
uncheck this box to close the function.

Seamless Rate Adaptation:

It enables the ADSL2/ ADSL2+ Router
to change the data rate of the
connection while in operation without
any service interruption or bit errors.
Check this box to enable the function.
If not, uncheck this box to close the
function.

G.dmt
ADSLZ

[ annex M

G lite T1.413

READSLZ ADSLZ+

[ seamless Rate Adaptation
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IP Routing — Static Route

The table shows all static route status and allows you to add new static IP route or
delete static route. A Static IP Routing is a manually defined path, which determines
the data transmitting route. If your local network is composed of multiple subnets,
you may want to specify a routing path to the routing table.

Destination Network Address:
Display the IP address that the data
packets are to be sent.

Netmask, Gateway, WAN Interface:
Display the subnet mask, gateway,
and WAN interface information that
the transmitting data will pass through.

Delete:
Allow you to remove the static route
settings.

Adding a New One

Static Route

Current static routes:

Destination Netmask Gateway WAN Interface Delete

Add

This page shows all the routing
table of data packets going
through your ADSL Router.

To add a static route, please click Add. Type the destination network address,
subnet mask and gateway that you received from the ISP and click Apply.

IP Address:

The destination IP address of the
network indicates where data packets
are to be sent. You may specify an IP,
type 0.0.0.0, or leave it blank.

Netmask:

Enter the subnet mask that you got
from the ISP, type 0.0.0.0 or leave it
blank.

Gateway IP Address:

Click this button to forward packets to
the specific gateway. Key in the
gateway IP address that you want to
use.

WAN Interface:

Click this button to forward packets to
a specific WAN interface. Choose one
from the drop-down menu.

Remove Static Route

If you don’t want the static route that
you created, please click the Ml icon in
the Delete column from the table.

A dialog window will appear to confirm
your action. Click OK to remove the
static route, or click Cancel to keep
the setting.

Add New Static Route

Enter the Destination Network Address, Netmask, Gateway or available WAN interface then
click "Apply" to add the entry ta the routing table.

Destination Network (For default route, type 0.0.0.0 or leave blank)

1P address:
Metmask:

Forward Packets to

@ Gateway IP Address:

O wan Interface; pppoe_0_39_1 +

For example, type 192.168.1.1 in
the field of the gateway IP address
and leave the destination network
blank.

Click Apply to view the routing result.

Static Route

Current static routes:

Destination Netmask Gateway WAN Interface Delete

0.0.0.0 0.0.0.0 192.168.1.1 [ﬁ]]

wad
Microsoft Internet Explore x|

o~
? Are you sure ko delete this entry 7
Cancel |
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Example — Static Route
Here provides you an example of Static Route.

192.168.1.1 10.1.1.1 _Internet
g — .
192.168.1.x l ADSL

Router

192.168.1.254

Router B

For the LAN shown above, if the PC in the subnet of 192.168.1.x wants to access
the PC in the subnet of 192.168.10.x, we can set a static route in the ADSL router, in
which the destination is the PC in the subnet 192.168.10.x and the gateway is router
B. The setting would be as follows:

Destination: 192.168.10.0

Netmask: 255.255.255.0 (Standard Class C)

Gateway: 192.168.1.254 (Router B)

IP Routing — Dynamic Routing

Routing Information Protocol (RIP) is utilized by means of exchanging routing
information between routers. It helps the routers to determine optimal routes. This
page allows you to enable/disable this function.

RIP Version: Dynamic Routing
i i i vou can enable RIP function on serveral interfaces of your ADSL router. Select
It InCOI’porates the RIP |nf0rmat|0n the desired RIP version and operation mode, then tick the 'Enabled’ checkbox

When receiving and broadcasting the E?SZE?Ebis[gfnvnggeyag;#géégppW", or leave it unticked if you would like to
RIP paCketS' From the d_rop dOWI’] Interface RIP Version | Operation Mode Enabled

menu, select a RIP version to be Lan T 3 e O
accepted, 1, 2 or both.

pppoe_0_39_1 Both v Passive ¥ O

Operation:
There are two modes for you to

choose, Active and Passive. Select
Active for transmitting and receiving
data, or select Passive for receiving
data only.

Enabled:

Check Enabled to enable the RIP
function on different interface.
Otherwise, disable this function.

Click Apply to invoke the settings set
here.
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Virtual Server — Port Forwarding

The Router implements NAT to make your entire local network appear as a single
machine to the Internet. The typical situation is that you have local servers for
different services and you want to make them publicly accessible. With NAT applied,
it will translate the internal IP addresses of these servers to a single IP address that
is unique on the Internet. NAT function not only eliminates the need for multiple
public IP addresses but also provides a measure of security for your LAN.

When the router receives an incoming IP packet requesting for accessing your local
server, the router will recognize the service type according to the port number in this
packet (e.g., port 80 indicates HTTP service and port 21 indicates FTP service). By
specifying the port number, the router knows which service should be forwarded to
the local IP address that you specified.

After setting the virtual server, you should modify the filter rule about the port and
service information which you set on the virtual server. Because the firewall protects
the router by filter rule, you should update the filter rule after you set up the virtual
server.

Virtual Server function allows you to make servers on your LAN accessible to
Internet users. Normally, Internet users would not be able to access a server on your
LAN because:

O Your server does not have a valid external IP Address.

O  Attempts to connect to devices on your LAN are blocked by the firewall in this
device.

The Virtual Server feature solves these problems and allows Internet users to
connect to your servers, as illustrated below:

192.168.1.1
(LAN IP Address)

B — [

Router
192.168.1.10 203.70.212.82 192.168.1.20
(Web Server) (WAN IP Address) (FTP Server)
Http://203.70.212.52 Ftp://203.70.212.52
(Remote PC using (Remote PC using
Web Server) FTP Server)

IP Address seen by Internet Users
Once configured, anyone on the Internet can connect to your Virtual Servers.

Please note that, in the above picture, both Internet users are connecting to the
same |IP address, but using different protocols, such as Http://203.70.212.52 and
Ftp://203.70.212.52.

To Internet users, all virtual servers on your LAN have the same IP Address. This IP
Address is allocated by your ISP. This address should be static, rather than dynamic,
to make it easier for Internet users to connect to your Servers. However, you can
use Dynamic DNS feature to allow users to connect to your virtual servers by using
a URL, instead of an IP address.
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IP addresses can be automatically redirected to local servers configured with private
IP addresses. In other words, depending on the requested service (TCP/UDP port
number), the router redirects the external service request to the appropriate server

(located at another internal IP address).

Add New Port Forwarding

To set a virtual server, please open the
Virtual Server item from the
Advanced setup menu.

To add a new Port Forwarding, please
click Add from the Port Forwarding
web page.

Pre-defined:

Choose one of the service types from
the first drop-down list, such as
Audio/Video, Games, and so on. In
the second drop-down list, choose the
name of the application that you want
to use with the type that you select in
the first list.

For example, if you choose
Audio/Video in the first field, the
corresponding contents of the second
field would be like the drop-down list
shown as the following figure.

User defined:

Type a new service name for building
a customized service for specific
purpose.

There are three lines that you can
enter settings into on this page. If you
need more lines, just apply the
settings and then add a new port
forwarding rule.

From Internet Host IP Address:
Select the initial place for port
forwarding. If you choose SINGLE, a
box will appear for you to fill in the IP
address for the specific host. And, if
you choose SUBNET, the boxes for IP
address and Netmask will appear for
you to fill in the IP address and subnet
mask for the specific subnet.

Forward to Internal Host IP
Address:

Key in the address for the host used
as the destination that information will
be forwarded to.

Port Forwarding

Create the port forwarding rules to allow certain applications or server
software to wark on your computers if the Internet connection uses NAT.

— External Packet Internal Host
Application Name Delete
IP Address | Protocol | Port 1P Address Port

Add

Add New Port Forwarding Rule

Application Name:

® Pre-defined: Lmdic/Video v Camerades v
O User defined:

From Internet Host IP Address: ATL v

Forward to Internal Host IP Address:

Apply
@ Pre-defined: Audiofvideno v | |Media Player7
& User defined: | Audiofvideo | |Gamerades
Gares GMUtella
Messaging/Conferencing |stream'ideo2HP

Kalas

Media Player 7
RealAudio
RealPlayer 8 Flus
SoutCast

Add New Port Forwarding Rule

Application Name:

O pre-defined:
@ User defined:

From Internet Host IP Address: ALL v
Forward to Internal Host IP address:
By using the rules:

External Packet Forward to Internal Host

Protocol
Port Start Port End Port Start Port End

TGP B
TCP e

TCR R

From Internet Host IP Address:

Forward to Internal Host IP Address; SINGLE 1
SUBNET

From Internet Host IP Address; SINGLE v | IP addr;

1P Addr:
From Internst Host IP Address: SUBNET »
Metmask:
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For example, select the predefined
application name Audio/Video — Media
Player 7, set from ALL internet host IP
addresses, and forward to
192.168.1.200. Click Apply. Be sure
to reboot your router for these
changes to take effect.

The result will be displayed as the
following figure.

If you do not want the server that you
created, check the Delete box of that
application and click the Delete button
to discard it.

Or if you want to add another one,
click Add to add a new one.

Application Mame:
® Pre-defined: Audinfvideno v

O User defined:

Media Player7 v

From Internet Host IP Address; ALL ¥

Forward to Internal Host IP address: 192.168.1.200

Port Forwarding

Create the port forwarding rules to allow certain applications or server
software to work on your computers if the Internet connection uses NAT,

External Packet Internal Host

Application N Delet
PPUCAtON NAme |45 pddress | protocol | Port IP Address port o O°
Media Player 7 ALL TCP 1755 | 192.168.1.200 | 1755 O

70 - 70 -
Media Player 7 ALL upp 7000 1092.168.1.200 7000 O
Selectall [

Virtual Server — Port Triggering

When the router detects outbound
traffic on a specific port, it will set up
the port forwarding rules temporarily
on the port ranges that you specify to
allow inbound traffic. It is supposed to
increase the support for Internet
gaming, video conferencing, and
Internet telephony due to the
applications require multiple
connection.

To add a new port triggering rule, click
Add to open this web page. Then
choose an application name from the
Pre-defined list box.

The system provides 9 items for you
to choose.

Or define by yourself by typing the
name into the field of User defined.

Click Apply to complete the setting.

If you select AIM Talk, the result page
will be like the demo figure in the right
column.

You may delete the application by
checking the delete box and pressing
Delete.

Port Triggering

Port triggering funcion is a conditional port forwarding feature, When your
ADSL router detects outbound traffic on a specific port{trigger port), it will set
up the port forwarding rules temporarily on the port ranges you specify to
allow inbound traffic, This is supposed to increase the support for Internet
gaming, video conferencing, and Internet telephony due to these applications
require multiple connection,

. Trigger Open
Application Name Delete
Protocol Port Protocol Port
Add
Add New Port Triggering Rule
Application Name: & Pre-defined: AIM Talk ~
O User defined:

oy
Add New Port Triggering Rule
Application Name: & Pre-defined:

Al Talk v

O User defined:

Aczheran's Call
Calista IP Phone
Delta Force (Client/Server)

ICQ

Mapster
KetzPhore

Rainbow Six

Rogue Spear

Port Triggering

Port triggering funcion is a conditional port forwarding feature. When your
ADSL router detects outbound traffic on a specific port{trigger port), it will set
up the port forwarding rules tempararily on the port ranges you specify to
allow inbound traffic, This is supposed to increase the support for Internet
gaming, video conferencing, and Internet telephony due to these applications
require multiple connection.

L Trigger Open
Application Name Delete
Protocol Port Protocol Port
AIM Talk TCP 4099 TCP 5090 O
SelectAll [
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Virtual Server — DMZ Host

In computer networks, a DMZ (demilitarized zone) is a computer host or small
network inserted as a "neutral zone" between a company's private network and the
outside public network. It prevents outside users from getting direct access to a
server that has company data. A DMZ is an optional and more secure approach to a
firewall and effectively acts as a proxy server as well.

To close the function of DMZ Host, DMZ Host
please click Discarded. R e e i o oy s, oessd from the

To activate a DMZ host, please click T b o e e e iha | 0129t anv applcstions
Forwarded to the DMZ host radio

@ Discarded

button, and enter the IP Address of O Forwarded to the DMZ host
DMZ hOSt IP address of DMZ host:
Click Apply.

Once this feature is enabled, you must specify an IP address. It allows unrestricted
2-way communication between the specified IP address and other Internet users or
Servers.

O  This allows almost any application to be used on the specified IP address.
O  The specified IP address will receive all “Unknown” connections and data.

O  The DMZ feature only works when the NAT function is enabled.

Virtual Server — Dynamic DNS

The Dynamic DNS (Domain Name System) combines both functions of DNS and
DHCP to map a dynamic IP to a fixed domain name. This page allows you to access
the virtual servers with a domain name and password.

DynamiC DNS : Dynamic DNS Configuration

. This page allows you to provide Internet users with a name {instead of an IP
Se|eCt En able tO enable DDNS, SeleCt address) to access your virtual servers. This ADSL router supports dynamic
. . . . DMS service provided by the provider 'hitp: /fwww . dyndns.org',
D|Sab|ed tO d|Sab|e thIS fUnCUOn. "hittp: ffwewewr £z 0.com’, hitp: £ .changeip.com' or "hittp: {fwonews . no-ip.com'.

Please register this service at these providers first,

Dynamic DNS Provider:

i Dyhamic DNS: ) Disabled & Enabled
Choose a provider (DynDNS.org,
TZO.Com, ChangeIP.COm, or Dynamic DNS Provider: DynDMS. org  JNS
No-IP.com) from the drop-down list. Internat Connection: pppoe 0391 v
Internet Connection : User Name:

Password:

Select the interface from the
drop-down list that you want to use for
connecting the Internet.

Hosthame Domainkame:

Status:

User Name / Password :
Enter the user name and password
that you registered with the provider.

HostName.DomainName :

Key in the domain name or host name
that you registered. You can use
letters and dash for naming, yet other
characters are not allowed to use for
preventing from making troubles.

Status :
It displays current status.

When the setting is finished, click
Apply to invoke them, or click Cancel
if you want to discard the settings.
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Virtual Server — Static DNS

This page allows you to configure DNS mapping between Domain name and IP
address for your local hosts. In case you want to access the local servers with
domain names from the local network, you can configure the mapping information
on the page.

HOStNameDOma'nName : Static DNS Configuration

This page allows you to configure DMS mapping between name and IP address

Key in the domain name that you From kel PBEWErk, Yo 250 CoRROUIE . apRInG palaw, — —o1To T i Mae
registered at the provider. You can use Hostame.pomainname 1P address
letters and dash for naming, yet other mapped to
characters are not allowed to use for mapped o
preventing from making troubles. mapged to
mapped ta
IP AddreSS . mapped to
Key in the IP address for the domain mapped to
name to map. mapned to
mapped ta

Click Apply to upload your setting. .
pp y p y g Auu\yl -Cance\ More Mapping 3
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NAT ALG Configuration

The need for IP address translation arises when a network's internal IP addresses
cannot be used outside the network either for security reasons or because they are
invalid for use outside the network. Use of NAT (Network Address Translation)
devices allows local hosts on such private networks to transparently access the
external global Internet and enables access to selective local hosts from the outside.

ALG (Application Level Gateway) is a security component that augments a firewall or
NAT employed in a computer network. ALG allows legitimate application data to pass
through the security checks of the firewall that would have otherwise restricted the
traffic for not meeting its filter criteria. ALG application specific translation agents
allow an application on a host in one address realm to connect to its counterpart
running on a host in different realm transparently. An ALG may interact with NAT to
set up state, use NAT state information, modify application specific payload and
perform whatever else is necessary to get the application running across disparate
address realms.

Enable VPN ALG: NAT ALG Configuration

VPN ALG allows two or more

simultaneous VPN connections P AL alows 6w o mors simltanaous VPN connections throush i router
through this router. The default setting Enable SIF ALG

for VPN ALG |S enabled SIP ALG allows two oF more simultaneous YoIF phone calls made by VoIP clients

through this router.

Enable SIP ALG:

SIP ALG allows two or more
simultaneous VolP phone calls made
by VolP clients through this router. The
default setting for SIP ALG is enabled.

Transparent use of SIP-based devices in a
NAT scenario requires that modifications
be made to the SIP messages. These
modifications are performed by the ALG.

A SIP ALG provides functionality to allow
VolIP traffic to pass both from the private to

public and public to private side of the
firewall when using Network Address
Translation (NAT). The SIP-ALG inspects
and modifies SIP traffic to allow SIP traffic
to pass through the firewall so that
person-to-person SIP sessions may be
established.

Click Apply to upload your setting.
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Firewall

The firewall is a kind of software that interrupts the data between the Internet and
your computer. It is the TCP/IP equivalent of a security gate at the entrance to your
company. All data must pass through it, and the firewall (functions as a security
guard) will allow only authorized data to be passed into the LAN.

What the firewall can do? It can:

O  deny or permit any packet from passing through explicitly

O  distinguish between various interfaces and match on the following fields:
€ source and destination IP address
¢ port

To keep track of the performance of IP Filter, a logging device is used. The device
supports logging of the TCP/UDP and IP packet headers and the first 129 bytes of
the packet (including headers) whenever a packet is successfully passed through or
blocked, and whenever a packet matches a rule being setup for suspicious packets.

An example for firewall setup:

Firewall Protection I

Router ‘
PC2

This picture shows the most common and easiest way to employ the firewall.
Basically, you can install a packet-filtering router at the Internet gateway and then
configures the filter rule in the router to block or filter protocols and addresses. The
systems behind the router usually have a direct access to the Internet; however
some dangerous services such as NIS and NFS are usually blocked.

For the security of your router, set the firewall is an important issue.

Firewall — Bridge Filtering

The bridge filtering mechanism provides a way for the users to define rules to
allow/deny packets through the bridge based on source MAC address and/or
destination MAC address. When bridge filtering is enabled, each packet is examined
against the each defined filter rules sequentially, and when a matched is determined,
the packets will be blocked.

This page allows you to define the bridge packet filtering rules to block those
redundant packets with specific protocols and MAC addresses.

Choose Disabled to disable the Bridae Filtering
bridge filtering function. Click Enabled st i se: soels an st sdasses. 0 o oo o
to monitor and block redundant E:iiggien;ar:ilgstg.ﬁltering function is only available for the Internet connections of
packets.

Bridge Fittering: @ Disabled O Ensblad
To initiate the Bridge Filtering rules, Bridge Filtering
select the Enabled radio button and — 2aaesin el oot ama mac sdassee, 0 e e e
C|iCk Ap p|y ﬁ;‘ﬂ"é“ packet filtering function is only available for the Internet connections of bridging

Click Add to configure a new bridge

Ny . Bridge Filtering: O Disabled @& Enabled
filtering rule.

. . . Traffic | Internet o 0000 | Source MAC addr | DestMAC addr  Allowe | Delete
Note that the Add option is available Direction [conpection
only when there is a bridge mode PVC =

on this device.
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Select traffic direction from the drop
down menu, and check the network
interface which you want this rule to
apply on. Then, choose a protocol and
define the source or destination MAC
address which you want to control.

There are three options for traffic
direction: Outbound means from local
network to Internet; Inbound means
from Internet to local network;
Bi-direction includes both directions.

The protocols that you can choose is
listed as the right figure shows. Select
one proper protocol for this bridge
filtering rule.

For example, if we choose Outbound,
check br_0_35, select PPPOE as
protocol, and enter 00:90:96:01:2A:C3
into the Source MAC Address field,
then after clicking Apply, we will see
the result as shown in the right.

You can use Add or Delete button to
maintain the bridge filtering rules.

Firewall — IP Filtering

This page allows you to specify the IP
packet filtering rules to prevent the
services accessed from the Internet
hosts or limit the Internet access for
local hosts.

Choose Disabled to disable the
firewall function. Click Enabled to
invoke the settings that you set in this
web page.

To initiate the IP Filtering, please
select the Enabled radio button and
click Apply.

Select the direction to filter
packets:

Inbound means the data is transferred
from outside onto your computer.
Outbound means the data is
transferred from your computer onto
outside through Internet. Please
choose Outbound traffic or Inbound
traffic as the direction for filtering
packets.

To add a new Filtering rule, click Add.

Add New Bridge Packet Filtering Rule

Those packets which are matched with the rule created below will be hlocked.

Traffic Direction: Outbound ¥
frarm Iocal network to Internet

Internet Connection this filkering rule applies on:
br_0_35

Protacol: FPPoE v

Source MAC Address:
Destination MAC Address:

(e.g., 00:90:96:01:2A:C3)

If the rule with source or destination
MAC address is "00:00:00:00:00:00" or
erapty, it can be applied to all relatsd
traffic without checking source or
destination MAC address,

Traffic Direction: Duthound
‘Outhour
Protocol:

Bridge Filtering

This page allows you to specify the bridge pagcket fittering rules to block those redundant
packets with specific protocols and MAC addresses,

Bridge packet filtering function is only available for the Internet connections of bridging
mode.

Bridge Filtering: O Disabled @ Enabled Epply

Traffic Internet
Direction  Connection

Outhound  br_0_35 PPPOE 00:90:96:01:23:63 | 00:00:00:00:00:00 & O

Protocol | Source MAC addr | Dest MAC addr  Allow Delete

selectall  [J

IP Filtering
This page allows you to specify the IP packet filtering rules to prevent the

services accessed from the Internet hosts or limit the Internet access for local
hosts.

IPFiltering:  © Disabled O Enabled Apply

IP Filtering

This page allows you ta specify the IP packet filtering rules to prevent the
services accessed from the Internet hosts or limit the Internet aceess for local
hosts,

IP Fittering: O Disabled @ Enabled Apply

Select the direction to filter packets: @ Outhound traffic O Inbound traffic

Port Range
Protocol | Source IP addr Dest IP addr Allow | Edit
Start  End

Add
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This page provides some settings for
you to adjust for adding a new
outbound IP Filtering.

Allow Traffic:

Choose No to stop the data
transmission, Yes to permit the data
pass through.

Protocol:

Here provides several default policies
for security levels for you to choose. If
you don’t want to use the predefined
setting, you can use User Defined to
set a customized protocol according to
the necessity.

When you choose User Defined
setting, you have to enter a port
number in the “as” field.

Source/Destination IP address:

To specify IP address to allow or deny
data transmission, please pull down
the drop-down menu to choose a
proper one.

The setting All means that all the IP
addressed in the network are allowed
or denied to pass through in Internet.
If you choose Single, you will have to
key in the specific IP address as the
start/end point to let the router identify
for granting or denying passing
through.

If you choose Subnet, you will have to
enter the specific IP address and
netmask as the start/end point to let
the router identify for granting or
denying passing through.

Port Range:

The port range is from 0 to 65535.
Please key in the start point and end
point for the IP Filtering.

After finish the settings, click Apply.

Here provides an example shown in
the right column. Select TCP as the
Protocol type, and make the Source
and Destination IP address to
include All, then type 0 and 65535 as
the start and end port.

Add New Outbound IP Filtering Rule

Allow Traffic @ es O Mo
Protocol: TCP v

Source IP address: ALL A

Destination 1P address: ALL v

Port Range: Start End
Apply

Protocal:

Add New Outbound IP Filtering Rule

Allow Traffic @ ves O Mo

Praotocol: User Defined » as

Add New Outbound IP Filtering Rule

sllow Traffic @ ves O Mo
Protocol: TCP A

Source IP address: ALL b

Destination IP address:

Port Range: End
Add New Outbound IP Filtering Rule

allow Traffic ® ves O No
Protocol: TCP A

Source IP address: ALL v

Destination IP address: ALL v

Port Range: Start |0 End |65535
=

99



ADSL Router User Manual

A new IP filtering setting for Outbound
traffic is created in the web page. To

edit the setting, please click ™ to get
into the editing page. To delete the
setting, click @ to erase it. To set
another IP filtering, click Add again.

To add a new Inbound IP Filtering,
click Inbound traffic in the item of
Select the direction to filter packets
on the IP Filtering page. Use the
same way to add a new one as stated
above.

IP Filtering

This page allows you to specify the IR packet filtering rules to prevent the
services accessed from the Internet hosts or limit the Internet access for local
hosts.

IP Filtering: © Disabled @ Enabled

select the direction to filter packets: ® outbound traffic O Inbound traffic

Port Range .
Protocol | Source IP addr  Dest IP addr Allow Edit
Start  End

TCP ALL ALL o 65535 b7 . Eﬁ]]

Add

IP Filtering

This page allows you to specify the IP packet filtkering rules to prevent the
services aceessed from the Internet hasts or limit the Internet access for local
hosts.

IPFiltering: O Disabled @ Enabled Apply

Select the direction to filter packets: O outbound traffic @ Inbound traffic

Port Range 5
Protocol | Source IP addr | DestIP addr Allow  Edit
Start | End

Add
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Quality of Service

QoS (Quality of Service) is an industry-wide initiative to provide preferential
treatment to certain subsets of data, enabling that data to traverse the Internet or
intranet with higher quality transmission service.

There have been two generations of quality of service architectures in the Internet.
The interpretation of the Type of Service Octet in the Internet Protocol header varies
between these two generations.

The First generation: Precedence and type of service bits
The refined definition of the initial Type of Service Octet looks like this:
27 276 275 274 273 272 M 270
Precedence Type of Service Field

The Second generation: Differentiated services code point

The Differentiated Service Code Point is a selector for router's per-hop behaviors
(PHB). As a selector, there is no implication that a numerically greater DSCP implies
a better network service. RFC2474 redefined the Type of Service Octet to be:

2N 2"6 2"5 2N 23 22 2M 2”0
Differentiated Services Code Point ECT CE
The fields ECT and CE are nothing to do with quality of service. They are spare bits
in the IP header used by Explicit Congestion Natification. As can be seen, the DSCP
totally overlaps the old Precedence field. So if values of DSCP are carefully chosen
then backward compatibility can be achieved. This leads to the notions of "class",
each class being the group of DSCP with the same Precedence value. Values within

a class would offer similar network services but with slight differences. Classes were
initially defined as:

DSCP Precedence Purpose
0 0 Best effort
8 1 Class 1
16 2 Class 2
24 3 Class 3
32 4 Class 4
40 5 Express forwarding
48 6 Control
56 7 Control

Now, DSCP is what we are using for the QoS configuration on this device.

Among the classes you will see on the webpage, the BE (Best Effort) class
possesses no guaranteed rates; the CS (Class Selector) values enable backward
compatibility with the older IP-Precedence scheme ranges 0~7; the EF (Expedited
Forwarding) class is a low-loss, low-latency, low-jitter, assured-bandwidth,
end-to-end service; AF (Assured Forwarding) provides for the delivery of IP packets
in four independently forwarded AF classes, AF1x through AF4x. Within each AF
class, an IP packet can be assigned one of three different levels of drop precedence.
This class is used when a service (application) requires a high probability of packets
being forwarded, so long as the aggregate traffic from each site does not exceed the
subscribed information rate (profile). Each of the four AF classes allocates a certain
amount of forwarding resources, such as buffer space and bandwidth in each
network node. When congestion occurs, the drop precedence of a packet
determines the relative importance of the packet within the AF class.

You can start to configure the Bridge QoS/IP QoS rules on the Quality of Service
webpage for your router.
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Quality of Service — Bridge QoS

To classify the upstream traffic by
assigning the transmission priority for
different users’ data, please use
Bridge QoS to prioritize the data
transmission.

The Bridge QoS allows you to set the
settings based on layer two bridge
packets.

Traffic Class Name:
Key in a name as the traffic class for
identification.

802.1p Priority:

Each incoming packet will be mapped
to a specific priority level, so that
these levels may be acted on
individually to deliver traffic
differentiation. Please choose the
number (from 0 to 7, low to high
priority) for the 802.1p Priority.

Traffic Priority:

There are three options — Low,
Medium, and High that you can
choose. The router will arrange the
precedence for the traffic according to
the traffic priority setting here.

As for the settings for the DSCP value
and the WAN 802.1p value of the
upstream packets, they will be seen
on the WAN side.

DiffServ Class (DSCP):

DiffServ is a computer networking
architecture that specifies a simple,
scalable and coarse-grained
mechanism for classifying, managing
network traffic and providing QoS
(quality of service) guarantees on
modern IP networks. DiffServ can, for
example, be used to provide
low-latency, guaranteed service to
critical network traffic such as voice or
video while providing simple best-effort
traffic guarantees to non-critical
services such as web traffic or file
transfers.

The higher position the item appears,
the smaller DSCP value it is (i.e., BE
is the lowest while CS7 is the highest).
The corresponding DSCP value in the
IP header of the upstream packets will
be overwritten by the selected value.
The default setting is No change.

Bridge QoS
This page allows you ta classify the upstream traffic (to the Internet) by assigning the

transmission priority for various user data. Bridge QoS function prioritizes the data
transmission based on layer 2 bridge packets

Traffic Priority Traffic Conditions

Traffic Name | Priority DiffSerw Class WAN 802.1p Delete

LAN
802.1p

Add

Add New Bridge QoS Traffic Rule

2l of specified conditions in the traffic rule must be satisfied for the rule to take effect,
Traffic Class Mame:

Traffic Conditions

LaM 802.1p Priority: 0~

Assign Priority for this Traffic Rule

Traffic Priarity: Law v

DiffSery Class Mo Change % The corresponding DSCP value in the IP header of the
(DSCP): upstream packets will be overwritten by selected walue,

WaN 802.1p: No Change | The WAH B0Z.1p value of the upstream packets can be

averwritten by selected value,

Traffic Priority:

DiffServ Class | No Change v
(DSCP):

[

BE - 0x00
AF13 - 033
AF12 - 0x28
AFTT - 024
CE1-0x20
AF23 - D0l
AF22 - Dx43
AF2T - Oxdd
CE2 - 0x40
AF33 - 0x73
AF32 - 0xB3
AF3T - Oxbd
CE3 - 0x60
AF43F - 0x53
AF4AZ - 0xE3
AFAT - DxEd
CZ4 - 0x80
EF - 0xB5

C38 - 0xaAl
CE2hE - 0xCO
CE7 - 0xE0
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WAN 802.1p:

If 802.1p is enabled on Internet
connection, WAN 802.1p value of the
upstream packets can be overwritten
by the selected value. You may select
a priority from the drop-down menu.

If you set the LAN 802.1p Priority O
as the traffic condition, choose Low
traffic priority for this rule, set DSCP
as BE, and WAN 802.1p as no
change, after clicking Apply, you will
get the result as the figure in the right
column.

Thus when the users’ data matches
the traffic condition, the transmission
will get a low traffic priority.

You may check the Delete box and
press Delete to discard it, or click Add
to create more.

Quality of Service — IP QoS

To classify the upstream traffic by
assigning the transmission priority of
the data for different users, please use
IP QoS to prioritize the data
transmission.

The IP QoS allows you to set the
settings based on layer three IP
packets.

To add a new IP QoS setting, press
Add in the page of Quality of
Service — IP QoS, a page same as
the right side will appear.

Traffic Class Name:
Type a name as the traffic class for
identification.

LAN Ports which traffic come from:
The IP QoS rules will be applied on
the LAN ports you checked here. The
default setting includes all ports.

Source MAC Address& MAC Mask/
Destination MAC Address& MAC
Mask:

Key in the specific MAC Address or
MAC Mask of the devices which you
want the QoS rule to be applied to, or
simply leave it blank to include all.

Protocol:

Choose a proper interface for this
function. If you don’t know how to
select, simply use the default one.

WAN B02.1p:

0
1
2
3
1
5
151
7

Bridge QoS

This page allows you to classify the upstream traffic (to the Internet) by assigning the
transmission priority for various user data. Bridge QoS function prioritizes the data
transmission based on layer 2 bridge packets.

Traffic Priority Traffic Conditions

Traffic Name | Priority DiffServ Class WAN 802.1p LAN Delete
802.1p
H5D Low Be - Ox00 o o O
Select 2l [

IP QoS

This page allows vou to cassify the upstream traffic (to the Internet) by assigning the
transmission priority for various user data. IP QoS function prioritizes the data transmission
based on layer 3 1P packets
Traffic Priority Traffic Conditions
DiffSere | WAN LAN
Class _|802.1p Ports

Traffic

haiis Source MAC Destination MAC Pratocol | SourceIP | Dest1P

Priority Source Port | Dest Part Dot

Add

Add New IP QoS Traffic Rule
all of specified conditions in the traffic rule must be satisfied for the rule to take effect.
Traffic Class Mame:

Traffic Conditions

LN Ports which traffic come from: Ethernet USE Wireless
Source MAC Address: MAC Mask:

Destination MAC Address: MAC Mask:

Protacol: TCPAIDP »

Source IP Address: Subnet Mask:

Source Port (Start-End):
Destination IP Address: Subnet Mask:

Destination Port(Start-End):

Assign Priority for this Traffic Rule

Traffic Priority: Lowe L4

DiffServ Class No Changs | The corresponding DSCP walue in the IP header of the

(DSCP): upstream packets will be overwritten by selected valus.

WAN 802.1p: No Change |»| The WAN 802.1p value of the upstream packets can be
avernritten by selected value.

el

Protocal:
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Source IP/ Subnet Mask/ Port:

Key in the source IP address (ex.:
192.168.1.0) and subnet mask (ex.:
255.255.255.0) for the application (ex.:
FTP, HTTP, and so on) that you want
to invoke the QoS traffic rule. You may
simply enter the source port, ranging
from 0 to 65535, as the traffic
condition.

Destination IP/ Subnet Mask/ Port:
Enter the destination IP address
(ex.: 168.95.1.88) and subnet mask
(ex.:255.255.255.0) for the application
that you want to invoke the QoS traffic
rule. Or simply enter the destination
port for the traffic condition; it ranges
from 1 to 65535.

Traffic Priority/ DiffServ Class
(DSCP)/ WAN 802.1p:

Please refer to the Bridge QoS
section.

After finishing the settings, click
Apply, the new QoS setting will be
shown as the example.

According to the example, we set four
rules for IP QoS. In traffic A, we set
the destination port as 1-1024, and
the traffic priority is low; in traffic B, the
source port is from 201 to 8000, and
the priority is medium; in traffic C,
when the source IP is 192.168.1.0,
subnet mask is 255.255.255.0, the
traffic priority is high; in traffic D, when
the traffic is heading to 168.95.1.88,
the priority is high.

To delete the rules you set, simply
click the check button below Delete
item and click Delete button.

Source IP Address:
Source Port (Start-End):

Destination IP address;

Subnet Mask:

Subnet Mask;

Destination Port(Start-End):

Assign Priority for this Traffic Rule

Traffic Priority: | Low v

Diffserv Class | g Change
(DSCP):

WAN 802 1p0 | g Change ¥

IP Qos

The corresponding DSCP value in the IP header of the

upstream packets will be awerwritten by selected value.
The WAN 802.1p value of the upstream packets can be
averwritten by selected value,

v

This page allows you to classify the upstream traffic (to the Internet) by assigning
the transmission priority for various user data. IP QoS function priaritizes the data
transmission based on layer 3 IP packets.

Traffic Priority
Traffic Diffsery |WAN
Nam

o POty | sozipPorts | MAC | MAC  Protocol| o bort |DestPort

Traffic Conditions

LAN | Source |Destination Source IP | Dest IP

Delets
O
O
O
O

Selectall []

According to our example, the IP QoS configuration can be illustrated by the

following figure.

Port:
201-8000
b -
192.168.1.0 / Low
255.255.255.0 i
Router

Port:
1-1024

Internet g

168

.95.1.88

While there are many PCs
getting online, the PCs
using port 201-8000 to
access the internet will have
medium traffic priority, the
PCs carrying 192.168.1.x/
255.255.255.0 as IP
address will have high
traffic priority. In addition,
PCs heading to port 1-1024
will have a low priority, while
the PCs accessing
168.95.1.88 will have a high

priority.
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Port Mapping

This page allows you to configure various port mapping groups which contains
specific Internet connections and LAN ports. The user data will be only transmitted
and received among the interfaces in the group.

Virtual LAN Function on Ethernet:
If you click Disabled, the LAN ports
for Ethernet ports will only be shown
as an Ethernet interface.

After applying Enabled, the LAN ports
will be viewed as four separated ports
shown on the status chart like the
second figure.

Normally, this function only needed
when more than two PVCs are
available, for example, if we have two
PVCs, one uses PPPoOE and the other
uses Bridge mode, we may want to
group certain connection to a specific
port, especially when some devices
may consume higher bandwidth.

In our following demonstration, we
have two PVCs; they are
pppoe_0 39 land br_0_35.

Click Add to create a new port
mapping group.

Group Name:

Give a unigue name here. The word
length must not be over the length of
the field. In our example, bridge.

Available Interfaces:

The available interfaces (such as
Ethernet, USB, wireless, etc.) will be
displayed in the left side box. When
you choose it and click Add, it will be
transferred into the Grouped
Interfaces at the right side box. Yet, if
you want to remove the interface from
the current group, it will be returned
back to the Default group (left side
box) after you click Remove.

Port Mapping Configuration

This page allows you to configure various port mapping groups which contains specific
Internet connections and LAN ports. The user data are only transmitted and received
among the interfaces in the group.

NOTE: DHCP server and all routing/firewall functions are only available at the Default
group.

irtual LN Function on Ethernet: ® Disabled  OEnabled ‘

Group Name Internet Connections LAN Parts Edit

Default pppoe_0_39_1 thernet, USB, Wireles;

Add

Port Mapping Configuration

This page allows you to configure various port mapping groups which contains specific
Internet connections and LAN ports, The user data are only transmitted and received
among the interfaces in the group

NOTE: DHCP server and all routing /firewall functions are only available at the Default
group.

\irtual L&N Function on Ethernet: O Disabled @ Enabled ‘

Group Name Internet Connections pAPOItS Edit

Ethernet.1, Ethernet.2,
Default pppoe_0_39 1 Ethernet.3, Ethernet.4, U358,
ireless

Port Mapping Configuration

This page allows you to configure warious port mapping groups which contains specific
Internet connections and LAN ports, The user data are only transmitted and received
among the interfaces in the group.

NOTE: DHCP server and all routing/firewall functions are only available at the Default
group.

Virtual LAl Function an Ethernet: O Disabled @ Enabled Apply

Group Name Internet Connections LAN Ports Edit
Ethernet. 1, Ethernet.2,
Default pppoe_0_39_1, br_0_3 Ethernet.3, Ethernet.4, USE,
Wireless
Add

Add New Port Mapping Group

Awailable interfaces can be LAM ports or Internet connections of ATM PYVC bridge mode.
Group Name: |bridge The aroup name must be unique.

Available Interfaces Grouped Interfaces
Ethemet
Ethemet2
Ethemet.3
Ethemetd
b 035
USE

e

apply | Selected interfaces will be removed from their existing groups and edded

to the new group. If you remove ons intsrface from current aroup, this
interface will be returned back to the Default group.
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Now we are going to map USB,
Wireless, and the first Ethernet port
together with the bridge mode PVC.
Click br_0_35 and press Add button,
then use the same way to add USB,
Wireless, and Ethernetl to grouped
interfaces. The four items are moved
to the right box now.

When the setting is done, click Apply.

Now we can check the result of the
port mapping configuration. We have
a default group, in which PPPoE mode
will be applied through Ethernet port 2,
3, and 4, and we have another group
named bridge, in which the bridge
mode will be applied on USB,
Wireless, and Ethernet portl.

You may click ®to edit the created
group, press @ to delete it, or click Add
to create another group.

Add New Port Mapping Group

Available interfaces can be LAN ports or Internet connections of ATM PYC bridge mode.

Group Mame: |bridge The group name must be unigue.
Available Interfaces
Ethemet 2

Ethemet. 3

Ethemetd

Duped Interfaces

< Remave

Apply | Selected interfaces will be removed fram their oxisting groups and added

ton the new group. If you remove one interface from current group, this
interface will be rsturned back to the Default group.

Port Mapping Configuration

This page allows you to configure various port mapping groups which contains specific
Internet connections and L&N ports. The user data are only transmitted and received
among the interfaces in the group

NOTE: DHCP server and all routing/firewall functions are only available at the Default
group.

Wirtual LAN Function on Etharnet: O Disabled @ Enabled Apply
Group Name Internet Connections LAN Ports Edit
Ethernet.2, Ethernet.3,
Default pppoe_0_39_1 Ethermet.4
bridge br_n_3s Ethernet.1, USB, Wireless .
Add

The following relationship figure illustrates the port mapping configuration.

pppoe_0 39 1

Eth emet4 Ethernet3

Ethernet2

\Qﬂﬂﬂ

br 0 _35

Ethernet1

/=

2 1 i D
ADSL\ R‘-ourér ) Wireless

Under this configuration, any devices that is connected to USB, Wireless, or
Ethernet port 1 will connect to the internet through the bridge mode PVC br_0_35,
while the PCs using Ethernet port 2, 3, and 4 will access the internet by the PPPoE

connection pppoe_0_39 1.
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Wireless

This page allows you to configure the router as an Access Point. You may setup the
settings for security, access control, and repeater features for this device.

Basic Settings

To set the basic configuration for the wireless features, please open Basic page
from the Wireless menu.

Enable Wireless Network: Wireless Basic Seings

This page allows you to configure basic features of wireless Lan interface. You can enable

CI'Ck th|s Check bOX to enable the or disable the wireless LAN interface, hide the network from active scans, set the wireless
netwark name (also known as SSID) and select the working channel. Click “apply” ta
WII’e|eSS network fu nctlon configure the wireless basic options.

Enable Wireless Netwark

Wireless Main/Guest Network Name  wirciass sin network name (SSID): |[RTAL025W-BD30DS | ([ hide Wireless Main Hetwork)

(SSI D) Wireless Guest Netwark Mame (S51D): ([ Hide wireless Guest Network)
This device supports multiple wireless  crannei 11 %] (I setectbest Qualiy Ghannel vomoricall)
networks. The system will detect the  ransmission Mods: mixed mode v
Main SSID of your router and Trensmission fiste: A
displayed in this field for your :“th:t i‘D m; .

urbo Mode: = Disaole 4 Enabile
rEference Wireless User Isolation: Off »

The SSID is the identification characters of

a router. The default words will be shown
on this page. If you do not check “Hidden

SSID” item, the router will periodically

broadcasts its SSID to allow the wireless

clients within the range to recognize its

presence. This can create a security hole

since any wireless clients which got the
broadcast might associate to your system.

Please note that if you want to

communicate, all wireless clients should

use the same SSID with the router or
point.

Two SSIDs are supported. One SSID
can be used for main wireless network
and the other SSID can be used for
guest wireless network. Two wireless
networks can be configured in
different wireless security level.

Hide Wireless Main/Guest Network:
Check the box to hide the Main/Guest
SSID of this AP (access point). Thus,
other people in the network cannot
find the Main/Guest SSID of this
device.

Channel:

The frequency in which the radio links
are about to be established. Select
one channel that you want from the
drop down list.

The administrator of network has to
search available channels and assign
one as the communication channel. All
the other clients that match the SSID
and pass security authentication can
access this device and will use the
same channel set here.
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Transmission Mode: Transmission Mode:
It decides the mode of data

transmission. Choose the one that you

want to use from the drop-down menu.

There are 802.11b only, 802.11g only

and Mixed Mode provided here.

Transmission Rate: Transmission Made:
It decides the speed of data TR S S
transmission. Choose any one of it by
using the drop-down menu. This

setting will change by the transmission
mode that you set above. The
transmission rate settings under
802.11b only include 1, 2, 5.5,

11Mbps and Auto. The transmission ~ Transmissian Rate:
rates for 802.11g settings include 1, 2,

55,6,9, 11, 12, 18, 24, 36, 48,

54Mbps and Auto. As for mixed

mode, only Auto is available.

Transmission Mode:

Transmission Mode:

Transmission Rate:

Multicast Rate: Multicast Rate:
When the multicast transmitting traffics

are large, the transmission will be

delayed in some way. If you want to

speed up the rate, modify from the

drop-down list.

For example, you may select 802.11g
only as the transmission mode, and
select high multicast rate like 54
Mbps.

Turbo Mode: Turbo Mode:
When it is enabled, the data

transmission will be faster for this

router. Check Enabled to invoke this

function for speeding up the

transmission, or check Disabled to

close this function.

Wireless User Isolation: Wireless User Isolation:

To make the communication between
the clients, please choose Off. To cut
the communication between the
clients, please choose On.

Click Apply to invoke the settings.

dn

BOZ.11b only |
B802.11g onl

802.11b only »

80217y anly »

Auta hd
1 Mbps
2 Mbps
5.5 Mbps
B Mbps
9 Mbps
11 Mbps
12 Mbps
18 Mbps
24 Mbps
35 Mbps
43 Mbps

mixed rmode ¥

Auto ¥

Auto v

@ Disabled & Enabled
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Security

To configure security features for the Wireless interface, please open Security item
from Wireless menu. This web page offers eight authentication protocols for you to
secure your data while connecting to networks. There are nine selections including

64-bit and 128-bit WEP, 802.1X, WPA,

WPA-PSK, WPA2, WPA2-PSK, mixed

WPA2/WPA, and mixed WPA2/WPA-PSK. Different item leads to different web page
settings. Please read the following information carefully.

Select Wireless Network:

Select the wireless network which you
want to configure the security settings
from the drop down list.

Wireless Security:
The Disabled item offers you the less

protection for wireless communication.

If you choose Disabled, the
Encryption Keys will not be shown on
this page.

There are nine wireless security
modes for you to select.

For 64-bit WEP/128-bit WEP

Client

Wireless Security

This page allow you to protect your wireless network by specifying WEP,
802.1x, WPA, or WPAZ wireless security, Before setting up security, ensure that
vour wireless adaptors support the same type of security, Most support WER,
but not all support WPA, WPRAZ, or 802,14,

Select Wireless Network: | RTA1026W-B03005

Wiraless Security; Disabled A

Apply gfter enabling security and clicking apply, vou will lose the

onnection with your wireless ADSL router, You should now set-up
security on your wireless adapters in order to re-establish the
connection.

Wireless Security; | Disabled b

[B4-bit WEP
126-bit WEP

Wixed WRAZWYPA
Wixed WRAZWYPA -PSK

Protected by WEP only

Wireless Security:

Select the WEP mode for the security
function; there are two options, 64-bit
and 128-bit. Before being transmitted,
the data will be encrypted using the
encryption key. For example, if you set
64-bit in this field, then the receiving
station must be set to use 64 Bit
Encryption, and have the same Key
value at the same time; otherwise, it
will not be able to decrypt the data.

Wireless Security
This page allow you to protect your wireless network by specifying WEP, 802.1%,
WRA, or WPAZ wireless security. Before setting up security, ensure that your

wireless adaptors support the same type of security, Most support WEP, but not
all support WPA, WPAZ, or 2802.1x,

Select Wireless Network: | RTA1029WW-803005 v
Wireless Security: B4-bit WEP v
Authentication Type: | Open Systern %
Encryption Keys
Enter 5 ASCII characters or 10 hexadecimal digits for §4-bit encryption keys.
Format: O Hexadedmal digits (0-9,4-F,and a-f are valid)
@ ASCH charactars (any printable characters are valid)
Keyl:
Key2:
Key3:
Key4:

Default Transmission ]

Key: 4

woply after enabling security and dlicking Apply, you will lose the

connection with your wireless ADSL router, You should now set-up
security on your wireless adapters in arder to re-establish the
conneckion,
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Wirelass Security
This page allow you to protect your wireless network by specifying WEP, B02.1x,
WRA, or WRAZ wireless security. Before setting up security, ensure that your

wirgless adaptors support the same type of security, Most support WEP, but not
all support WPa, WPAZ, or B02.1x,

Select wireless Network: | RTA1025Y-B03005 +

Wireless Security:

Authentication Type: | Open Systemn ¥
Encryption Keys
Enter 13 ASCII characters or 26 hexadecimal digits for 128-hit encryption keys.

Format: ' Hexadecimal digits (0-3,4-F,and a-f are valid)
(®ASCII characters (any printable characters are valid)

Kewl:

Kew2:

Key3:

Key4:

Defellult Transmission I

ool ffter enabling security and dlicking Apply, you will lose the

connection with your wireless ADSL router. You should now set-up
security on your wireless adapters in order to re-establish the
conngction,

Authentication Type: Authertication Type:
The ADSL Router supports two
authentication types: Open System
and Shared key. This should be
considered with the WEP (Wired
Equivalent Privacy) mechanism.

Open System means that it allows any client
to authenticate and attempt to communicate
with a bridge. The client can only
communicate if its WEP keys match the
router’'s WEP keys.

Shared Key means that a bridge or router
will send an unencrypted text string to any
client attempting to communicate with the
router. The client requesting authentication
encrypts the text and sends back to the
router. Both unencrypted and encrypted can
be monitored, yet it leaves the bridge open to
be attacked by any intruder if he calculates
the WEP key by comparing the text strings.
That is why shared key authentication can be
less secure than open authentication.

Format: Format: O Hexadecimal digits (0-9,4-F,and a-f are valid)
Choose the form of encryption key. ® BGCIE characters (any printable eharacters are vald)
You have to select either Koyl
Hexadecimal digits or ASCII Key2:
characters and type the keys on the  **
fields of Key 1 to Key 4. Keys:
Default Transmission Key: |1 %
Key 1to 4:

Fill out the WEP keys according to the
key length. For 64-bit WEP mode, the
content you can type is 5 characters
or 10 hexadecimal digits. For 128-bit
WEP mode, the content you can type
is 13 characters or 26 hexadecimal
digits.

Default Transmission Key:

Select one of the network keys that

you set on the Key boxes as the
default one.

Click Apply for activation when the
settings are done.
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For 802.1X Wireless Network

Certificate Authority

802.1x enabled

. ADSL
Client Router RADIUS Server

When a wireless client requests to access a network, it is required to be
authenticated by a central authentication server (RADIUS Server). Only an
authenticated user can be granted by the network access and thereby those
unauthorized will be blocked.

Wireless Security: Wireless Security

Choose 802.1x as the authentiCation  wix afiass virslscs courivy Sutare coing o securin, oo et your
. . wireless adaptors support the same type of security. Most support WEP, but not

protocol, your data transmission all support WPA, WPS2, or 80215,

between the router and the clients will

be protected with the settings that you

set in this web page.

Select Wireless Network: RTA1025W-8030D5 +
VWireless Security: 802.1% A
RADIUS Server IP Address: |0.0.0.0

RADIUS Server IP Address: RADIUS UDP Port: 1812

RADIUS Server is a protocol for RADIUS Shared Secret;

Carrylng aUthentlcatlon' aUthorlzatlon’ After enabling security and clicking Apply, you will lose the
and Conflguratlon Informatlon between connectian wigth your l\:wreless ADSgL rgﬁt!;;'.yYou should now set-up

security_ on yaur wireless adapters in order to re-establish the
a Network Access Server which cannection.
desires to authenticate its links and a
shared Authentication Server. Please
enter the IP Address for the RADIUS

Server.

RADIUS UDP Port:

Port 1812 is the reserved RADIUS-
authentication port described in RFC
2138. Earlier AP (RADIUS clients) use
port 1945. The default value will be
shown on this box. You can keep and
use it.

RADIUS Shared Secret:

A shared secret is like a password,
which is used between RADIUS
Server and the specific AP (RADIUS
client) to verify identity. Both RADIUS
Server and the AP (RADIUS client)
must use the same shared secret for
successful communication. Enter the
words for the share secret.

After finishing the settings, click Apply
for activation.

802.1x environment Configuration
You will need the following components for establishing an 802.1x environment in
your network.

O  Windows 2000/2003/NT Server: RADIUS server equipped with “Internet
Authentication Service”. Certificate Services installed.

O AP (Router): connected to Windows 2000 Advanced Server through the LAN
port with DHCP server and 802.1x enabled.

O  802.1x client: a WLAN card supporting WEP.
O  Authentication Mechanism.
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For WPA (Wi-Fi Protected Access)

The WPA (WiFi-Protected Access)
authentication is suitable for
enterprises. It must be used in
conjunction with an authentication
server such as RADIUS to provide
centralized access control and
management. It can provide stronger
encryption and authentication solution
than none WPA modes.

Data Encryption:

Select the data encryption method for
the WPA mode. There are three types
that you can choose, TKIP, AES,
TKIP+AES.

TKIP (Temporary Key Integrity Protocol)
takes the original master key only as a
starting point and derives its encryption
keys mathematically from this master key.
Then it regularly changes and rotates the
encryption keys so that the same
encryption key will never be used twice.

AES (Advanced Encryption Standard)
provides security between client
workstations operating in ad hoc mode. It
uses a mathematical ciphering algorithm
that employs variable key sizes of 128,
192 or 256 bits.

TKIP+AES combine the features and
functions of TKIP and AES.

WPA Group Rekey Interval:

Enter the time for the WPA group
rekey interval. The unit is second. With
increasing rekey interval, user
bandwidth requirement is reduced. On
the other hand, the longer the rekey
interval, the longer the delay for a new
user to gain group access.

RADIUS Server IP Address, RADIUS
UDP Port, and RADIUS Shared
Secret:

Please refer to the elucidation in the
previous 802.1x section.

After finishing the settings, click Apply
for activation.

Wireless Security

This page allow you to protect vour wireless network by specifying WEP, 802.1%,
WPA, or WPAZ wireless security, Before setting up security, ensure that your
wirelass adaptors support the same type of security. Maost support WEP, but not
all support WPA, WPA2, or 802.1x,

Selact wireless Metwork: RTA1025Y-BD3005

Wireless Security: WWPA v
Data Encryption: TKIP v
WRA Group Rekey Interval: |0 seconds

RADIUS Server IP Address:  |0.0.0.0
RADIUS UDP Part: 1z12
RADIUS Shared Secret:

apply ﬁfter enabling security and clicking &pply, vou will lose the

onnection with your wireless ADSL router, Tou should now set-up
security on your wireless adapters in order to re-establish the
connection.

Data Encryption:
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For WPA-PSK; WPA2-PSK; Mixed WPA2/WPA-PSK

WPA-PSK (WPA-Pre-Shared Key) is
useful for small places without
authentication servers such as the
network at home. It allows the use of
manually-entered keys or passwords
and is designed to be easily set up for
home users.

Data Encryption:

Select the encryption type for the WPA
mode. There are three types that you
can choose, TKIP, AES, TKIP+AES.
(For more information please refer to
WPA section.)

Format:

Choose the form of encryption key.
You have to select either
Hexadecimal digits or ASCII
characters and type the keys on the
fields of Pre-Share Key.

Pre-Share Key:

Please enter the key between 8 and
63 characters, or 64 hexadecimal
digits. Only the devices with a
matching key that you set here can
join this network.

WPA Group Rekey Interval:

Enter the time for the WAP group
rekey interval. The unit is second. With
increasing rekey interval, user
bandwidth requirement is reduced.

After finished settings, click Apply for
activation.

Wireless Security

This page allow you to protect your wireless network by specifying WEP, 802.1x,
WPA, or WPAZ wireless security. Before setting up security, ensure that your
wireless adaptors support the same type of security, Most support WEP, but not
all support WPA, WPAZ, or 802.1x.

Select Wireless Network: | RTATO25YW-B03005

wWiraless Security: WRA-PSK v

Data Encryption: TKIP v

WPA Pre-Shared Key

Enter the key to be between 8 and 63 ASCII characters, or 64 hexadecimal
digits

Format: O Heradecimal digits (0-9,A-F,and a-f are valid)

(& ASCII characters (any printable characters are valid)
Pre-Shared Key:

WPA Group Rekey
Interval:

2pply g&er enabling security and clicking Apply, you will lose the

onnectian with your wireless ADSL router. Tou should now set-up
security on your wireless adapters in order to re-estsblish the
canneckion,

o seconds
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For WPA-2; Mixed WPA2/WPA

Wireless Security:

The WPAZ2 is suitable for enterprises.
It must be used in conjunction with an
authentication server such as RADIUS
to provide centralized access control
and management. It can provide
stronger encryption and authentication
solution than other WPA mode.

Data Encryption:

Select the encryption type for the
WPA2 mode. There are three types
that you can choose, TKIP, AES,
TKIP+AES. (For detailed information
please refer to WPA section.)

WPA?2 Pre-authentication:

The wireless client that has associated
with one AP (router A) can do the
authentication with another AP (router
B) in advance. If the client roams to
AP (B), it can associate with AP (B)
quickly. Please click Enabled to
activate this function.

Network Re-auth Interval:

When a wireless client has associated
with the AP for a period of time longer
than the setting here, it would be
disconnected and the authentication
will be executed again. The default
value is 36000, you may modify it.

WPA Group Rekey Interval:

Enter the time for the WPA group
rekey interval. The unit is second. With
increasing rekey interval, user
bandwidth requirement is reduced.

RADIUS Server IP Address, RADIUS
UDP Port, and RADIUS Shared
Secret:

Please refer to the elucidation in the
previous 802.1x section.

When the settings are finished, click
Apply for activation.

Wireless Security
This page allow you to protect your wireless network by specifying WEP, 8021,
WP, or WPAZ wireless security, Before setting up security, ensure that your

wireless adaptors support the same type of security. Most support WER, but not
all support WPA, WPAZ, ar 802 .1,

Select Wireless Metwark: RTAI0ZEY-BD30D5
wWireless Security: WRA2 Ad
Data Encryption: AES v

WPAZ Pre-authentication: @ Disabled O Enabled
Metwork Re-auth Interval:  |36000 | seconds

WRA Group Rekey Interval: |0 seconds

RADIUS Server IP Address: |0.0.0.0

RADIUS UDP Port: 1812

RADIUS Shared Secret:

Fpply after enabling security and clicking Apply, you will lose the

connection with your wireless ADSL router. You should now set-up
security an your wireless adapters in arder to re-establish the
connectian,
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Access Control

The web page allows you to enable the wireless MAC control configuration.

Access Control:

Click Off to disable this function. Click
On in Allow mode to allow the
devices using matched MAC address
to link to the AP. And click On in Deny
mode to disturb the listed wireless
MAC address to access the AP.

View Access Control List:

Click this button to view the wireless
access control list and to add a new
MAC address.

The Wireless Access Control List
dialog allows you to add a new MAC
address and view current MAC
addresses that you had added.

To add a new MAC address to your
wireless MAC address filter, click on
the Add button.

MAC Address of Wireless adaptor:
Key in the MAC Address to be filtered.
And click Apply.

The result of the added MAC address
will be shown on the table.

If you want to delete the added MAC
address, simply click the delete

button @ , a dialog box will be
prompted to confirm the deleting. Click
Yes, and then the selected one will be
erased.

Wireless MAC Access Control

This page lets you to specify the wireless adaptors that are allowed to connect
to your ADSL router.
Click "Apply" to configure the wireless access control mode.

ACcass

Contral: ® orf

© Onin Allow mode {Only those wireless adaptors listed in the
access control table are allowed to connect to your ADSL
router, others are denied.)

O On in Deny mode (Only those wireless adaptors listed in the
access control table cannot connect to your ADSL router,
others are allowed.)

[ wiew Access ControlList | [Apply | [(Cancel |

2 hitp://192.168.1.1fwImactlt cmdZaction=view - Microsoft I... (2 ][5|[R]

Wireless Access Control List:

MAC Address Delete

2 hiip:/192.168.1.1/wImactli himl - Microsoft Internet Expl... [ |5 ]

Add a wireless adaptor to the control list

MAC Address of wireless
adaptar:
(e.9.,00:90:96:01:02:03)

00:90;96:01:02:03

2 hitp://192.168.1.1/wimactlt cmd Zaction—add &wiFlHacAdd... (2] %]

Wireless Access Control List:

MAC Address
00:90:96:01:02:03 f

Delete
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Repeater

Arepeater is an electronic device that receives a weak or low-level signal and
retransmits it at a higher level or higher power, so that the signal can cover longer

distances without degradation.

The example figure illustrates
the relationship among the AP,
the repeater, and the clients. In
this example, client A, B, and C
can access AP-A, but client D
and E cannot. In this case,
AP-B works as the repeater for
AP-A, and thus client D and E
may receive the signal
smoothly.

Client A

j N

Channel 11

LAN Backbone l

Cliont B Cliemt-C
hannel 11 :
Accass Point B
Repeatar
Cliant Client E

= J

The web page allows you to configure the wireless distribution system for the

wireless network.

AP Mode:
Choose an AP mode that you would
like to use.

Search Other Repeaters:

You can configure other routers as
your repeater by setting up repeater
feature mutually. Click the Scan Now
button to search other repeater in the
wireless network automatically. The
result will be shown on the chart.

Note: To configure the repeater
function among routers, they must
use the same SSID and WEP key,
so that they may work as repeater
for each other.

If you select Manual for Search Other
Repeaters, you will need to type the
MAC address for wireless repeaters in
the boxes of MAC Address of
Remote Wireless Repeaters.

The right figure shows an example of
executing the function of
auto-searching repeaters.

You may select the routers (which use
the same channel as yours) from the
table and configure the same SSID
and WEP key with the one you chose,
so that they can function as repeaters
to extend the coverage area for each
other.

When you finish the settings, please
click Apply to invoke them.

Wireless Repeater

This page allows you to configure wireless repeater feature (also known as
Wireless Distribution System) for your wireless netwaork, Click "apply" to
configure the wireless repeater options.

AP Mode: @ Access Point and Wireless Repeater Function
O wireless Repeater only
Search Other Repeaters: (& Auto O Manual
CH SSID MAC Address Transmission Mode | Select

Wireless Repeater
This page allows you to configure wireless repeater feature (also known as

wireless Distribution System) for your wireless network, Click "apply" to
configure the wireless repeater options.

AP Mode: (@ Access Point and Wireless Repeater Function
) wWireless Repeater only
Search Other Repeaters: (O Auto & Manual

MaC Address of Remote

Wireless Repeaters: {2.9.,00:90:96:01:02:03)

Wireless Repeater

This page allows you to configure wireless repeater feature (also known as
Wireless Distribution System) for your wireless netwark, Click "Apply" to
configure the wireless repeater options.

AP Mode: (@ Access Point and Wireless Repeater Function
O Wireless Repeater only
Search Other Repeaters: (& Auto O Manual
CH SSID MAC Address Transmission Mode | Select
11 Broadcom 02:10:18:73:82:06 202,119
11 ALICE-WLAN 00:90:96:78:79:84 802.11g
11 | RTA1D25W-000004 00 11:FSiF4:49:01 802.11g
11 Malli 00:90:96:11:02:04 202.118 ]
2 Askay-\Wlan 00:90:96:28:CC 72 202,11k
3 roy 00:90:96:67:8E:99 802.11g
1 APG1 00:03:7F:BE:FO:EF 802.11g
=] linksys 00:90:00:00:00:C0 802.11g
ety
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Management

Diagnostics

To check the linking status for the network and your computer, a diagnostic test can
guide you to detect the network problem. The testing items are listed and examined
one by one. If the previous one is failed, than the items following that one will be
failed, too. Use this diagnostic test to detect the connectivity mistakes whenever

linking problem occurs.

Press Run Diagnostic Tests on the
Diagnostic Tests page.

The Result would be shown on the
same page.

For the item which passes through the
diagnostics, a “PASS” will be
displayed on the right side of that item.

If not, a “FAIL” will be presented there.

If there is no device using that port, a
“ " will be displayed.

Press the Help link to know what the
result (Pass, Fail) represents for.

Take the Help link of ADSL
Synchronization for example.

It not only explains the situation for
Pass and Fail, but offers the
troubleshooting procedures for you to
follow.

Press Back to return.

Diagnostic Tests

This ADSL router is capable of testing your ADSL connection,

Select the Internet Connection: | pppoe_0_33_1 |+ Run Diagnostic Tests

Diagnostic Tests

This ADSL router is capable of testing your ADSL connection.
Select the Internet Connection; | pppoe_0_39_1 v Run Diagnostic Tests

Test the connection to your local network

Test your Ethernet Connection: PASS |Help
Test your USB Connection: Help
Test your Wireless Connection: PASS |Help

Test the connection to your ADSL service provider

Test ADSL Synchronization: PASS |Help
Test ATM OAM F5 segment ping: PASS |Help
Test ATM OAM F5 end-to-end ping: PASS |Help
Test ATM OAM F4 segment ping: FAIL Help
Test ATM OAM F4 end-to-end ping: FAIL Help
Test the connection to your Internet service provider

Test PPP server connection: PASS |Help
Test authentication with ISP: PASS |Help
Test the assigned IP address: PASS |Help
Ping default gateway: PASS |Help
Ping primary Domain Name Server: PASS |Help

ADSL Synchronization Test

Pass: Indicates that the ADSL router has detected a ADSL signal from the
" telephone company,
Indicates that the ADSL router does not detect a signal from the
Fail: | telephone company's ADSL network, The ADSL LED will continue ta
flash areen.

If the test fails, follow the troubleshooting procedures listed below and rerun the
diagnostics tests,

Troubleshooting:
1. Make sure your phone line is plugged into the router.

2. After turning on your ADSL router, wait for at least one minute to establish
a connection. Run the diagnostic tests again by clicking "Rerun Diagnostic
Tests" at the hottomn of this page.

3. Make sure there is no ADSL micro filker on the phone cord connecting the
ADSL router to the wall jack.

4, Make sure you are using the phone cord that was supplied with your ADSL
router or another similar phone cord with four copper wires visible in the
plug.

5. If your ADSL has heen functioning properly for a lang perind of time and
you suddenly are experiencing this problem, there may be a problem with
the ADSL network, You may nheed to wait from 30 minutes to a couple of
hours, and if you still do not have a solid ADSL LED on your router, call
Technical Support.,

6. Turn off the power to the ADSL router, wait 10 seconds and turn it back

on, Wait at least one minute and if the ADSL LED on the router remains a
solid color, dose your Web browser and restart it.

Contact ISP Technical Support if you have tried all of the above and still are
experiencing a fail condition,
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Management Accounts

This page allows you to CHANGE the user name and password for accessing your

ADSL Router.

For the Admin Account, the default
setting for both username and
password are admin. If you want to
change the username and the
password, please modify the User
Name and New Password, and then
retype the new password in the
Confirm field for confirmation. Then
click Apply.

To create a user account, you may
setup a username and password
under User Account on the same
page.

Note that the new user can merely
access the Quick Start and Status

page.

Admin Account

Admin account has unrestricted access to change and view
configuration of your ADSL router,

User Mame: admin
MNew Password:

Confirm New Password:

User Account

Using the user account can configure most common functions and
view statistics of your ADSL router.

User Mame: user
Mew Password:

Confirm Mew Password:

Management Control — From Remote
There are six interfaces for the remote access. Please choose from them if you want

to enable the remote access control.

Select the Internet Connect:
Select one connection item from the
drop-down list to enable the function.

Web Browser:

Check this box if you want to have
remote control through HTTP. The
default port number is 8080. Modify
the port whenever you want.

Telnet:
Check this box if you want to have
remote control through telnet.

FTP:
Choose this box if you want to have
remote control through FTP.

TFTP:
Choose this box if you want to have
remote control through TFTP.

Secure Shell (SSH):
Choose this box if you want to have
remote control through SSH.

Ping:

Choose this box if you want to have
remote control through ping command
under DOS prompt.

Remote Management Control

Enable remote access to let an expert, e.q. helpdesk, configure your
ADSL router remotely.

Select the Internet Connection: | pppoe 039 1 v
To allow remote access to your router via

[Cweh Brawser

Web server port on \Wan interface:

[OTelnet [lars
CTFTP [ISecure shell (SS5H)
CIPING

If enabling remote access to your router via PING,
all Internet hosts can ping to your router,

[ Authorized Host IP Address List ] [Apply ] [ Cancel ]
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Authorized Host IP Address List: 3 htp:A192, 1681 Vviewreiplizt emd Faction=view - Micmmft Intrrmet Explarer
Decide whether all internet hosts can | #eteredost e address vis
access your router or Only authorlzed Select the Internet Connaction: | Pppoe 0 33 1 &

internet hosts can access. Click @ All Intemet hosts can access your rauter
Apply to save your Settlng. ) Only authorized Internet hosts can access your router
(Capiy ] (_caneel ]
Management Control — From Local
You can allow local access to your Local Management Control
router via the checked interfaces. Enable local access to let an expert, e.g. helpdesk, configure vour
ADSL router from your local netwaork,
Authorized Host IP Address List:
Refer to Remote Management To allow local access to your router via
Control. Web Browser [ FTP
Click Apply to activate your settings  @Telret [l ssH
or click Cancel to retain the original e
settings.
[ Autharized Host IP Address List | [2pply | [ Cancal |

TR-069 Client Configuration

TR-069 is a CPE WAN Management Protocol (CWMP) intended for communication
between Customer Premise Equipment (CPE) and an Auto-Configuration Server
(ACS). It defines a mechanism that encompasses secure auto configuration of a
CPE, and also incorporates other CPE management functions into an integrated
framework.

Using TR-069 the CPE can get in contact with the ACS and establish the
configuration automatically. Accordingly other service functions can be provided.
TR-069 is the current standard for activation of CPE in the range of DSL broadband
market.

Remote CPE Contro
via TR-069

Internet ‘g
;_E ZE Subscriber EE
ACS CPE NN

ACS: Auto-Configuration Server
CPE: Customer Premise Equipment

Compliant with DSL's Forum's TR-069 Remote Management Specification, the
ADSL Router is highly manageable with the default ACS for auto-configuration,
dynamic service provisioning, firmware updates, status and performance monitoring,
and diagnostics to a collection of ADSL routers. By these provision value-added
services, the ADSL Router with TR-069 helps DSL service provider reduce operation
effort as well as enhance customer satisfaction.

Normally, users do not have to modify the settings here. If you do not know how to

set up, you can just accept the factory default settings on this page or contact your
ISP.
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Connect to ACS:

Choose to connect to ACS with or
without SSL (Secure Socket Layer)
protocol according to your ISP.

If the ACS URL starts with http://,
choose without SSL mode; if it begins
with https://, select with SSL.

ACS URL Address:

Key in the Auto-Configuration Server
URL Address provided by the ISP,
e.g.,
http://10.11.95.124:8082/askey/ACSS
erver without SSL or
https://10.11.95.124:8443/askey/ACS
Server with SSL.

ACS User Name/ ACS Password:
When connecting to ACS, this device
must have correct user name and
password for authentication. Key in
the information provided by the ISP.

When the content of ACS URL
Address, User Name, and Password
match the ACS authorization, the
router will send an online report to
ACS.

Connection Request User
Name/Password:

If the ACS wants to communicate with
the device, it will have to offer the
matching Connection Request User
Name and Password. When the
device sends the report to ACS for the
first time, it will contain information for
this.

Periodic Transmission of Inform
Request:

If this function is enabled, the CPE will
frequently report to ACS the status
after a period of time set here. The
default setting is 300 seconds, and the
ISP can modify the value. Generally,
users do not have to change the
settings here.

If this function is disabled, the CPE will
only report once when the connection
between ACS and the device has
been set up.

TR-069 Client Configuration

TR-069, a CPE WAN Management Protocal, allows the Auto-Configuration Server (4CS) to
perform the auta-pravisioning of settings, firmware updates, status and perfarmance
monitaring, and diagnostics to a collection of ADSL routers.

Connect to ACS: @ without 851 O with SSL

ACS URL Address: hitp:/f |10.11.95.124:8082/a

ACS User Name: 0011FS-RTAIOZSW-BD30DZ | |\ 00 b dovios
ACS Password: were when making a connection to ACS

Connection Request User Name: |0011FS-RTA1025W-BD30D2 | Used o suthenticate an ACS
making 3 Connection Request to

Connection Request Password: [esese this device

Perindic Transmission of Inform Request: (O Disabled @ Enabled

Transmission Interval of Inform Request: 300 seconds

TR-069 Client Conliguration

TR-06%, a CPE WaN Management Protocol, allows the Auto-Configuration Server (AC5) to
perfaren Ehie uto-provecning of satteges, Brmwars updates, stabes aed porfonmnen
monitoning, and diagnostics to & collection of ADSL routers.

Connect to ACS: O without 551 @ with 551

ACS URL Address; hatps:f {10.11.95.124: 8443 /a8

ACE Usar Narme: 0011FS-RTAIN2SW-A03002

ACS Password: LIS 5
Connechon Reguest User Name: |0011FS-RTAIN2SW-A03002

Connechon Raguest Passward: |wewes

Pursachc Trarsmession of Inform Request: O Disabled & Enabled

Transmission Interval of Inform Request; | 300 seconds

Tdentity the Validation ol Certilicate from ACS:

Trustid CA& (Co witn Authonty) Cortiheate and correct corrent e are wsed to dentify e

vakdation of the Certificate which is sent fram ALCS during S5L cor'\ect an. You can import the
Trusted CA Certificates through the Tr uste A ‘ert"lc@ a5 window and enable the Internet
famee fursction from the Managesment., Jnteenet Tire mieno

Periodic Transmission of Inform Request: O Disabled ;.G)%Enabled

Transmission Interval of Inform Request: | 300 seconds

Identify the Validation of Certificate from ACS
When using SSL protocol to connect to ACS, a trusted CA and synchronic time
setting with the server are used to identify the validation of the Certificate sent from

ACS.

When Choos|ng Wlth SSL for CO NNECt !dentify the validation of Certificate from ACS:

Trusted CA (Certificate Authority) Cemﬁcate an\j current :urrent time are used to identify the
validation of the Certificate which i L connection. You can import the

to ACS’ you WI” See a paragraph Trusted ca Certificates through th indow and enahle the Internst
appear on the bottom of the WlndOW time function from the Managementss

(as shown in the right column).
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Press Trusted CA Certificates to
Import Certificate obtained from your
ISP, a window (as shown in the figure)
will be prompted for you to import
certificate.

Note: The certificate may have been
imported in this device already, please
check with your ISP.

To synchronize your time with the
server, go to Management->Internet
Time to adjust the setting. Configure
to set time by Time Server, and make
sure the time zone is the same as the
server’s.

(Please refer to the next section for
detailed information about Internet
Time.)

3 Witpi192 1681 1 feerten emd Paction=view - Microsoft Internet Explarer

Trusted CA {Certificate Autharity ) Certificates for TR-069 Cammunication

MM Subject Type Action

Imgeort Cartificate Close
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Internet Time

The router’s clock must synchronize with global Internet time. The time you set in
the screen will be adapted to system log.

Update Now:
Click this button to refresh the current
time.

Set Time by (Time Server/ Manual):
The default setting is Manual. Select
this one, and set the start time by
typing the date and the time manually
to help the router perform tasks.

If you select Time Server, the system
will set time via time server
automatically.

Primary Time Server/ Secondary
Time Server:

You may select the preferred time
server from the drop-down list. The
time will be adjusted by the time
server.

Time Zone:

Choose the time zone of your location.

Apply:

Save the data on the screen and apply

the data after restarting the router.

Cancel:
Discard the new configuration and
reserve the original settings.

Internet Time

To synchronize your router with other network devices, you can set its time
manually or with an Internet time server,

Current time: 2006/01/01, 01:39 Update Now
SetTime by: O Time Server
Year 2006 |Month |1 Day|1
Time:
Hour|1 Minute| 39
Time Zone: (GMT+08:00) Taipei v
Apply

Internet Time

To synchronize your router with other network devices, you can set its time
manually or with an Internet time server,

Current time: 2006/01/01, 01:39

Set Time by: ) Manual

Primary Time Server; time. windows.com

Secondary Time Server: | time.nist.gov i

Time Zone: (GMT+5:00) Taipei =
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System Log

As shown on the web page, you can
view the system log and configure
system log whenever you want.

To view the system log, you must
configure system log first. Press
Configure System Log to start.

Configuring System Log

You can enable or disable the log
function, and choose log level,
display level and proper mode as
you like. Then click Apply to invoke
the settings or press Cancel to
discard them.

There are 8 types of log level and
display level for you to choose.

Log Level:

This function enables you to decide
how detailed the messages will be
stored. Set a proper level according to
your needs. The default Log Level is

Debugging.

The Debugging Level logs all
messages to the file, while the
Emergency Level logs fatal
messages only. The lower the item is,
the more detailed information it
provides; i.e., debugging level stores
the most detailed information.

Owing to the limitation of the storage
on the ADSL router, the former
information will be erased and
replaced by the latest message
automatically when the buffer is

overflowed.

Display Level:

For the convenience of the users, the
display level can function as a filter. It
decides the level for the messages to
exhibit when the user wants to view
the logs on the local side. For

for a programmer or
engineer, he/she may want to know
about debugging or informational level
message; for general users, they may
only need or want to learn about error,
critical, alert, or emergency messages
only. The default Display Level is

example,

Error.

System Log

The System Log dialog allows you to view the System Log and configure the System Log
options.

Click "wiew System Log" to view the System Log.

Click "Configure System Log" to configure the System Log options.

[ View System Log ] [ Configure System Log ]

System Log Configuration

This dialog allows you to configure System Log settings. all events greater
than or equal to the selected level will be logged or displayed. If the
selected mode is "Remote” or "Both" events will be sent to the specified
UDP port of the specified log server.

Select the desired values and dlick "Apply" to configure the system log
options.

Log: © Disabled O Enabled
Log Level: Debugging %
Display Level: Errar v
Mode: Local b
Zoply
Log Level: Debugging ¢

Informational

Display Level: Error v

Ernergency
Alert
|Critical

Warning
Motice
Infarrmational
Debugging
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Therefore, when the log level is
“Debugging” and the display level is
“Error”, the CPE logs the most
detailed message but shows error
level data only.

Mode:

You can choose where to store the
logs; the options include Local,
Remote and Both. Local means the
CPE, i.e., the ADSL Router. Remote
means the log server you specified to
forward the log information to. The
default mode is Local.

If you choose Remote or Both, you
have to specify the Server IP
Address and UDP Port, and all the
events will be sent to the specified
UDP port of the specified log server.

Note:

Display Level only filters for the local
side. All the messages will be
displayed on the remote Log Server.

Example

Mode:

Mode: .Remote bt
Server IP Address:

Server UDP Port:

Suppose we are going to record the system logs on both the ADSL Router and the
Server bearing IP address 10.11.95.2, the procedures below illustrate the situation:

System Log Configuration
1. Choose Enabled Log.

2. Select Debugging as the Log
Level, and Error as the Display
Level. (Or select other level
according to your needs.)

3. Setthe Mode as Both, key in the
Server IP Address as 10.11.95.2,
and leave the Server UDP Port
as the default value 514.

4. Press Apply to invoke the
settings.

System Log Configuration

This dialog allows you to configure System Log settings. &ll events greater
than or equal to the selected level will be logged or displayed. If the
selected mode is "Remote” ar "Both" events will be sent to the specified
UDP port of the specified log server.

Select the desired values and dlick "apply" to configure the system log
options.

Log: O Disahled @ Enabled
Log Level: Debugging %
Display Lewvel: Etrar v
Mode: Bath A
Server IP Address: 10.11.95.2
Server UDP Port: 514
£oply
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Viewing System Log — Remote Side (Server)

To view the system log on the Log . About -, x|
Server (10.11.95.2), a log viewing tool
must be installed.

oo scce | KT ENTERPRISES
Daemon from Kiwi Enterprises. Quality networking tools at affordable prices

+ Kiwi Syslog Daemon is a

freeware SySlOg Daemon for Kiwi Syslog Daemon Wersion 7.1.4
Windows. It receives, IOgS, Copyright 1996-2004 Kiwi Enterprizes

displays and forwards Syslog i

messages from hosts such as Name:

routers, switches, and any other Cormpary:

syslog enabled device. You can E-Mail

choose other logger tools; here, oyl

we use Kiwi for example. S [Femge

Download the tool from the/V Wehsite: www.kiwisyslog.com
Kiwi EnterDrises website Suppark: www. kiwisvslog.com/support

Purchase:  www.kiwisyslog.com/purchase

2. Install the Kiwi Syslog server
software on the PC (10.11.95.2).

3. Open the Kiwi Syslog Daemon application. You will get to a screen shown as
follows.

ElE. Kiwi Syslog Daemon (Yersion 7.1.4) i = Dlﬂ

Fie ¥iew Help

] m A Display 00 Defaull] |

Date | Time | Priority | Hostname |Message [«
07-19-2006  10:31:22 User.Debug 10.11.65.12 igmp[946]. iptables -t filter -D FORWARD -i ppp_0_39_1 -d 224.0.0.22 -] ACCEPT 2>/dev/null
07-19-2006 10:31:22 User.Debug 10.11.65.12 igmp[944]: iptables -t filter -| FORWARD 1 -i ppp_0_39 1 -d 224.0.0.22 -j DROP 2> /dev/null
07-19-2006 10:31:22 UserDebug 10.11.65.12 igmp[942] iptables - filter -D FORWARD -i ppp_0_39_1 -d 224.0.0.22 -j DROP 2> /dev/null

kemel: Intrusion -> IN=ipa 0 33 OUT=br0 SRC=201.239.170.60 DST=211.21.179.146
07-19-2006 10:31:21 UserAlett  10.11.95.4 LEN=48 T0O5=0x00 PREC=0x00 TTL=109 ID=33333 DF PROTO=TCP SPT=4733
DPT=4899 WINDOW=65535 RES=0x00 5YN URGP=0
kemel: Intrusion -> IN=ipa 0 33 OUT=br0 SRC=201.239.170.60 DST=211.21.179.146
07-19-2006 10:31:15 UserAlett  10.11.95.4 LEN=48 T05=0x00 PREC=0x00 TTL=109 ID=32976 DF PROTO=TCP SPT=4733
DPT=4899 WINDOW=65535 RES=0x00 5YN URGP=0
kemel: Intrusion -> IN=ipa 0 33 OUT=br0 SRC=201.239.170.60 DST=211.21.179.146
07-19-2006 10:31:12 UserAlett  10.11.95.4 LEN=48 T05=0x00 PREC=0x00 TTL=109 ID=32772 DF PROTO=TCP SPT=4733
DPT=4899 WINDOW=65535 RES=0x00 5YN URGP=0 i,
kemel: Intiusion -> IN=ipa_0_34 OUT=br0 SRC=61.222 198.226 D5T=61.222 223 189 1 !
07-19-2006 10:30:00 UserAlert 10.11.956  LEN-48 TO5=-0x00 PREC=0x00 TTL=118 ID=58236 DF PROTO=TCP SPT-4268 s
DPT=139 WIND OW=64240 RES=0x00 SYN URGP=0 )
kemel: Intrusion -> IN=ipa 0 33 0UT= MAC=aa aa:03:00:00:00:08:00 SRC=61.64.235.203
07-13-2006 10:29:10 User Alert 10.11.95.4 DS5T=211.21.179.145 LEN=48 PREC=0x00 TTL=116 ID=57975 DF PROTO=TCP
S5PT=3168 DPT=16881 WINDOW=16384 RES5=0x00 5YN URGP=0
07-19-2006 10:26:59 UserDebug 10.11.65.12 igmp[805]: iptables -t filter | FORWARD 1 -i ppp_0_39_1 -d 239.255.255 250 -j ACCEPT 2> /dev/null
07-19-2006 10:26:59 User.Debug 10.11.65.12 igmp[803]: iptables -t filter -0 FORWARD -i ppp_0_39_1 -d 239.255.255.250 -| ACCEPT 2>/dev/null
07-19-2006 10:26:58 User.Debug 10.11.65.12 igmp|[770]: iptables -D FORWARD -i ppp_0_39_1 -d 239.255.255.250 -j DROP 2> /dev/null
07-19-2006 10:26:56 UserDebug 10.11.65.12 syslog: sntp -s lime_windows_com -s time_nist.gov -t “Amsterdam, Berlin. Bern, Rome, Stockholm. Vienna™ &
07-19-2006 10:26:56 User.Debug 10.11.65.12 syslog: kill -1 418
07-19-2006 10:26:55 UserMotice 10.11.6512 igmp[731} interface 192 168.1.1. DOWNSTREAM ver=0x16 name=hrD index=8
i I I L 12. UPSTREAM ver=0x16 name=ppp_0_39_1 index=13

{07-13-2006

10:26:55 User.Motice 10.11.65.12 igmp[731]: igmp started!
LR Ser Debu syslog. /DIn/1Igmp ppp_|

T3 b’ ] L1163, yslog: _ad_
07-19-2006 10:26:55 User.Debug 10.11.65.12 syslog: kill -SIGTERM 174

4| | i

[ [100% [ 142 MPH | [1037 [o7192008

The Date and Time record the logging time. The Priority field shows the log level,
the Hostname exhibits the position of the host, and the Message column displays
the process the description of it—before the colon is the name of the process and

after the colon is the elaboration for that process.

For example, message 1 shows alert level information which is a kernel process
containing detailed intrusion information; message 2 displays notice level
information which is an IGMP process exhibiting that the IGMP function had been
started.
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Viewing System Log — Local Side (ADSL Router)

For viewing the system log on local System Loa

S'de C“Ck the VI ew SyStem LOg 'DW;ZDS’,:/SSFEHW Log dialog allows you to view the System Log and configure the System Log
button on the Webpage for System |0g Click "View System Log" to view the System Log.

. . Click "Configure System Log" to configure the System Log options.
configuration.

[ “iew System Log ] [ Configure System Log ]

The system log record on the router will be displayed on a screen shown as below.

2} hitp=1/192.168.1 1flogview.cmd - Microsoft Internet Explorer

System Log -_Refresh -Close
Date/Time Facility Severity Message
391-026504?519 A5t re Eﬁﬁﬂﬁ%i?o]r; Ebej?ewed valid IP address from server.
4:57:40 daeman|crit pppd[S17]: PP LCP UP.
3302‘5‘;037&19 daermon crit pppd[517]: PPP session established.
S‘D‘_DQE‘;D;QIQ daermon crit pppd[517]: PPP server detected,
52026503219 user crit kermel: ADSL link up, fast, us=832, ds=8000
S‘D‘.DEEu;D;é-’lQ user crit kermel: ADSL 3.992 message exchange
330265027;19 user crit kernel: ADSL G.992 channel analysis
552:026;:027%19;. ~~~~~~ ., |user lerit kernel: ADSL 5.992 started
%305}@{194 user crit kernel: ADSL 5,994 training
33055027{19 user crit kernel: ethd Link UP.
532:055:02{19' ERETEg T ?Sgﬁiméﬁﬁmd’ BusyBow vL.O0 (200607, 17
[ o o o o D e

The Date/Time records the logging time, and the Facility field distinguishes
different classes of system log message. The Severity field shows the log level,
and the Message column displays the process and the description of it—the name

of the process appears before the colon and the elaboration for that process after
the colon.

For example, message 3 shows critical level information which is a pppd (PPP
daemon) process showing that a valid IP address had been received from server,
and connection is up; message 4 is a kernel process belonging to critical level
information which reveals that the Ethernet O link is up.

You can press Refresh to update the log files or press Close to close the window.

Note that the earlier messages may be automatically replaced by the updated
information when the buffer is overflowed on the router.
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Backup Config

To backup your settings of the router,
you can use Backup Config web
page to save the configuration.

Click Backup button and the warning
window will be prompted. Click OK to
continue the backup procedure.

The system will ask your command
about the next procedure. Click Save
to backup.

You may change the file name and
choose a place to save the backup
file.

And when you want to restore the
settings in the future, simply open
Backup Config web page and use
Browse button to locate the file.

Backup Configuration

Use to save

your ADSL router’s current settings into the computer.

Restore Configuration

Use to reset

Backup File:

your ADSL router with settings previously saved on the computer,

[ | CBrowee... )

Microzoft Intermet Explorer

A

The router's configuration iz going to be saved. o your computer.
Pleazs don't turm off this ronter !

Do you

oy

9

File Download

X

want to open or zave this file?

Mame: backupsettings.xml
Type: ¥ML Document
From: 192.168.1.1

Open

] [ Qa@ ] [ Cancel |

‘wihile files from the Internet can be ugeful, some files can potentially
harm your computer. |f wou do nat trust the source, do not open or
save this file. What's the risk?

Savel

o

My Recent
Documerts

e

Desktop

@

My Dacuments

My Computer

My Network

n: ‘lﬂba:kuu vl o2 E-
[ arhpettings:
File name: backupsetings v [Csae |
Saveastpe | XML Document v [ canedt ]

Choose file

Lak

Ie;

My Recent
Documents

Desktop

(X

My Documents

My Computer

My Netwark
Places

: [ 53 backup -l of e E
[=]backupsettings
File pame: [backupsettings -] Open
Files of type:  [All Files (7] =] Cancel
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After opening the backup file, click
Restore.

Update Firmware

If you have to or want to update the
firmware for this router, you can open
the Update Firmware web page and
choose the correct file by pressing
Browse. Then click the Update
Firmware button. The system will
execute the update procedure
automatically. When it is finished, the
system will tell you the update is
successfully.

Note: Router must not turn off during
firmware updates.

Reset Router

To make the settings that you set for
this router take effect, please open the
Reset Router web page and click the
Reboot button to invoke all settings.

You can restore your web pages with
default settings. Simply check Reset
to factory default settings and click
Reboot.

Backup Configuration

Use to save your ADSL router's current settings into the computer.

Restore Configuration

Use to reset your ADSL router with settings previously saved on the computer.

Backup File: D:\backup\backupsettings.xml Browse

Update Firmware
Warning: DO NOT turn off your router during firmware updates.

Current Firmware Yersion: 261
Mew Firmware File Name:
n The update process takes about 2 minutes to complete, then
Update Firmware your ADEL router will reboot.

Reset Router

This page allows you to restart your ADSL router after changing settings that
require rebooting. It also allows you to reset all settings to factory default
settings if you have problems with your current configuration,

[ reset to factory default settings
after clicking "Reboot”, please wait for 2 minutes to let the system reboot.

Restore Factory Default Settings

The ADSL router configuration has been restored to factory default settings and the router is
rebooting.

Close the ADSL router Configuration window and wait for 2 minutes before reopening your
web browser, If necessary, reconfigure your PC's IP address to match your new
configuration.
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UPNP for XP

Universal plug and play (UPnP) is architecture for pervasive peer to peer network
connectivity of intelligent appliances and PCs of all form factors. It is designed to
bring easy-to-use, flexible, standards-based connectivity to ad-hoc or unmanaged
networks whether in the home, in a small business, public places, or attached to the
Internet.

Only Windows XP supports UPnP function.
Please follow the steps below for installing UPnP components.

1. Click on the Start menu, point to
Settings and click on Control
Panel.

2. Select Add or Remove Programs Windows Components Wizard
> Add/Rem ove W|nd0WS Windows Components
COmponentS tO Open WlndOWS You can add or remove components of Windows XP.
Components Wizard dialog box.

To add or remove a component, click the checkbox. A shaded box means that only
part of the companent will be installed. To see what's included in a component, click
Details.

LCompangnts:

[ 5 Message Queuing
¥ M3 Explorer

£ . ; Networking es
m} gﬁ]ﬂther etwork File and Print Services
v [ Indate Bt Ceifinates

Desciption:  Containg a variety of specialized, network-relabed services and protocols.

Total disk space required: 0z2mMp
Sp;ce avalfable onqdlsk 1034.2 MB
I < Back H Mext » 1 [ Cancel I
3. Select Networking Services and Networking Services X

click Details. Click the UPNP User

To add or remove a companent, click the check bax. & shaded bax means that only part

I nterface CheCk bOX of the component will be installed. To see what's included in a component, click Details
Subcomponents of Networking S ervices
4_ CI|Ck OK . The SyStem W|I| |nsta” Internet Gateway Device Discovery and Control Client 0.0ME
H O Peerto-Peer 0.0 Me
UPnP components automatically. 0 B R Litere 00
O Simple TCP/IP Services 0.0ME

S UPRP User Irterface

Description:  Displayz icons in My Metwork Places for UPnP devices detected on the
network. Alsa, opens the required ‘Windows Firewall ports.

Total disk space required: 56.3 MB
Space available on disk: 7831.1 MB

5. After finishing the installation, go to

My Network Places. You will find Be L vellnl
an icon (e.g., Wireless ADSL2+ Qe - O - [F s [ roktes | [
Router) for UPnP function. st [ € y Netverk lces

Network Tasks

# | Local Network

-Q ‘Wireless AD3LZ+ Router

The Internet

10.11.95.2

o Add anetwork plare
&, iew network
connections

#) Setup ahome or small
= office network

<2 Setup awireless
network for & hame or
small office

;1 Wiews workgroup
computers

@ Hide icons far

nretwarked UPRP

devices
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6. Double click on the icon, and the
ADSL router will open another web
page via the port for UPnP function. | =T = .
The IE address will be directed to Qe - @ [x] [B] @ O search g ravortes
the configuration main webpage as
shown in the graphic. I

2 Wireless ADSL2+ Router - Microsoft Internet Explorer

File Edit Wiew Favorites Tools  Help

address |&] hetp:ff192.168.1.1]

7. Now, the NAT traversal function has
already been provided. The ADSL
router will create a new virtual
server automatically when the
router detects that some internet
applications is running on the PC.
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Chapter 5: Troubleshooting

If the suggested solutions in this section do not resolve your issue, contact your
system administrator or Internet service provider.

Problems with LAN
PCs on the LAN cannot get IP addresses from the ADSL Router.

The chances are that the interface used as DHCP server is modified and the client
PCs do not renew IP addresses.

If your DHCP server is enabled on Private IP Address previously and you modify the
interface to Public IP Address, the client PCs should renew IP addresses.

The PC on the LAN cannot access the Web page of the ADSL Router.
Check that your PC is on the same subnet with the ADSL Router.

Problems with WAN

You cannot access the Internet.

O  Check the physical connection between the ADSL Router and the LAN.

If the LAN LED on the front panel is off or keeps blinking, there may be problem
on the cable connecting to the ADSL Router.

At the DOS prompt, ping the IP address of the ADSL Router, e.g., ping
192.168.1.1. If the following response occurs:

Reply from 192.168.1.1: bytes=32 time=100ms TTL=253

Then the connection between the ADSL Router and the network is OK.
If you get a failed ping with the response of:

Request timed out

Then the connection is fail. Check the cable between the ADSL Router and the
network.

O  Check the DNS setting of the ADSL Router.

At the DOS prompt, ping the IP addresses of the DNS provided by your ISP.
For example, if your DNS IP is 168.95.1.1, then ping 168.95.1.1. If the following
response occurs:

Reply from 168.95.1.1: bytes=32 time=100ms TTL=253
Then the connection to the DNS is OK.

If you get a failed ping with the response of:
Request timed out

Then the DNS is not reachable. Check your DNS setting on the ADSL Router.
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Problems with Upgrading

The following lists the error messages that you may see during upgrading and the
action to take.
O  Error message: All the ADSL LEDs light up and cannot light off as usual.

Possible cause: When users are executing firmware upgrade and saving
settings to the router, the power for the router is lost for some unknown reasons,
the normal web page for the router might be damaged. After power on your
router, the LEDs might not work normally.

Boot Loader, version 1.0.37-5.5.05

This device is currently running on the boot loader,

Update Firmware

Step 1: Obtain an updated firmware image file from your ISP,

Step 2: Enter the path to the image file location in the box below or click "Browse" to
locate the image file,

Step 3: Click "Update Firmware" once to upload the new image file,

MOTE: The update process takes about 2 minutes to complete, and your DSL Router will reboot,

Mew Firmware File Mame: | Elrc:wse.l

Update Firmware I

Action: Setup you PC with a static IP address, such as 192.168.1.2, and then
access the router’s web page by entering http://192.168.1.1. Then update the
firmware again.

O  Error Message: Image uploading failed. The selected file contains an illegal
image.
Possible cause: The firmware file format is invalid.

Action: Check to see whether the file format is correct; otherwise download a
firmware file with correct format.

O  Error Message: Image uploading failed. The system is out of memory.
Possible cause: It may be caused by the lack of memory.

Action: Reboot your ADSL Router and perform the upgrade task again.

O  Error Message: Image uploading failed. No image file was selected.
Possible cause: You did not select a file correctly.

Action: Download a compatible firmware from the web.
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ARP (Address Resolution Protocol)
ARP is a TCP/IP protocol for mapping an IP address to a physical machine address that is
recognized in the local network, such as an Ethernet address.

A host wishing to obtain a physical address broadcasts an ARP request onto the TCP/IP network.
The host on the network that has the IP address in the request then replies with its physical
hardware address.

Inverse ARP (In-ARP), on the other hand, is used by a host to discover its IP address. In this case,
the host broadcasts its physical address and a RARP server replies with the host's IP address.

DHCP (Dynamic Host Configuration Protocol)

When operates as a DHCP server, the ADSL Router assign IP addresses to the client PCs on the
LAN. The client PCs “leases” these Private IP addresses for a user-defined amount of time. After
the lease time expires, the private IP address is made available for assigning to other network
devices.

The DHCP IP address can be a single, fixed public IP address, an ISP assigned public IP address,
or a private IP address.

If you enable DHCP server on a private IP address, a public IP address will have to be assigned
to the NAT IP address, and NAT has to be enabled so that the DHCP IP address can be
translated into a public IP address. By this, the client PCs are able to access the Internet.

LAN (Local Area Network) & WAN (Wide Area Network)
A LAN is a computer network limited to the immediate area, usually the same building or floor of a
building. A WAN, on the other hand, is an outside connection to another network or the Internet.

The Ethernet side of the ADSL Router is called the LAN port. It is a twisted-pair Ethernet
10Base-T interface. A hub can be connected to the LAN port. More than one computers, such as
server or printer, can be connected through this hub to the ADSL Router and composes a LAN.

The DSL port of the ADSL Router composes the WAN interface, which supports PPP or RFC
1483 connecting to another remote DSL device.

NAT (Network Address Translation) IP Address

NAT is an Internet standard that translates a private IP within one network to a public IP address,
either a static or dynamic one. NAT provides a type of firewall by hiding internal IP addresses. It
also enables a company to use more internal IP addresses.

If the IP addresses given by your ISP are not enough for each PC on the LAN and the ADSL
Router, you need to use NAT. With NAT, you make up a private IP network for the LAN and
assign an IP address from that network to each PC. One of some public addresses is configured
and mapped to a private workstation address when accesses are made through the gateway to a
public network.

For example, the ADSL Router is assigned with the public IP address of 168.111.2.1. With NAT
enabled, it creates a Virtual LAN. Each PC on the Virtual LAN is assigned with a private IP
address with default value of 192.168.2.2 to 192.168.2.254. These PCs are not accessible by the
outside world but they can communicate with the outside world through the public IP 168.111.2.1.

Private IP Address

Private IP addresses are also LAN IP addresses, but are considered “illegal” IP addresses to the
Internet. They are private to an enterprise while still permitting full network layer connectivity
between all hosts inside an enterprise as well as all public hosts of different enterprises.
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The ADSL Router uses private IP addresses by assigning them to the LAN that cannot be directly
accessed by the Internet or remote server. To access the Internet, private network should have an
agent to translate the private IP address to public IP address.

Public IP Address

Public IP addresses are LAN IP addresses that can be considered “legal” for the Internet,
because they can be recognized and accessed by any device on the other side of the DSL
connection. In most cases they are allocated by your ISP.

If you are given a range of fixed IP addresses, then one can be assigned to the router and the
others to network devices on the LAN, such as computer workstations, ftp servers, and web
servers.

PVC (Permanent Virtual Circuit)

A PVC is a logical point-to-point circuit between customer sites. PVCs are low-delay circuits
because routing decisions do not need to be made along the way. Permanent means that the
circuit is preprogrammed by the carrier as a path through the network. It does not need to be set
up or turned down for each session.

RIP (Routing Information Protocol)

RIP is a routing protocol that uses the distance-vector routing algorithms to calculate least-hops
routes to a destination. It is used on the Internet and is common in the NetWare environment. It
exchanges routing information with other routers. It includes V1, V2 and V1&V2, which controls
the sending and receiving of RIP packets over Ethernet.

UDP (User Datagram Protocol)

UDP is a connectionless transport service that dispenses with the reliability services provided by
TCP. UDP gives applications a direct interface with IP and the ability to address a particular
application process running on a host via a port number without setting up a connection session.

Virtual Server
You can designate virtual servers, e.g., a FTP, web, telnet or mail server, on your local network
and make them accessible to the outside world. A virtual server means that it is not a dedicated
server -- that is, the entire computer is not dedicated to running on the public network but in the
private network.

VPI (Virtual Path Identifier) & VCI (Virtual Channel Identifier)

A VPl is a 8-bit field while VCI is a 16-bit field in the ATM cell header. A VPI identifies a link
formed by a virtual path and a VCI identifies a channel within a virtual path. In this way, the cells
belonging to the same connection can be distinguished. A unique and separate VPI/VCI identifier
is assigned in advance to indicate which type of cell is following, unassigned cells, physical layer
OAM cells, metasignaling channel or a generic broadcast signaling channel. Your ISP should
supply you with the values.
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Interface

®  One RJ-11 port for ADSL connection

®  Four RJ-45 ports for IEEE 802.3/802.3u 10/100 Base-T
auto-sensing and auto-crossover Ethernet connection

® One USB client port compliant to USB v1.1

®  On-board wireless LAN module for IEEE 802.11g (2.4
GHz) wireless LAN connection

®  One hidden button for restoration of factory default
settings

Regulatory Approvals
and Compliance

EMC: FCC part 15 Class B, CE
Telecom: FCC part 68
Safety: UL, CB, LVD

Power Requirement
and Operation
Environment
Requirement

Power Adaptor: Input 120+10 or 230+10 VAC;
Output 12 VAC, 1A
Power Consumption: less than 10 Watt

Ambient Temperature: 0 to 40°C (32 to 96°F)
Relative Humidity:  20% to 90% (non-condensing)

Physical

PCB: 152 mm x 113 mm

Housing: 190mm(L) x 130mm(W) x 40mm(H)
Weight: 3509
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Appendix B: Client Setup for 802.1x, WPA, and
WPA-PSK

Retreiving Client Certificate
<~ This step is only required if you intend to authenticate with EAP/TLS.

While there are many ways you may receive a certificate from your Certificate
Authority, the example here is to show you how to retrieve your certificate from a
Microsoft Certificate Services server via its easy web interface.

1. Please connect the clientto a - = -
network that doesn't require port 3 Microsoft Certificate Services - M

authentictaion.
2. Open up Microsoft Explorer,

connect to your CA via the url L]

http://yourserver/certsrv (see @ Back - \ﬂ @ '_ﬂ
your local administrator if it has =
been changed from the default). Address :g'] http:ff192,168.0, 2 fcertsry

For example, if the Microsoft
Certificate Service server uses
the IP address 192.168.0.2, then
we have to key in
http://192.168.0.2/certsrv on the
url box.

3. You will be asked to log in, use Connect to 192.168.0.2

your domain credentials. (e.g., =
ABC) !I:j}\
R

File Edit ‘Wiew Fawvorites Tools He

Conmecking bo 192,165.0.2

Liser niame:! |!§ ABC Vl s

r
Passwaord: | Herar |

[ Jremember my password

[ Ok l l Cancel
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4. Make sure that Request a

) Microsoft Certificate Services - Microsoft Internet Explorer:

certificate is SeleCted, and click Fle Edt View Favorltss Todks Help ] r #
Next. e Back () |ﬂ @ ;j /..\‘Sear:h . Favartes @ eda £)
fiddrecs [ 4] http://192.168.0.2fcertsry B>

Microsoft Certifica Ll A

Welcome

You use this web site to request a certificate for your web browser, e-
mail client, or other secure program. Once you acquire a certificate, you
will be able to securely identify yourself to other people over the web,
sign your e-mail messages, encrypt your e-mail messages, and more
depending upon the type of certificate you request.

Select atask:
ORetrieve the CA certificate or certificate revocation list
@ Request a certificate
O Check on a pending certificate

| |

& Done B Internet
5. Se|eCt User Cert'fl Cate, then 2 Microsoft Certificate Services - Microsoft Internet Explorer BX]
Next. Fle  Edit  Wiew Favnrf\t’es VTnnIs Help ¢ zr»
@ Back ) |ﬂ @ g | ) search k* Favaries @} Meda £)
HAdddrass ‘@ http:/{192. 168,0.2)certsrv/certrqus asp V| Go Links

~
Microsoft Certifica es \

Choose Request Type

Please select the type of request you would like to make

® User certificate request

O Advanced request

& Done

B Internet

6. Click Submit in the following
step.

2} Microsoft Certificate Services - Microsoft Internet Explorer

File

Edit  View Favarites Tools Help

@Eack ) B @ __;j /:‘Sear:h k;'t(Favuntes @ vedia &)

Address ‘@ http: /{192, 168.0.2/certsrvicertrabi.aspttype=0 VB s

Microsoft Certifica

User Certificate - Identifying Information

All the necessary identifying information has already been collectad. You
may nows submit your request

More Options =

& none & Internet
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7.

8.

You may retrieve your certificate
by clicking Install this
certificate.

You'll receive a confirmation
message about accepting the
certificate, click Yes

2} Microsoft Certificate Services - Microsoft Intennet Explorer.

File Edt View Favorites Tools Help ar
= 2 »

% . & @ 59 :

Gﬁack ) \ﬂ |§| pl ) search 5 7 Favarites Q‘Mema ﬁ‘z

Address | @] http://192,168.0.21certsrvcertfnsh.asp v B Lnks

Certificate Issued

The certificate you requested was issued to you

Install this certificate

&] Done @ Intermet

Root Certificate Store

1 Do you want to ADD the Following certificate to the Root Stare?
LY

Subject : WirelessCa, Systems, Wireless Widgets, College Park, MD, US, ca@yourdomain.tid
Issuer : Self Issued

Time Yalidity : Thursday, Ockober 11, 2001 through Saturday, Octaber 11, 2003

Serial Mumber | 7EE7ABD0 BE3TSEAS 4F7TENGL S51357C7

Thumbprint (shal) : ESEC3FSD BASBE7EE 79C055A3 51017043 BETAICET

Thumbprint (mdS) | 6F171E64 D438E251 A4242464 CDBEE1EY

[ |
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Enabling 802.1x Authentication and Security
1.  Click Run from the Start menu. Bk
Type services.msc and click OK. | “55 2% o, |

fi Services (Local)

#, Services (Local)

2. Scroll to the bottom of the list.

Double click on the Wireless Wireless Zero Configuration Nare Descrptin [ Status | SartupTyps »
i A . S :@wmuwslmagmm Provides im... Manudl
Zero Conflgu ration service and Restat the serics ﬁx‘":”ws::s““e’ ;‘dds'd oty - :at””a‘t_
. A . Windows Managem,.. Providesa ., Starte utomatic
Ver|fy that it is set to Automatic :ngduwsManauemm Prowees .. Hanud
R . Desuriptions AyWindows Media Con,.. Serves sha.., Marual
and that it is Started. Click OK to At el RO O% s e . o
. i Windows Trne Started  Automatic
continue. B indows Lser Hiod, Started  Autamatic
L % ted  Automiatic
By WM Perfomance A... Prosidss p... Manual
Bsworstation Cretesan.,. Stated  Automatic v
| | »

Extended A Standard /

3. Click the Start button, select
Control Panel, then Network
Connections.

- wireless Properties

General | Wirelezs Metworks | Advanced

Use Windows to configure my wireless network, settings

4.  Right click on your wireless
network card and select
Properties. Click on the
Wireless Networks tab.

5. Click Add to continue.

Available networks:

Ta connect ta, disconnect from, or find out mare information
abiout wireless networks in range, click the button below.

Wiew Wirelezs Networks
Prefered network.s:

Automatically connect to available networks in the order listed
below:

Move dovin

|: [ Remaove H Properties ]

Learn about setting up wireless netwark

Select the Association Tab, and

confiquration.

[ ok

][ Cancel ]

Wireless network properties

enter the SSID of the AP. (e.g.,
Please)

7. Set Open as the Network
Authentication from the drop
down menu, and WEP for Data
encryption.

8. Click OK, and then select the
Authentication Tab.

Agsociation | Authentication | Connection

Metwark name [S51D]:
Wwireless network key
Thiz netwark, requires a ke Far the Fallowing:

Metwark Authentication: Open v

Data encryption: WEP W

The key iz pravided for e automatically

[ This iz a computer-ta-computer (ad hoc) network; wireless
access points are not uzed

[ ak l [ Cancel
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10.

11.

12.

13.

Ensure that Enable network
access control using IEEE
802.1X is selected, and Smart
Card or other Certificate is
selected from the EAP type.

Click Properties under EAP
type.

You can choose whether to use
one of your certificates you have
loaded on the computer, or use a
smart card for access.

In our example, Use a certificate
on this computer option is chose
and Use simple certificate
selection (Recommended) is
checked.

Check the Validate server
certificate check box if server
certificate validation is required.

In the Trusted Root
Certification Authorities field,
check the check box beside the
name of the certificate authority
from which the server certificate
was downloaded. (e.qg.,
askey.savd.tw)

Note that if you leave all check
boxes unchecked, you will be
prompted to accept a connection
to the root certification authority
during the authentication
process.

Wireless network properties

Azsociation | Authentication | Conmection

Select thiz option to provide authenticated network, access for
wireless Ethemet networks.

Enable [EEE 802.1x authertication for thiz netwark

Srart Card or other Certifizate w

Properties

Authenticate az computer when computer information iz available

EAP type:

[ Authenticate az guest when uzer or computer information iz
unavailable

Cancel ]

Smart Card or other, Certificate Properties

‘when connecting:
() Use my smart card
() Usze a certificate on this computer
Use simple certificate selection (R ecommended)

Validate server certificate

[] Connect to these servers:

Trusted R oot Certification Authaorities:

[] AB& ECOM Root Ca -
"

[1 Autoridad Certificadora de la Asociacion Macional del Motaria
[1 Autoridad Certificadora del Colegio Nacional de Coreduria Pu
[ Baltimore EZ by DST

[] Belgacom E-Trust Primary Cé

[ Caw HET SecursMet CA Clags &

[ Ciw HET SecureMet CA Clazs B -
< >

View Certificate

[[] Use a different user name far the cannection

Lok JI

Cancel ]
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14. Click OK twice to close the
dialogs until return to Wireless
Networks tab of wireless General | MWirsless Netwarks | Advanced
pro perties. Now we can see the 1z Windows to configure my wirgless netwaork, settings
wireless network which we have

jUSt set Up being dlsplayEd on To connect to, disconnect from, or find out more information
the Prefered networks. about wirgless networks in range, click the button below,

View Wireless Mebworks

-+ wireless Properties

Available networks:

Prefemred network.s:

Autamatically connect to available networks in the arder lizted
below:

Move down

Add... ][ Remove ” Froperties ]
Li bout zetti [I¢=1 bk,
cgi;in jraotilén,se ing up wireless netwaor
[ il l [ Cancel ]

9 wireless is now connected

15. Click OK to save your settings.
The configuration is complete

Connected to: Please
ignal Strength: Low
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Enabling WPA Authentication and Security

The first four steps are the same
as the setting for 802.1x
authentication, please refer to
the previous part.

5. Select the Association Tab,
and enter the SSID of the AP.

Wireless network properties

(e.g., P|ease) Agsaciation |.&uthentication Connection
6. Choose WPA from the drop Network name (351D} |Please |
down menu for the Network “wiireless network key

Authentication, and TKIP for
Data encryption.

7. Click OK, and then select the
Authentication Tab.

This netwark requires a key for the fallowing:

Metwork. Authentication:

Data ercryption: [TP ~|

[] Thiz is a computer-ta-computer [ad hoc) nebeark; wirsless
access points are not uged

8. The Enable network access Wireless network properties
control using IEEE 802.1X is
selected by default, and
Protected EAP (PEAP) is
selected from the EAP type.

9.  Click Properties under EAP

type.

___Association_! Autherticatian | Caonnection

EAP pe: | Protected EAP (PEAF) =

|
|
| |
| |

[] Authenticate a3 computer when computer infarmation is availabls

[] Authenticate as guest when user or computer infarmation is
unavailable

Ok ] ’ Cancel
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10.

11.

12.

13.

14.

Choose Use a certificate on
this computer option and select
Use simple certificate
selection (Recommended).

Check the Validate server
certificate check box if server
certificate validation is required

In the Trusted Root
Certification Authorities field,
check the check box beside the
name of the certificate authority
from which the server certificate
was downloaded. (e.g.,
askey.savd.tw)

Note that if you leave all check
boxes unchecked, you will be
prompted to accept a
connection to the root
certification authority during the
authentication process.

Click OK three times to close
the dialogs and save all the
settings until return to Network
Connections.

Now the configuration for WPA
authentication is completed. And
you may start to use the
wireless device.

Smart Card or other Certificate Properties E|PZ|

‘when connecting:
() Use my smart card
() Use a cerlificate on this computer
Use simple certificate selection [Fecommended)

Walidate server certificate

[ Cannect to these zervers:

Trusted Root Certification Autharities:

[] 4BAECOM Fioot Ca, ”~
[1 Autoridad Certificadora de la Asociacion Nacional del Motaria
[1 Autoridad Certificadara del Colegio Macional de Correduria Pu
[1 Baltimore EZ bw DST

[1 Belgacom E-Trust Primary C4

[] Ciw HET SecureMet Ca Class &

[1 ciw HET SecureMet CA Clazs B v
< >

View Certificate

[ Use a different user name for the connection

[ oK H Cancel ]

% Network Connections

Fle Edt View Favorites Tools Advanced  Help

\ Y %) E
€ SRl ) search [ Folders (T3]
Acess (@) Network Connections M
A pialup
Network Tasks &)

'ﬂ Dial-up Connection
WS | Disconnected
Bl Toshiba Soft Modem AMR

[ creste anew
connection

% Setup s hame or small
= office network

@ Changs Windows
Firewall sttings

LAN or High-Speed Internet

:?~| wireless )T 13%4 Connection
WS | Disabled
ks O

) /) 1394 Mt Adapter
See Also C] [mr=2 Y i

:p-‘ Local Arza Connection
Comned) atheros Wirelsss Metwark Adapter #2
A Inkel 82

i) Metwork
i Troubleshooker
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Enabling WPA-PSK Authentication and Security

1. Click the Start button, select
Control Panel, then Network
Connections.

2. Right click on your wireless
network card and select
Properties. Click on the
Wireless Networks tab.

3. Click Add to continue.

4.  Select the Association Tab,
and enter the SSID of the AP.
(e.g., Please)

5. Choose WPA-PSK for the
Network Authentication and
TKIP for Data encryption.

6. Enter Network key twice to
access the AP.

7. Click OK to save the settings
and return to the Wireless
Networks tab on Wireless
Properties.

- wireless Properties

General | “ireless Metworks | Advanced
Usze Windows to configure my wireless network settings

Available networks:

Tao connect ta, disconnect from, or find out more information
about wirelezs networks in range, click the button below.

Wiew Wireless Metworks
Prefemed networks:

Automatically conmect to available networks in the order listed
below:

Mave davn

4 Add... j’ Remaove ][ Properties ]

Lear about setting up wireless network
configuration,

[ k. H Cancel ]

Wireless network properties

Association | Authentication | Connection

Metwork, name (S510): Pleaze
Wirelzzs netwark, key

This netwark requires a key for the following:

Metwork Authentication: WRA-PSK w
[ata encryption: TKIP s
Mebwork kep: [TTTITTTYY

Confirm retwiork, key: [ITTTYIT)

[ This iz & computer-to-computer [ad hoc] netwark; wirgless
access pointe are not uged

[ 0K l [ Cancel
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8.  The Network with WPA-PSK
authentication has been set up,
and is displayed in the preferred General | “ireless Networks | Advanced
networks field.

-4 wireless Properties

Use Windows to corfigure my wireless network, settings

Lvailable networks:

Ta connect ta, dizconnect fram, or find aut more infarmation
about wireless networks in range, click the button below.

Wiew Wireless Networks

Freferred networks:

Autamatically connect to available networks in the order listed
below:

Mave down

Add... ][ Remaove ][ Froperties ]

Learn about setting up wireless nebwark,
configuration.

[ aF. H Catcel ]

9.  Now the configuration for
WPA-PSK authentication is
completed.

] wireless is now connected

Connected to: Please
ignal Strength: Low
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